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CHAPTER I 

INTRODUCTION 

 

Most authors
1
 coincide today in affirming that the essential mission of criminal law is none other than 

the protection of “those vital interests essential for human interaction within the Society. In other 

words, the criminal law warrants “the society‟s protection through the coercive power of the State 

represented by sentences imposed for the public good
2
”. 

The affirmation of a social concept of juridical values that precedes and transcends the law, implies crucially 

important consequences. Understood in this way, the juridical values identified by the legal rules become the 

starting point and the central idea that governs the establishment of the different definitions of crimes
3
. 

Because of this, the absence of a human value that has to be preserved strips any material content of the 

criminal standard (and thereby of all legitimacy). In other words, “any statutory offence of a legal rule be-

comes impossible or arbitrary” unless constructed on the basis of such pre-existence
4
. The Law does not 

create juridical values but rather identifies the social ones and weighs their importance it acts to protect them. 

This is precisely where the principle of injuriousness. 

Nonetheless, it should be remarked that the injuriousness principle is not the only material limit empowering 

the State with the authority to classify certain behaviour as criminal. In other words, the fact that criminal law 

must only exist to the degree that it protects juridical values does not mean that the encumbrance of any 

social value should be punished as a crime. Recourse to a penalty is only authorised if such punishment is 

useful and essential
5
. Thus, the imposition of penalties ceases to be necessary for society when the purpose 

of such protection can be obtained by other means, always preferable as impairing less the rights of 

individuals. 

For this reason, insofar as it directs its activities to the well being of individuals, the State must only threaten 

such a penalty “if it is unavoidable for an orderly community life
6
”. Flick Giovani defended this principle when he 

stated that “good criminal law for economic offences, to be such, must concern itself above all with being 

economic in its use of criminal law
7
”. 

From all of this, it is clearly concluded that the protection of juridical values is far from belonging exclusively to 

the penal sphere. But, at the same time, it is difficult task of delimiting which of these essential social values 

require the highest degree of protection that the legislator will include them in the penal field. Moreover, we 

have to remember that the fundamental Law of any State is not restricted to establishing criteria of “non-

contradiction” that allow the legislator to act freely within its ample guidance, but must also set out in its 

principles an objective order of values whose effectiveness extends far beyond, thus extending their efficacy 

over all fields of law. 

1. The crime of money laundering as an accessory offence  

Quite a number of years ago now, some States assessed the advisability of criminal law coming to bear on 

money laundering. The first body of law that included a definition of money recycling in its crime catalogue 

was the Italian
8
 one. Thus, in 1978, the inclusion of art.648 bis in the Italian code was viewed to impose 

prison sentences and fines on those engaging in “events or acts aimed at replacing monies or securities 
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originating from the crimes of aggravated theft, aggravated extortion or kidnapping with intent to extort by 

other monies or securities so as to procure their own or another‟s benefit, or to assist the perpetrators of the 

aforesaid crimes to secure benefit from the same”
9
. 

The real content of this definition was conditioned by the Italian legislator‟s desire to close the punitive circle 

ever tighter around extortion, theft or illegal detentions by punishing certain acts of collaboration by people 

other than the perpetrators themselves. Furthermore, the Italian legislator introduced art.648 bis, convinced 

that by lowering the potential delinquent‟s options of achieving peaceful and effective enjoyment of contingent 

unlawful income might make him abandon his purpose, thereby diminishing the danger that the protected 

juridical values would be harmed by the prior violations mentioned therein. Said more clearly, incrimination of 

the collaboration with the perpetrators would aim at creating the idea in the trafficker‟s mind that the activity 

performed “doesn‟t worth”. 

There have to date been more than a few pieces of legislation that have opted for a legal basis similar to that 

elaborated by the Italian legislator in 1978. An example can be the 1988 Vienna Convention, which set up the 

international Cupertino in this area with the view to exert an increased pressure against the financial 

environment of the drug trafficker‟s. 

2. Autonomy of the crime of money laundering  

Direct and exclusive actions on the drug trafficker‟s economic circuit did not take long to change toward wider 

patterns of intervention, first referred to certain crimes and later aimed at preventing and repressing money 

laundering per se, regardless of the specific origin of the illegal funds. 

The generalization of the group of prior offences could be due first to reasons of a criminological nature. It 

means that, as money laundering is usually related to organised crime, the increased pressure on the 

financial side of drug trafficking could cause this type of activity to move to the alternative of marketing other 

illegal goods or services (weapons, body parts, prostitution, animal species, works of art etc.). As such traffic 

would not come under the same threat, this shortcoming is noted (and even encouraged) in certain territories, 

where some authorities even took the trouble to remind financial sector professionals of the lawfulness of 

money-laundering operations related to goods for which, even though their origin is known to be unlawful, 

there are sufficient grounds to consider them unrelated with the drug trade
10

. 

All these things considered, it cannot be conclusively stated that the autonomy of the crime of money 

laundering derives from the mere widening of the description of typical conduct of the perpetrator by 

extension of the material object of the crime as initially driven by the FATF Recommendations or by the 

Council of Europe‟s Conventions and definitively confirmed by the European Union in its recently amended 

1991 Directive.  

The majority of those who have studied the problems connected with money laundering today lean toward 

affirming that laundering operations constitute a serious attack on the social-economic order, the effects of 

which should not be made light of by the law
11

. 

Nevertheless, it is not hidden from anyone that there are still those who deny the negative incidence of this 

avalanche of dirty wealth on the legal market (or at least consider it only relative), alleging a series of objective 

reasons that, on the contrary, would even advise its integration into the market.  

                                                 
9
 Art.648 Italian penal code wasintrodused through art.3 of Executiv Order nr.59 on 21March,1978 trensformed in Law nr.191 on 18 
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 In this sense,the  Circulaire issued by the Anti-Money Laundering Service of the Office of the Prosecutor at the Luxembourg District 
Court in May 1993 to all credit establishment and to the rest of the financial sector professionals. 
11
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Without a doubt, the most patent example of this sort of position would be that of the authorities of many 

countries which establish a powerful financial services industry in their territory with the view to capture the 

largest possible amount of money from abroad, regardless of its origin, so as to improve the variables of their 

economy, create employment and obtain foreign currencies. From that point of view, approval in these juris-

dictions of legislation aimed at preventing and punishing money laundering would obviously not entail 

anything other than the appearance of new expenses, as well as the creation of some control institutions that 

would to a large degree make attaining such purposes difficult
12

. 

The socio-economic harm that normalizing capitals generates is not in any way a mere invention of those 

who try to give a good excuse for penalizing it, but a tangible reality that can conclusively condition the normal 

development of market relations. 

Therefore, money laundering operations cannot be considered only from a merely ethical point of view; but as 

an example of this “culture of corruption”
13

 we must remember that many of these acts are carried out by 

economists, entrepreneurs or lawyers who place their expertise in the service of those who engage in 

antisocial conduct. Thus, we find ourselves in a situation that has to be regulated by an adequate legal 

structure responding efficiently and effectively to the pernicious, objectively perceptible effects that such 

conduct causes on the social community.  

In fact, throughout the first phases (placement or concealment, conversion or control) the laundering process 

takes place through the implementation of legal institutions and procedures initially conceived to solve market 

needs very different from those that are on the minds of these recyclers. In this way, the conversion of 

capitals corrupts the normal use of such institutions and eventually threatens to contaminate the system as a 

whole. 

In this way, someone trying to whitewash funds does not use ATMs to draw out cash at any time of the day or 

night but rather to move money from one place to another without any supervision by the bank‟s employee. 

As well, such a person does not use securities in order to document credits and facilitate the circulation of 

goods, but rather their accumulation; insurance policies are not signed to avoid risks but to hide money. Such 

a person does not play the lottery to get a prize, but to gain access to bearer-payable paper; voluntary tax 

assessment systems are not used to avoid administrative complications, but to allow the discreet declaration 

of income unrelated to business activities; the confidentiality of banking transactions is not invoked to 

safeguard any right to privacy, but to evade the investigation of funds of questionable origin. Finally, the 

advantages of the free international flow of capitals are used to transfer funds from strict locations to others 

that are more permissive or less prepared; and the legal persons are not created to achieve goals that would 

be unattainable for an individual, but to mask the realities of ownership. 

But, the law cannot censure all these irregularities as they appear because each technique, legal institution or 

procedure placed at the disposal of those who act on the market responds, originally, to a specific need that 

has to be resolved.  

Be that as it may, history shows that social changes sometimes influence these procedures, techniques or 

institutions, at times making them into suitable means for solving new demands that merits legal protection. 

Obviously, evolution in this sense (even when representing a deviation from the primary goal) must not be 

repressed by statute but rather be attended to in all cases and properly channelled.  

There are occasions, however, when such a mutation does not constitute a positive evolution of the species, 

but its degradation
14

. This seems to be the case we are concerned with now, given that those who recycle 
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illegal capital, far from working for the progress of the economic system, attack it through their abnormal use 

of the instruments designed to serve market relations. 

In fact, in the opinion of economic analysis experts, the trustworthiness and prestige due to work well done by 

those mediating in credit transactions
15

 are essential elements for the correct development of the capitals 

market. Knowing the fundamental position these people hold in the framework of the country‟s economic life 

(we must not forget that they channel the financial resources in the national economies towards the world of 

business as well as participating in most payment transactions), no one can deny the absolute necessity for 

the social community to be able to trust their solvency and integrity
16

. 

Apart from this, people and corporations who act within the financial intermediation setting, as well as in the 

wider field of intervention in economic operations (notaries, registrars, exchange and stock brokerage agents, 

real estate companies etc.), do not just manage other people‟s money or securities but they also negotiate a 

genuine torrent of information from those who contact them in ordinary traffic of their profession
17

. 

Innumerable times, such data belong to the clients‟ private life, with everything that this involves in relation to 

the effective guarantee of every citizen‟s right to personal privacy. In other situations, however, these 

information are connected with the execution of economic transactions where the confidentiality vis-à-vis third 

parties may be essential for their proper conclusion, or even for the general good.  

Because of all this, the eventual connection, whether conscious or unconscious, between crime in general 

and those who participate as professionals within the scope of lawful economic relations (especially in the 

world of money supply, demand and intermediation: banks, savings banks, investment fund and pension fund 

managers, credit card issuers, insurers etc.) create a climate of uncertainty and mistrust among the public 

that can gravely affect the stability the capitals market needs to operate properly. Moreover, such a 

connection can induce suspicious at international level as well, as occurred in the case of the Bank of Credit 

& Commerce International
18

.  

Now, then, if we had to decide what the most harmful effect of these money-recycling processes on the 

socio-economic order, we would have to refer to the enormous damage they can cause, to the system of free 

competition at least in the form of potential risk that was already taking place throughout the previous phases. 

Excluding mere “consumption” from the concept of money-laundering, meaning the purchase of goods or 

services for the satisfaction of the buyer and its family‟s current needs, the illegal mass of property that 

remains inactive has to be regulated by bringing it within the sphere of legal activities. So, those producers 

who are acting within honest traffic, always subject to the requirements of supply and demand, are obliged to 

co-exist with other agents who can allow themselves the luxury of action in the market without the constraints 

of economic rationality, thereby seriously impairing the autonomy, activities and interests of normal 

companies. 

In fact, the financial expenses linked to the creation of wealth from illegal sources are, due to their very 

nature, very much lower than those related to money obtained on the official markets. From the prism of 

economic rationality
19

, illegal activities (particularly those taking place within the framework of a criminal 

organization structured on entrepreneurial criteria) must necessarily have a high degree of profitability, in all 

cases higher than for those others practising within the limits of legality. The person who decides to gain at 

the cost of engaging in behaviour prohibited by law assumes the risk of being penalized from the moment 

that such an eventuality is thought to be surpassed by the expectations of enrichment. Obviously, this person 

would not in any case risk being punished if there were some legal means to achieve similar gains. 
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 Known in the common-law systems as “goodwill” 
16

 See the FATF Presidency‟s Documents “ International Cooperation against money laundering”. 
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 See Flick Giovani – “Societa fiduciarie, finanziare e di intermediazione mobiliare – aspeti penale”, 1990 
18

 See Campiglio Luigi şi Centorrino Mario, “Mafia and local economy” 
19

 See Cooter Robert şi Ulen Thomas, Law and Economics, Scott Foresman & Co., 1988 
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Consequently, the cost of illegally available funds is (at least from the strictly monetary perspective) very 

much lower than for those others obtained lawfully. Because of this, the re-introduction of these tainted assets 

into the regular channels of the economy always creates distortions in the normal performance of the 

markets, anomalies that, in the end, can lead to the gradual suppression of competition. The possibility of 

having recourse to substantially less costly financing means that legal companies, subject to the usual costs, 

are first sidelined and then pushed out of the market, while the company financed with illegal capital tends to 

monopolize it. 

Definitively, those who disembark in legal circles with practically unlimited availability of funds are able to act 

with absolute freedom, assuming business risks that the rest of the competitors could in no way address. 

There is no question that we find ourselves faced with economic agents who are indifferent to such an 

important element for the national economy, meaning the interest rates. This does not, however, prevent the 

price of money or of foreign currencies from being substantially changed consequent to the entrance of dirty 

money, thereby seriously damaging the expectations of those who are acting in keeping with proper market 

rules. 

In this state of things, the investment of these illegal yields gives their holders the power to take over the 

market involved gradually, extending their presence in it like a spreading oil slick. Under these conditions, 

producers who carry on their activities in good faith are gravely affected in terms of their position vis-à-vis the 

clients because they are sidelined and, in the final reckoning, are pushed outside of legal traffic, while the 

illegal enterprise tends to become a monopoly. Alternatively, these producers can choose to adapt 

themselves to the illegal competition methods followed by companies feeding on dirty capitals, producing the 

spiral and chain reaction effects profusely described by German doctrine
20

.  

To conclude, we cannot forget that whoever moves dirty money toward the area of legality does not – at 

least, as a priority objective- aspire to get the maximum benefit, rather, he aspires basically to peaceful 

enjoyment of what he received previously in an illegal manner.  In other words, valued from the global 

perspective, the losses that can derive from illegal activities do not constitute an adverse result of the activity 

itself, but an expense – the laundering price - to be recorded in the sanitized balance of the legal company. 

Thus, recyclers can launch merely speculative, apparently anarchic, absurd, useless kinds of document 

transactions, but that might affect the good, ordered progress of the economy as a whole. 

Consequently, it should not be surprising that in many countries the penalty established for money laundering 

is not less than that assigned, for example, to the drug trafficker. We find ourselves faced with autonomous 

situation that must be dealt independently of the events from which the assets being laundered are obtained. 

Obviously, the respect of the principle of proportional sentences imposed is another issue that has to be 

evaluated according to the scale of values established by the respective texts of the Constitution of each 

country.  

 

 Gian Maria Nicastro 

                                                 
20
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CHAPTER II 

THEORETICAL AND LEGISLATIVE ASPECTS OF PREVENTING AND 
COMBATING MONEY LAUNDERING AND TERRORISM FINANCING 

 

Transition to market economy in Romania lead to the creation of a huge “black” capital, and attempts 

were made, and are still made, to give it an appearance of legality. 

Against this background, there is a continuous increase in the “professionalism” of individuals 

interested in a subterranean economy which allows the avoidance of legal financial circuits in order to 

obtain significant proceeds from various illegal deeds and, last but not least, to recycle fraudulent 

assets and values. 

All these actions are becoming more and more complex and hard to detect by institutions competent 

in the field of preventing and fighting money laundering. 

At the same time, the individuals involved have noticed the insufficient “specialization” which affects 

the prompt collection of evidence and especially the finding of solutions aiming at rendering the 

performed activities more effective. 

In order to have a deeper understanding of the money laundering phenomenon by representatives of the 

state and institutions which could provide effective support against recycling dirty money, this paper 

aims at helping them by providing them with a volume of data and information that we hope will clear 

many aspects which still are blurry. 

2.1  The Concepts of money laundering and financing of terrorism 

Brief history 

Even if the exact date when people first started hiding money or values from state authorities is not 

known, historical evidence point to the fact that in China, 2000 years before Christ, traders had found 

ways to protect their fortunes from leaders who were trying to brutally confiscate them invoking various 

excuses. 

Sums obtained from trading goods thus became used in provinces abroad. 

Later, the principles stayed the same, but the methods and techniques used changed. 

This phenomenon reached its peak at the beginning of the 20
th
 century, when the prohibition and 

forbidden gambling lead to the accumulation of fabulous cash amounts by people who were trying to 

break the embargo in the United States of America. 

The fear of being found in the possession of large amounts of money by state authorities made 

offenders start shady activities, which included drug traffic. 

Experienced lawyers were hired for protection, which made proving illegal activities very hard, against 

the background of a lack of explicit incrimination of money laundering. 

The authorities‟ efforts to control and lessen the extent of this phenomenon lead to the creation of 

strict regulations concerning the recycling of fraudulent proceeds through bank institutions, and the 

first measure was to impose standards concerning customer identity and the drafting of reports in this 

respect. 

In fact, we believe that money laundering (fund recycling) is a complex process allowing the 

transportation, transfer or mix or illegal proceeds to or with legitimate funds in order to hide 

their true nature, their origin, structure, transfer or ownership. 
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If the need to recycle money stems from the desire to hide criminal activities, the aim of this process is 

to make all funds related to or derived from criminal activities seem legitimate. 

The money-laundering notion inevitably presupposes the existence of another dirty money-generating 

crime (predicate or primary offence) that consists of any act related to illegal proceeds resulting from 

the respective primary offence. 

We can thus declare that the major money laundering elements are: 

o Hiding illegal proceeds; 

o Converting them into money in order to hide their origins. 

Experts in this field believe that the principles of money laundering are related to activities such as: 

o Hiding; 

o Transferring; 

o Reinvesting illegal proceeds. 

Several jurisdictions deem any individual who supports offenders in any way in their attempt to hide 

away the products of their offences as “money launderer”. 

Money launderers can be: 

o Smugglers; 

o Panders; 

o Car thieves; 

o Drug, arms or ammunition dealers; 

o Blackmailers; 

o Employees of legal entities listed under art. 8 of Law no. 656/2002 as amended and 

supplemented by Law no. 230/2005, namely the personnel of banks, credit and financial 

institutions, public notaries etc. 

In legal practice, a “money launderer” can also be an individual who helps the offender conceive the 

respective scheme or money circuit, even if this individual does not take Part In the fund recycling 

process. 

For example, an account that recommends methods of avoiding tax and subsequently of hiding the 

proceeds obtained. 

 

 

Money laundering is a three-stage process, namely: 

 

1. Placement: 

Placement is actually “getting rid” of illegal proceeds, in order to separate money resulting from illegal 

sources, which might be monitored by law enforcement bodies. During the initial placement stage of 

money laundering, the offender introduces his/her illegal profits into the financial system. This can be 

done by splitting large amounts of money into smaller, less suspicious ones, which can be deposited, 

at a later time, directly into a bank account or by purchasing several financial instruments (checks, 

promissory notes etc.) which are then collected and deposited into accounts at a different location.  

 

2. Layering: 

After the funds entered the financial system, the second stage occurs – layering, which means money 

transfer processes to and from various accounts in order to hide its origins. 
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During this stage, the money launderer undertakes a series of fund exchange or transfer activities in 

order to place a certain distance between the money and its origin. Funds can be used for purchasing or 

selling investment instruments, or the money launderer may simply electronically transfer the respective 

amounts to a series of accounts in various banks throughout the world. The use of multiple 

geographically distant accounts, with the purpose of money laundering, is very much used in such juris-

dictions, which do not cooperate in investigations aiming at fighting money laundering. In certain 

situations, money launderers may disguise the transfers into payments for goods and services, which 

gives them an appearance of legitimate actions. 

Separating illegal proceeds from their source by creating complex layers of financial transactions 

meant to trick regulatory bodies and to ensure anonymity. 

 

3. Integration: 

Having successfully went through the first two stages of money laundering, the money launderer then 

moves to the third stage – integration – where funds re-enter the legal economic circuit. The money 

launderer may then choose to invest the respective funds on the real estate, luxury goods or business 

markets.  

If the layering process is successful, the integration schemes will re-send the proceeds of money 

laundering into the economic circuit, and it re-enters the financial system as normal and “clean” funds 

obtained from various trading activities. 

The three basic steps can become separate and distinct stages, but can also appear simultaneously 

or, more usually, can overlap. The manner in which the basic stages are used depends on the 

laundering mechanisms available and on the requirements of criminal organizations. 
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2.2  Relationship between money laundering and financing of terrorism  

Terrorism is the ensemble of actions and/or threats that result in public danger and affect national 

security, with the following characteristics: 

a) Are premeditated by terrorist entities, motivated by extremist conceptions and attitudes, hostile 

towards other entities, against which they act by in violent and/or destructive ways; 

b) Aim at accomplishing specific political objectives; 

c) Aim at human and/or material factors within public authorities and institutions, the civil 

population or any other segment thereof; 

d) Produce a strong psychological impact on the population, meant to attract attention on their 

goals (the definition is stipulated in art. 1 of Law no. 535/2004 on the prevention and fight against 

terrorism). 

To sum up, the main goal of terrorism is intimidating the populace, forcing an organization or 

government to start or refrain from action. As a difference, financial profits are the goal of other types 

of offences. 

In order to achieve their goals, terrorist organizations need financial support, which consists of 

creating and maintaining an efficient infrastructure, capable of ensuring success. 

For this, we understand that terrorism financing sources can be: 

 Powerful states or organizations, and lately, rich individuals (ex. Osama bin Laden); 

 Direct profits from illegal activities. 

After the terrorist attacks on September 11, 2001, on the World Trade Center, the need has arisen to 

combine efforts and experience in the fight against terrorism financing, in order to unwind the web 

created by financially funding terrorism and circulating suspicious amounts. 

To the difference of organized crime groups, who mainly aim at obtaining profits, terrorist groups 

usually have no financial goals and only aim at disseminating their own extremist ideology and/or 

creating an atmosphere of intimidation. 

The transfer of financing sources has become a necessity, so that the expertise acquired by 

institutions authorized to fight money laundering proves they have the most efficient instruments for 

detecting and freezing funds meant to be used in terrorist actions. 

A special meeting of the Financial Action Task Force (FATF) took place in Washington on the 29th of 

October 2001, which decided to enlarge the FIU (Financial Intelligence Units) competences in fighting 

terrorism financing, and adopted 8 Special Recommendations in order to stop the process of acquiring 

and transferring funds towards terrorist groups. 

The Special Recommendation Agreement now forces the FATF Member States to: 

 Take measures to amend and enforce the UN instruments; 

 Incriminate terrorism financing, terrorist acts and organizations; 

 Freeze and confiscating terrorist assets; 

 Reporting suspicious terrorism-related transactions; 

 Providing assistance to foreign authorities in the terrorism financing area; 

 Imposing money laundering fight and prevention requirements to fast money transfer systems; 

 Enforcing customer identity measures for domestic and international SWIFT transfers; 

 Making sure that entities can not be used for terrorism financing goals. 
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Highlighting the importance of global cooperation in this area, FATF invited the entire world to take 

Part In this process. 

Eventually, on the 22
nd

 of October 2004, it adopted the “9
th
 Special Recommendation” on “mail 

transfer”. 

At the same time, FATF indicated a set of “practices” meant for freezing terrorist assets, fighting the 

use of fast money transfer systems and non-profit organizations. 

Examples of freezing terrorist assets: 

 Creating efficient regimes and competent and judicial authorities; 

 Facilitating cooperation and communication with foreign governments and international 

institutions; 

 Facilitating communications in the private sector; 

 Ensuring adequate controls and reports in the private sector; 

 Ensuring adequate feedback from the private sector. 

Examples of fighting alternative money transfer systems: 

 Granting licenses/registration – courts must issue relevant regulations, for cases of anonymous 

fund transfers (MVT services); 

 Increasing awareness and identifying such services; 

 Monitoring the activity of such services. 

Examples of misuse of non-profit organizations: 

 Financial transparency (accountancy, accounts etc.); 

 Planned checks; 

 Performed management; 

 Performed management; 

 Increasingly important role of supervision authorities. 

Lists of suspicious terrorists were drafted starting from September 11, 2001 (public and public lists, and 

lists of legal or natural entities “reportedly related to terrorist activities”). 

The relationship between money laundering and terrorism financing is different from the classical money 

laundering. In case of money laundering, illegal proceeds are either laundered or layered so as to seem 

legal, and the final goal is usually to gain large amounts of money. In the case of terrorism financing, the 

fund or financing source is often “legitimate”, and the final goal is not necessarily attracting further profits. 

The fund raising methods used by terrorist organizations can be: 

 Member contributions; 

 Investment projects (legal business, false contracts, bank frauds); 

 Money forging; 

 kidnappings; 

 drugs and arms trafficking; 

 car trafficking etc. 

Other methods used by terrorist groups are: smuggling cash (both by mail and packages), deposits 

into or withdrawals from bank accounts, purchasing various money instruments (traveler‟s checks, 

bank checks, payments orders), the use of debit or credit cards, SWIFT transfers. 

Enforcing means of fighting money laundering when fighting terrorism financing is more difficult in the case 

of legal incomes, operations aiming at concealing and hiding connections between terrorist groups and 

their financers as well as any other connections. 
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It is proven that, in order to ensure capital circulation for terrorism financing, alternative money transfer 

systems are resorted to, the money being collected by aliens residing in countries involved in fighting 

terrorism. 

At the same time, the informal money transfer system known as “Hawala” is used especially by Al-

Qaida. This systems consists of natural entities performing payments in cash in various countries, 

which are then redirected towards the same account; the resulting funds were then transferred to Asia 

and the USA. 

In accordance with Law no. 535/25.11.2004, published in the Official Monitor no. 1161/08.12.2004, 

terrorism acts can occur in the shape of several offences mentioned by the Criminal Code, as well as 

by special Laws. The law sets forth special procedural measures in order to collect information 

regarding terrorism acts. Financial and banking operations aiming at financing terrorism acts are also 

forbidden. 

Thus, in accordance with the provisions of art. 6 paragraph 1 of Law no. 656/2002 regarding the 

prevention and punishment of money laundering, as subsequently amended and supplemented by 

Law no. 230/2005, the Office analyses and processes the available information, and when the 

existence of justified clues pointing to money laundering or terrorism financing activities is discovered, 

it forthwith informs the Prosecutor‟s Office within the High Court of Justice and Cassation. If terrorism 

financing activities are found, the Office forthwith informs the Romanian Intelligence Service with 

respect to suspicious terrorism financing activities. 

The instruments for fighting terrorism financing are similar to the ones used for money laundering: 

standard customer identity rules, continuous monitoring of specific transactions (such as fast money 

and SWIFT transfers) and of customer accounts whose partners are located in or originating from 

countries with high terrorism risks. Under these conditions, the banks and other financial intermediates 

must focus especially on non-profit and charitable organizations or operations related thereto. 

The conclusions drawn from analyzing the terrorist phenomenon, in systematical order, point out the 

following major goals of national actions for preventing and fighting terrorism: 

 it is necessary to identify, modify and constantly assess all risks and threats; 

 protecting the national territory from terrorism-associated activities; 

 protecting Romanian citizens and offices abroad from terrorism associated/subsumed activities, 

irrespective of the origins and expression thereof; 

 prevent the involvement of Romanian citizens and of foreign citizens residing in Romania in 

international terrorism associated/subsumed activities, irrespective of their area, objectives or 

targets; 

 taking Part In international efforts to prevent and fight terrorism throughout various geographical 

locations. 

 

Iosif Lukacsi, Laura Banu 
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2.3 Normative acts in force at national level 

(General legal framework on money laundering in Romania) 

In our country, the term of money laundering was first used by Law no.21/1999, repealed on 

12.12.2002, when the Parliament of Romania adopted Law no.656/2002 regarding the prevention and 

punishment of money laundering.  

It is important to mention that until 1999 Romania had no law on this area and from 1999 to 2002, 

according to Law no.21/1999, offences such as tax avoidance were not considered to generate dirty 

money, and were therefore not on the list, while according to Law no.656/2002 regarding the 

prevention and punishment of money laundering, deleted the list of offences thus deeming any major 

offence (including tax avoidance) as generator of “dirty money”. 

In elaborating In Law no.656/2002 regarding the prevention and punishment of money laundering, a 

special Law with criminal provisions, the law giver took into account the current situation on a national 

and international level, namely that the financial product (money and assets) resulting from certain 

types of offences is “laundered” to become legal or legitimate, when offenders use sophisticated 

methods which involve the financial banking system or other specific market economy entities 

(insurance companies, capital market etc.). 

Starting with the year 2004, the National Office for Money Laundering Prevention and Control initiated 

a process of harmonizing Romanian relevant laws with the acquis communautaire, finished on the 12
th
 

of July 2005. 

In this direction, Law no. 656/2002 regarding the prevention and punishment of money laundering was 

amended and supplemented by Law no. 230/13.07.2005 approved by Parliament of Romania on the 

30
th
 of June 2005 and promulgated by the President of Romania by Presidential Decree no. 

616/12.07.2005. 

Law no. 230/13.07.2005 was published in the Official Monitor no. 618/15.07.2005 and entered into force 

30 days after its publication, namely on the 15
th
 of August 2005. 

The main amendments of Law no. 656/2002, regarding the prevention and punishment of money 

laundering, concern: 

a) the introduction, as a novelty, the concept of «terrorism financing», in accordance with art. 36 

of Law no. 535/2004 on preventing and fighting terrorism; 

b) a more rigorous definition of the concepts of «suspicious transaction», «external transfers» 

and «inter-related operations»; 

c) setting forth measures for preventing and fighting terrorism financing; 

d) extending the suspension period related to suspicious money laundering operations 

performance from 48 hours to 72 hours, as ordered by the Office, and the extension period related to 

suspending suspicious money laundering operations performance from 3 to 4 business days, as 

ordered by the Prosecutor‟s Office within the High Court of Cassation and Justice; 

e) the possibility that other territorial prosecutor‟s offices, besides the Prosecutor‟s Office within 

the High Court of Cassation and Justice, requests information from the Office; 

f) the amendment of art. 8 of Law no. 656/2002 by supplementing the types of entities forced to 

file reports; 

g) establishing the duties of compliance officers from reporting units with respect to implementing 

legal provisions for fighting money laundering; 
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h) Increasing the limit of criminal sentences that can apply for breaching the law, depending on 

the inflation rate; 

i) Configuring the special confiscation procedural system and investigation methods that can be used 

by prosecutor‟s offices, with techniques related to intercepting communication systems, controlled delivery, 

monitoring of bank accounts, communication of legal, bank, financial and accounting documents and using 

under cover agents. 

Law no. 230/2005 on the amendment and supplementation of Law no. 656/2002 regarding the 

prevention and punishment of money laundering, also provides for new duties of the National Office for 

Money Laundering Prevention and Control, as follows: 

a) Including in the object of activity of the Office the duty to prevent and fight terrorism financing;  

b) Empowering the Office to order the suspension of suspicious terrorism financing operations; 

c) Informing the Romanian Intelligence Service with respect to suspicious terrorism financing 

operations. 

Thus, the updated list of Romanian laws concerning the prevention and fight of money laundering and 

terrorism financing in force is the following: 

1. Law no. 656/2002 regarding the prevention and punishment of money laundering, published in 

the Official Monitor no. 904/12.12.2002, Part I; 

2. Law no. 39/2003 regarding the prevention and punishment of organized crime, published in 

the Official Gazette no. 50/29.01.2003, Part I; 

3. Law no. 230/2005 regarding the amendment and supplementation of Law no. 656/2002 

regarding the prevention and punishment of money laundering, published in the Official Monitor no. 

618/15.07.2005, Part I; 

4. Government Decision no. 479/2002 regarding the approval of the Organization Regulations of 

the National Office for Prevention and Combat of Money  Laundering, published in the Official Monitor 

no. 382/05.06.2002, Part I; 

5. Government Decision no. 1078/2004 regarding the amendment of the Organization 

Regulations of the National Office for Prevention and Combat of Money Laundering, approved by 

Government Decision no. 479/2002, published in the Official Monitor no. 636/14.07.2004, Part I. 

Iosif Lukacsi, Laura Banu 

 

2.4 Normative acts in force at international level  

(International and European Legislation on money laundering and financing the terrorism) 

In a globalize world characterized by discrepancies and conflicts between countries and/or nations, 

the international community has mobilized itself in fighting and preventing new categories of crimes 

that have touched our modern society at the end of XX-th Century and the beginning of the XXI-st 

Century. 

These new crimes (such as the money laundering and other acts of terrorism) affect and damage so 

much our lives and, more than that, our own existence on this world that all of us are interested to 

eradicate them.  

In order to be prepared to prevent these crimes or to punish (if necessary) those who have produce 

them, it is very important to know which are le legal rules that can support and help us in our actions. 
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The purpose of this section is to present briefly those international and european legal rules that have 

the vocation to apply or according to which we have to analyzed different facts/acts or actions in order 

to conclude that they constitute money laundering facts or acts of terrorism.  

At the same time, knowing the provisions of international and european legislation and regulations will 

helps us to understand better the basis of our national programs and legal rules adopted in that field.   

The Romanian legal rules that have been adopted pursuing the international and european legal 

provisions related to the field of money laundering and terrorism combating are presented in a 

separate section. 

The section is organized in two parts. The first part includes a list with topics relevant to the field of money 

laundering and terrorism‟s financing and the normative acts (international conventions, european 

legislation and acts of specialized institutions) that have been adopted at international and european level 

in so far. The second part presents a glossary of terms and the meaning attributed by different international 

and european normative acts that apply in the field of money laundering and terrorism‟s combating. 

 

 2.4.1. Topics and normative acts referring to them 

                                    

a. Definitions on money laundering – financial approach 

These definitions can be found in the following documents: 

- FATF 40 Recommendations (5-16, 21-22) and FATF Special recommendation on Terrorist 

Financing, 

- Art. 12 of the Directive of the Council of European Communities of June10,1991 on prevention of 

the use of the financial system for the purpose of money laundering (known as “the Directive 

91/308/EEC), 

- Art.1 and 2a of the Directive 2001/97/EC of the European Parliament and of the Council of 

European Union of December2,2001 amending Council of European Communities Directive 

91/308/EEC on prevention of the use of the financial system for the purpose of money laundering, 

- Art.1 of the Directive 2000/28/EC of the European Parliament and of the Council of European 

Union of September18,2000 amending the Directive 2000/12/EC relating to the taking up and pursuit 

of the business of credit institutions, 

- Art.1 of the Directive 2000/46/EC of the European Parliament and of the Council of European 

Union of September18,2000 on the taking up pursuit of and prudential supervision of the business of 

electronic money institutions.  

 

b. Definition on money laundering - penal approach 

The followings international conventions refer to money laundering as a crime as therefore include very 

important explanations regarding the meaning of different terms: 

- art. 1 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and psychotropic 

substances, 

- art. 1 of the 1990 Council of Europe Convention on laundering, search, seizure and confiscation of 

the proceeds from crime, 

- art. 2 of the 2000 United Nations Convention against Transnational Organized Crime 

- art. 3 of the 2003 United Nations Convention against Corruption 
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c. Money laundering offences 

A detailed list of facts or acts that are considered at international or european level as “money 

laundering offences” are included and explained in: 

- FATF 40 Recommendations (1 and 2), 

- Art.3 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and psychotropic 

substances, 

- art.6 of the 1990 Council of Europe Convention on laundering, search, seizure and confiscation of 

the proceeds from crime, 

- art.6 of the 2000 United Nations Convention against Transnational Organized Crime, 

- art.23, 24, 27, 28 of the 2003 United Nations Convention against Corruption, 

- art.2 of the European Union Framework Decision on money laundering, the identification, tracing, freezing, 

seizing and confiscation of instrumentalities and the proceeds of crime. 

 

d. Identification of customers. 

The legal rules that can have utility in defying the customers can be found in: 

- FATF 40 Recommendations (Recommendation 5 together with the its Interpretative note, 

Recommendation 6 together with its Interpretative note, Recommendation 7 and Recommendation 9 

and its Interpretative note), 

- The acts of the Basel Committee on Banking Supervision related to the customers due diligence 

(customer acceptance policy, customer identification and general identification requirements, on-going 

monitoring of accounts and transactions), 

- Wolfsberg AML Principles (client acceptance and identification, due diligence facts), 

- Art.3 of the Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering, 

- 2001 Joint meeting of ECOFIN and JHA. 

 

e. Obligation to keep and save the records 

The obligation to keep the records and the records that have to be kept and saved for the purpose of 

the prevention and fight of money laundering and terrorism combating are presented in: 

- FATF 40 Recommendations (10,11), 

- The acts of the Basel Committee on Banking Supervision related to the customers due diligence, 

- Wolfsberg AML Principles, 

- Art.4 of the Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering. 

 

f. The obligation to report 

Who has the obligation to report facts that can be suspected as criminal activity is recommended by: 

- FATF 40 Recommendations (13, 19 and their Interpretative notes), 

- Wolfsberg AML Principles (definition of unusual or suspicious activities, identification of unusual or 

suspicious activities, follow-up on unusual or suspicious activities), 
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- Art.6 of the Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering. 

 

g. Failing to report and tipping off 

- the obligation to introduce the prohibition on money laundering is imposed by art.2 of the Directive 

of the Council of European Communities of 10 June 1991 on prevention of the use of the financial 

system for the purpose of money laundering (known as “the Directive 91/308/EEC), 

- which are the issues on which the financial institutions should pay  special attention in assessing 

the unusual transactions are presented and defined by FATF 40 Recommendations (8,11,21 and 

Interpretative notes to Recommendations 10,11) and art.5 of the Directive of the Council of European 

Communities of 10 June 1991 on prevention of the use of the financial system for the purpose of 

money laundering (known as “the Directive 91/308/EEC), 

- the responsibility of any country to introduce in its internal legal system criminal, civil or 

administrative sanctions for money laundering or terrorist financing facts is imposed by the 

Recommendation FATF 17 and by art.14 of the Directive of the Council of European Communities of 

10 June 1991 on prevention of the use of the financial system for the purpose of money laundering  

 

h. Internal reporting 

The most important suggestions related to different possible ways that can be used within the 

identification and fights against money laundering facts are included in: 

- FATF 40 Recommendations (15 and the Interpretative note to Recommendation 15), 

- Art.4 of the acts of the Basel Committee on Banking Supervision related to the customers due 

diligence, 

- Wolfsberg AML Principles (points 5,6,7,8,11), 

- Art.11 of the Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering, 

- Art.6 of the EU Joint Action on money laundering, tracing, freezing, seizing and confiscation of 

instrumentalities and the proceeds from crime. 

 

i. Supervision  

Obligation to supervise and which national authorities bear that obligation are included in: 

- FATF 40 Recommendation (23 and its Interpretative note, Recommendation 24 and 25 and its In-

terpretative note, 29), 

- Provisions of points IV and V, of the Basel Committee on Banking Supervision related to the 

customers due diligence, 

- Art.7 of the 2000 United Nations Convention against Transnational Organized Crime, 

- Art.14 of the 2003 United Nations Convention against Corruption, 

- Art.10 of the Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering 
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j. Provisional measures and confiscation 

Which are the measures that the countries can use in order to confiscate property, instrumentalities and 

proceeds or the value that correspond to such proceeds are presented by:    

- FATF 40 Recommendations (Recommendation 3), 

- Art.5 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and psychotropic 

substances,  

- Art. 2, 4, 5, of the 1990 Council of Europe Convention on laundering, search, seizure and 

confiscation of the proceeds from crime, 

- Art. 12 of 2000 United Nations Convention against Transnational Organized Crime, 

- Art. 31 of the 2003 United Nations Convention against Corruption 

- Art. 7 of the Directive 2001/97/EC of the European Parliament and of the Council of the European 

Union of December2,2001 amending Council of European Communities Directive 91/208/EEC on 

prevention of the use of the financial system for the purpose of money laundering, 

- Art. 3 of the Council of the European Union Framework Decision on money laundering, the 

identification, tracing, freezing, seizing and confiscation of instrumentalities and the proceeds of crime. 

 

k. Bearer shares, trusts and corporate liability 

Different possible forms that can be suspected of money laundering acts (such as: beneficial 

ownership and control of a legal person, the issue of a bearer shares, and so on) are presented by: 

- FATF 40 Recommendations (2,33,34), 

- Art.10 of the 2000 United Nations Convention against Transnational Organized Crime, 

- Art.26 of the 2003 United Nations Convention against Corruption 

- Points 2.2.1 and 2.2.2 of the acts of the Basel Committee on Banking Supervision – Customer due 

diligence 

 

l. Shell Companies  

- What a “shell company is and why it is recommended to verify their existence  it is mentioned by 

the FATF 40 Recommendations – the 18
th
. 

 

m. National co-operation 

Which are the national authorities that have to cooperate in order to prevent and to pursuit the facts 

suspected as being money laundering or financing of terrorism are mentioned by: 

 - ATF 40 Recommendations (28, 30, 31 and 32), 

- art. 7 of the 2000 United Nations Convention against Transnational Organized Crime, 

- art.14, 37, 38, 39, 40 and 41 of the 2003 United Nations Convention against Corruption 

 

n. International co-operation 

The necessity to cooperate at international level is underlined by the followings international 

conventions: 

        - Mutual legal assistance – law enforcement co-operation 

 FATF 40 Recommendations(36, 37, 40 and its interpretative note), 

 Art. 7 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and psychotropic 

substances, 
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 7, 18, 27 of the 2000 United Nations Convention against Transnational Organized Crime, 

 art.14, 46-48 of the 2003 United Nations Convention against Corruption,  

 art. 3-7 of the 2000 Convention on Mutual Assistance in Criminal Matters between the member 

states of the European Union, 

 art. 4 of the Council of the European Union Framework Decision on money laundering, the 

identification, tracing, freezing, seizing and confiscation of instrumentalities and the proceeds of crime, 

 art. 1-9 of the Protocol to the 2000 Convention on Mutual Assistance in Criminal Matters between 

the member states of the European Union. 

 

- Asset Recovery - cooperation 

   FATF 40 Recommendations38 and its interpretative note), 

  art.55 of the 1988 United Nations Convention against illicit traffic drugs  and psychotropic 

substances, 

 Art.7-22 of the 1990 Council of Europe Convention on laundering, search, seizure and confiscation 

of the proceeds from crime,  

 Art.13, 14 of the 2000 United Nations Convention against Transnational Organized Crime, 

 Art.51-57, 59 of the 2003 United Nations Convention against Corruption. 

 

- Jurisdiction and Extradition 

 FATF 40 Recommendations (39), 

 Art. 4, 6 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and 

psychotropic substances, 

 Art. 11,15-17 of the 2000 United Nations Convention against Transnational Organized Crime, 

 Art. 42, 44, 45 of the 2003 United Nations Convention against Corruption,  

 Art.1-2 of the Council of the European Union Framework Decision on the European arrest warrant 

and the surrender procedures between member states. 

 

- Ratification and Implementation 

 FATF 400 Recommendations (35), 

 1998 United Nations Political Declaration and Action Plan against Money Laundering, 

 2001 Conference of the G8 Ministers of Justice and Interior – Declaration, 

 art.1 of the Council of the European Union Framework Decision on money laundering, the 

identification, tracing, freezing, seizing and confiscation of instrumentalities and the proceeds of crime, 

 the final Declaration of the 2001 Joint ECOFIN/JHA meeting. 

 

o. Financial Intelligence Units (FIU) 

The meaning of the term and special rules regarding these units are regulated by: 

- FATF 40 Recommendations (26 and its Interpretative note), 

- Egmont – Statement of Purpose, 

- Art.58 of the 2003 United Nations Convention against Corruption, 

- Art.1-10 of the Council of the European Union Decision concerning arrangements for cooperation 

between financial intelligence units of the member states in respect of exchanging information, 

- 2001 Joint ECOFIN/JHA meeting 
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p. Other issues 

- Controlled Delivery 

 FATF 40 Recommendations (27 and its Interpretative note), 

 Art.1, 11 of the 1988 United Nations Convention against illicit traffic in narcotic drugs and 

psychotropic substances, 

 Art.2, 20 of the 2000 United Nations Convention against Transnational Organized Crime, 

 Art.2, 50 of the 2003 United Nations Convention against Corruption, 

 Art.12 of the 2000 Convention on Mutual Assistance in Criminal Matters between the member 

states of the European Union. 

- Cross-Border Transportation of Cash 

 FATF 40 Recommendations (19 and its Interpretative note), 

 Art.7 of the 2000 United Nations Convention against Transnational Crime, 

 Art.14 of the 2003 United Nations Convention against Corruption. 

 

- Immunity Clause 

 FATF 40 Recommendations (4, 14), 

 Art.9 of the Directive 2001/97/EC of the European Parliament and of the Council of the European 

Union of December2,2001 amending Council of European Communities Directive 91/308/EEC on 

prevention of the use of the financial system for the purpose of money laundering. 

 

- New Techniques 

 FATF 40 Recommendations (20), 

 Art.4 of the 1990 Council of Europe Convention on laundering, search, seizure and confiscation of 

the proceeds from crime, 

 Art.14, 49 of the 2003 United Nations Convention against Corruption,  

 Art.14 of the 2000 Convention on Mutual Assistance in Criminal Matters between the member 

states of the European Union. 

 

q. Terrorist Financing 

 

- FATF 8 Special Recommendations on Terrorist Financing (points I-VIII), 

- Art.1, 2, 4-6, 8 of the 1999 United Nations International Convention for the Suppression of the 

Financing of Terrorism, 

- United Nations Resolution 1373 

- Points 4-7 of the Wolfsberg Statement on the suppression of the financing of terrorism, 

- ECOFIN meeting on 16 October 2001 

- Council of the European Union Framework Decision on combating terrorism 
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2.4.2. Glossary 

“Beneficial owner”, according to the 5
th
 Recommendation refers to the natural person(s) who 

ultimately owns or controls a customer and/or the person on whose behalf a transaction is being 

conducted. It also incorporates those persons who exercise ultimate effective control over a legal 

person or arrangement. 

“Competent authorities” means, according to the Directive 2001/97/EC, the national authorities 

empowered by law or regulation to supervise the activity of any of the institutions or persons subject to 

this Directive. 

“Confiscation”, which includes forfeiture where applicable, means, according to the 1988 United 

Nations Convention, the permanent deprivation of property by order of a court or other competent 

authority.  

“Confiscation” means, according to the 1990 Council of Europe Convention, a penalty or a measure, 

ordered by as court following proceedings in relation to a criminal offence or criminal offences resulting 

in the final deprivation or property. 

“Controlled Delivery” means, according to 1988 United Nations Convention, the technique of 

allowing illicit or suspect consignments of narcotic drugs, psychotropic substances, substances in 

Table I and Table II annexed to this Convention, or substances substituted for them, to pass out of, 

through or into the territory of one or more countries, with the knowledge and under the supervision of 

their competent authorities, with a view to identifying persons involved in the commission of offences.  

“Controlled Delivery” means, according to the 2000 United Nations Convention against Transnational 

Organized Crime and 2003 United Nations Convention against Corruption, the technique of allowing 

illicit or suspect consignments to pass out of, through or into the territory of one or more States, with 

the knowledge and under the supervision of their competent authorities, with a view to the 

investigation of an offence, and the identification of persons involved in the commission of the offence.  

“Core principles” refers, according to the Interpretative note of the 23
rd

 Recommendation, to the Core 

Principles for Effective Banking Supervision issued by the Basel Committee on Banking Supervision, 

the Objectives and Principles for Securities Regulation issued by the International Organization of 

Security Commissions, and the Insurance Supervisory Principles issued by the International 

Association of Insurance Supervisors. 

“Credit institution” (according to the Directive 2001/97/EC of the European Parliament and of the 

Council of European Union of December2,2001 amending Council of European Communitiea 

Directive 91/308/EEC on prevention of the use of the financial system for the purpose of money 

laundering) means:  

- a credit institution, as defined in Article 1 (1) first subparagraph of Directive 2000/12/EC and 

includes branches within the meaning of Article 1(3) of that Directive and located in the Community, or 

Credit Institutions having their head offices inside or outside the Community; 

- Directive 2000/12/EC is hereby amended as follows: Article 1, point 1, first subparagraph shall be 

replaced by the following text: 

- An undertaking whose business is to receive deposits or other repayable funds form the public and 

to grant credits for its own account; or 
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- An electronic money institution with the meaning of Directive 2000/46/EC of the European 

Parliament and of the Council of 18 September 2000 on the taking up, pursuit and prudential of the 

business of electronic money institutions (7).” 

“Criminal activity” means, according to the Directive 2001/97/EC, any kind of criminal involvement in 

the commission of a serious crime. 

Serious crimes are, at least: 

- any of the offenses defined by Article 3(1)(a) of the Vienna Convention; 

- the activities of criminal organizations as defined in Article 1 of Joint Action 98/733/JHA; 

- fraud, at least serious, as defined in Article 1(1) and Article 2 of the convention on the protection of 

the European Communities‟ financial interests; 

- corruption; 

an offence which may generate substantial proceeds and which is punishable by a severe sentence of 

imprisonment in accordance with the penal law of the member state. 

“Designated categories of offences” means, according to the 2
nd

 Recommendation: 

- participation in an organized criminal group and racketeering 

- terrorism, including terrorist financing 

- trafficking in human beings and migrant smuggling 

- sexual exploitation, including sexual exploitation of children; 

- illicit trafficking in narcotic drugs and psychotropic substances 

- illicit arms trafficking 

- illicit trafficking in stolen and other goods 

- corruption and bribery 

- fraud 

- counterfeiting currency 

- counterfeiting and piracy of products 

- environmental crime 

- murder, grievous bodily injury; 

- kidnapping, illegal restraint and hostage-taking 

- robbery or theft 

- smuggling 

- extortion 

- forgery 

- piracy 

- insider trading and market manipulation 

When deciding on the range of offences to be covered as predicate offences under each of the 

categories listed above, each country may decide, in accordance with its domestic law, how it will 

define those offences and the nature of any particular elements of those offences that make serious 

offences. 

“Designated non-financial businesses and professions” (according to 12
th
 Recommendation)  

means: 

a) Casinos (which also includes Internet casinos). 

b) Real estate agents. 

c) Dealers in precious metals. 
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d) Dealers in precious stones. 

e) Lawyers, notaries, other independent legal professionals and accountants – this refers to sole 

practitioners, partners or employed professionals within professional firms., It is not meant to refer to 

”internal” professionals who are employees of other types of businesses, not to professionals working 

for government agencies, who may already be subject to measures that would combat money 

laundering. 

f) Trust and Company Service Providers refers to all persons or businesses that are not covered 

elsewhere under there Recommendations, and which as a business, provide any of the following 

services to third parties: 

g) Acting as a formation agent of legal persons; 

h) Acting as (or arranging for another person to act as) a director or secretary of a company, a partner of 

a partnership, or similar position in relation to other legal persons; 

i) Providing a registered office; business address or accommodation, correspondence or 

administrative address for a company, a partnership or any other legal person or arrangement; 

j) Acting as (or arranging for another person to act as) a trustee of an express trust; 

k) Acting as (or arranging for another person to act as) a nominee shareholder for another person. 

“Designated threshold” refers to the amount set out in the Interpretative Notes of the 

Recommendation 12.  

“Electronic money” means, according to the Directive 2000/46/EC, monetary value as represented by 

a claim on the issuer, which is: 

i) stored on an electronic device; 

ii) issued on receipt of funds of an amount not less in value than the monetary value issued; 

iii) accepted as means of payment by undertaking other than the issuer. 

“Electronic money institution” means, according to the Directive 2000/46/EC, an undertaking or any 

other legal person, other than a credit institution as defined in Article 1,point1, first subparagraph (a) of 

Directive 2000/12/EC which issues means of payment in the form of electronic money. 

“European arrest warrant” is, according the Council of the European Union Framework Decision on 

the European arrest warrant, a judicial decision issued by a member state with the view to arrest and 

surrender by another member state of a requested person, for the purpose of conducting a criminal 

prosecution or executing a custodial sentence or detention order.  

“Financial Institutions” (according to Recommendations 5-16, 21-22) means any person or entity 

who conducts as a business one or more of the following activities or operations for or on behalf of a 

customer: 

1. Acceptance of deposits and other repayable funds from the public. (This also captures private 

banking) 

2. Lending. (This includes inter alia: consumer credit; mortgage credit; factoring; with or without 

recourse; and finance of commercial transactions (including forfeiting). 

3. Financial leasing. (This does not extend to financial leasing arrangements in relation to consumer 

products) 

4. The transfer of money or value. (This applies to financial activity in both the formal or informal 

sector e.g. alternative remittance activities. See Interpretative Note to Special Recommendation VI. It 

does not apply to any natural or legal person that provides financial institutions solely with message or 
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other support systems for transmitting funds. See the Interpretative Note to Special Recommendation 

VII.) 

5. Issuing and managing means of payment (e.g. credit and debit cards, checks, traveler checks, 

money orders and bankers drafts, electronic money). 

6. Financial guarantees and commitments. 

7. Trading in; 

- Money market instruments (checks, bills, CDs, derivatives etc.) 

- Foreign exchange 

- Exchange, interest rate and index instruments; 

- Transferable securities; 

- Commodity futures trading. 

8. Participation in securities issues and the provision of financial services related to such issues. 

9. Individual and collective portfolio management. 

10. Safekeeping and administration of cash or liquid securities on behalf of other persons. 

11. Otherwise investing, administering or managing funds or money on behalf of other persons. 

12. Underwriting and placement of life insurance and other investment related insurance. (This applies 

both to insurance undertakings and to insurance intermediaries (agents and brokers).) 

13. Money and currency changing. 

“Financial Institution” (according to the Directive 2001/97/EC of the European Parliament and of the 

Council of European Union of December2,2001 amending Council of European Communities Directive 

91/308/EEC on prevention of the use of the financial system for the purpose of money laundering) 

means: 

1. an undertaking other than a credit institution whose principal activity is to carry out one or more of the 

operations included in numbers 2 to 122 and number 14 of the list set out in Annex 1 to Directive 

2000/12/EC; these include the activities of currency exchange offices („bureaux de change”) and of 

money transmission/remittance offices; 

2. an insurance company duly authorized in accordance with Directive 79/267/EEC, insofar as it carries 

out activities covered by that Directive; 

3. an investment firm as defined in Article 1(2) of Directive 93/22/EEC; 

4. a collective investment undertaking marketing its units or shares. 

This definition of financial institution includes branches located in the Community of financial 

institutions, whose head offices are inside or outside the Community. 

“Financial Intelligence Unit” means a central, national agency responsible for receiving (and, as 

permitted, requesting), analyzing and disseminating to the competent authorities, disclosures of 

financial information concerning suspected proceeds of crime, or required by national legislation or 

regulation, in order to counter money laundry.  

“Freezing” or “seizure” means, according to the 1988 United Nations Convention, temporarily 

prohibiting the transfer, conversion, disposition or movement of property or temporarily assuming 

custody or control of property on the basis of an order issued by a court or a competent authority. 

“Instrumentalities” means, according to the 1990 Council of Europe Convention, any property used 

or intended to be used, in any manner, wholly or in part, to commit a criminal offence or criminal 

offences. 
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“Legal arrangements” refers, according to Recommendation 34, to express trusts or other similar 

legal arrangements.  

“Legal person” means, according to the Recommendation 33: corporate bodies, foundations, 

partnership, or associations, or any similar bodies that can establish a permanent customer 

relationship with financial institution or otherwise own property.  

“Money laundering” means, according to the Directive 2001/97/EC of the European Parliament and 

of the Council of European Union of December2,2001 amending Council of European Communities 

Directive 91/308/EEC on prevention of the use of the financial system for the purpose of money 

laundering, the following conduct when committed intentionally: 

- the conversion or transfer or property, knowing that such property is derived from criminal activity or 

from an act of participation in such activity, for the purpose or concealing or disguising the illicit origin of the 

property or of assisting any person who is involved in the commission of such activity to evade the legal 

consequences of his actions; 

- the concealment or disguise of the true nature, source, location, disposition, movement, rights with 

respect to, or ownership of property, knowing that such property is derived from criminal activity or 

from an act or a participation in such activity; 

- the acquisition, possession or use of property, knowing, at the time of receipt, that such property 

was derived from criminal activity or from an act of participation in such activity; 

- participation in, association to commit, attempts to commit and aiding, abetting, facilitating and 

counseling the commission of any of the actions mentioned in the foregoing indents. 

Knowledge, intent or purpose required as an element of the above-mentioned activities may be 

inferred from objective factual circumstances. 

Money laundering shall be regarded as such even where activities which generated the property to be 

laundered were carried out in the territory of another member state or in that of a third country.  

“Organized Criminal Group” means, according to the 2000 United Nations Convention, a structured 

group of three or more persons, existing for a period of time and acting in concert with the aim of 

committing one or more serious crimes or offences established in accordance with the 2000 UN 

Convention, in order to obtain, directly or indirectly, a financial or other material benefit. 

“Payable-through accounts” refers, according to the 7
th
 Recommendation, to correspondent 

accounts that are used directly by third parties to transact business on their own behalf. 

“Politically Exposed Persons” (PEPs) are, according to the Interpretative note of the 6
th
 

Recommendation, individuals who are or have been entrusted with prominent public functions in a 

foreign country, for example Heads of State or of government, senior politicians, senior government, 

judicial or military officials, senior executives of state owned corporations, important political party 

officials. Business relationships with family members or close associates of PEPs involve reputational 

risks similar to those with PEPs themselves. The definition is not intended to cover middle ranking or 

more junior individuals in the foregoing categories.  

“Predicate Offence” means, according to the 1990 Council of Europe Convention, any criminal 

offence as a result of which proceeds were generated that may become the subject of an offence as 

defined in Article 6 of the 1990 Council of Europe Convention. 

“Proceeds” means, according to the 1988 United Nations Convention, any property derived from or 

obtained, directly or indirectly, through the commission of an offence established in accordance with 

Article 3, paragraph 1 of the 1988 UN Convention. “Proceeds” also means any economic advantage 
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from criminal offences. It may consist of any property as defined in Article 1, subparagraph b of the 

1990 Council of Europe Convention. 

“Proceeds of Crime” means, according to the 2000 United Nations Convention, any property derived 

from or obtained, directly or indirectly, through the commission of an offence. 

“Property” means, according to the 1988 United Nations Convention, assets of every kind, whether 

corporeal or incorporeal, movable or immovable, tangible or intangible, and legal documents or 

instruments evidencing title to, or interest in, such assets.  

“Property” also includes, according to the 1990 Council of Europe Convention, property of any 

description, whether corporeal or incorporeal, movable or immovable, tangible or intangible, and legal 

documents or instruments evidencing title to, or interest in, such property. 

“Property” means, according to the Directive 2991/97/EC mentioned above, assets of every kind, whether 

corporeal or incorporeal, movable or immovable, tangible or intangible, and legal documents or instruments 

evidencing title to or interests in such assets. 

“Seizure” see “Freezing” 

“Serious Crime” means, according to the United Nations Convention, conduct constituting an offence 

punishable by a maximum deprivation of liberty of at least four years or a more serious penalty. 

“Shell Bank” means, according to 18
th
 Recommendation , a bank incorporated in a jurisdiction in 

which it has no physical presence and which is unaffiliated with a regulated financial group.  

“STR” refers, according to the Interpretative note of the 19
th
 Recommendation, to suspicious 

transaction reports. 

“Structured Group” means, according to the 2000 United Nations Convention, a group that is not 

randomly formed for the immediate commission of an offence and that does not need to have formally 

defined roles for its members, continuity of its membership or a developed structure. 

“Supervisors” refers, according to the Interpretative note of the 23
rd

 Recommendation, to the 

designated competent authorities responsible for ensuring compliance by financial institutions with 

requirements to combat money laundering and terrorist financing. 

 

Prof. Ph.D. Cornelia Lefter  
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CHAPTER III  

ROMANIAN INSTITUTIONAL SYSTEM FOR 
PREVENTING AND FIGHTING MONEY LAUNDERING AND TERRORISM 

FINANCING 
 

3.1 Institutions involved and their role 

 

In order to implement the relevant laws, the Romanian law giver created, in accordance with art. 19 of 

Law no. 656/2002 regarding the prevention and punishment of money laundering, a specialized 

institution – the National Office for Money Laundering Prevention and Control, a specialized body with 

legal status, subordinated to the Government. 

The object of activity of this body is accomplished in two ways, set forth by law, namely by: 

o  receiving, analyzing and processing information and data related to money laundering activities 

of which it is informed by the natural and legal entities set forth under art. 8 of Law no. 656/2002, as 

subsequently amended and supplemented by Law no. 230/2005 (reporting institutions or other 

institutions who inform the Office); 

o  analyzing and processing information, and serious clues pointing towards money laundering or 

terrorism financing activities are found, it forthwith informs the Prosecutor‟s Office within the High 

Court of Cassation and Justice and/or the National Anti-Corruption Prosecutor‟s Office. If terrorism 

financing activities are discovered, the Office forthwith informs the Romanian Intelligence Service 

about the suspicious terrorism financing operations (art. 6 paragraph 1). 

As a conclusion, the National Office for Money Laundering Prevention and Control, the Prosecutor‟s 

Office within the High Court of Cassation and Justice (POHCCJ), National Anti-Corruption 

Prosecutor‟s Office and specialized police bodies (who are sent to investigate and analyze cases 

related to money laundering operations by POHCCJ) have important attributions in this field. 

The institutional system for preventing and fighting money laundering and terrorism financing enlarged 

by the enforcement of Law no. 230/2005, is made up of: 

a) the ENFORCEMENT AUTHORITY: the National Office for Money Laundering Prevention and 

Control; 

b) REPORTING AUTHORITIES: banks and branches of foreign banks, financial and credit 

institutions, insurance and re-insurance companies, economic agents who perform activities related to 

gambling, mortgage, sale-purchase of art objects, precious metals and stones, dealers, tourism, 

services and any other similar activities which imply circulation of values, natural or legal entities who 

provide specialized legal, notary, accounting, financial and banking assistance services, individuals 

with attributions in the privatization process, postal offices and legal entities who provide money, 

national or foreign currency transfers, real estate agents, state treasury, exchange offices, and any 

other natural or legal entities, for documents and deeds which tend to avoid the financial and banking 

system. 

b) AUTHORITIES WITH ATTRIBUTIONS TO ELABORATE AND/OR TO ENFORCE THE 

RELEVANT LAWS OF THE FIELD: the Ministry of Justice, the Ministry of Public Finance, the Ministry 

of Administration and Interior, the Prosecutor‟s Office within the High Court of Cassation and Justice, 
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the National Anti-Corruption Prosecutor‟s Office, the National Bank of Romania, the Romanian Audit 

Office, the Romanian Intelligence Service, the Romanian Foreign Intelligence Service, the National 

Agency for Fiscal Administration, the National Customs Authority, the Financial Police. 

c) INSTITUTIONS WITH CONTROL AND PRUDENTIALLY MONITOR ATRIBUTIONS:  the 

National Bank of Romania, the Ministry of Public Finance, the Romanian Audit Office, the Insurance 

Supervisory Commission, the National Securities Commission; 

d) PROFESSIONAL ASSOCIATIONS OF VARIOUS REPORTING AUTHORITIES: The National 

Union of Notaries Public from Romania, the Romanian Bar Association, Body Superior Council of the 

Expert Accountant and the Professional Accountants of Romania, the Romanian Gaming Association 

of Organizers and Producers, National Union of Real Estate Agencies, the Romanian Banking Asso-

ciation, the National Association Of Securities Dealers. 

Understanding the important role of the National Office for Money Laundering Prevention and Control 

has in collecting, processing, using and sending financial information, institution management focused 

on the importance of inter-institutional cooperation, which resulted in the conclusion of 25 cooperation 

agreements with Romanian institutions involved in preventing and fighting money laundering from 

1999 until now. 

The updated situation of the 25 cooperation agreements is listed in chronological order, as follows: 

1. the National Printing House; 

2. the National Customs Authority; 

3. the National Securities Commission; 

4. the National Anti-Corruption Prosecutor‟s Office; 

5. the Insurance Supervisory Commission; 

6. the Ministry of Administration and Interior – General Border Police Inspectorate; 

7. The National Authority for Aliens; 

8. the Ministry of the Administration and Interior – The Romanian General Police Department; 

9. The Authority for State Assets Recovery; 

10. The Financial Police; 

11. the Ministry of the Administration and Interior – General Information and Internal Protection 

Department; 

12. The National Union of Notaries Public in Romania; 

13. The National Control Authority; 

14. The National Association of Real Estate Agencies in Romania; 

15. Body Superior Council of the Expert Accountant and the Professional Accountants of 

Romania; 

16. External Information Service; 

17.    the Ministry of National Defense – The General Defense Information Department; 

18. the Ministry of the Administration and Interior; 

19.    the Ministry of Justice – The General Protection and Anticorruption Department; 

20. the Romanian Gaming Association of Organizers and Producers; 

21. The Romanian Banking Association; 

22. the Romanian Intelligence Service; 

23. the Romanian Post; 

     24-25. the Ministry of Public Finance and National Tax Administration Agency. 
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We mention the fact that the Office has started the negotiations for the signature of cooperation 

protocols with the National Bank of Romania and with the Romanian Bar Association. 

 

3.2 Recovery Procedures of data and information from the activity of the National Office for 

Prevention and Combat of Money Laundering 

In exercising the attributions conferred by Law no. 656/2002 and Law no. 230/2005, the National 

Office for Prevention and Combat of Money Laundering receives financial information and other types 

of information which are managed and protected within an IT system compatible with the IT systems of 

intelligence units belonging to EU and to EGMONT Group (Professional Association consisting in FIU 

worldwide aimed at the promotion of the cooperation and exchange of financial information, under 

extreme safety conditions). 

Under art. 8 of Law no. 656/2002 the National Office for Prevention and Combat of Money Laundering 

mainly receives three categories of information: 

o reports concerning operations in cash exceeding the equivalent in RON of Euro 10,000; 

o reports concerning external transfers to and from accounts for amounts not less than the 

equivalent in RON of Euro 10,000; 

o reports concerning suspicious transactions. 

At the same time, in accordance with the provisions of art 17 of the same law, financial supervisory 

authorities and prudential supervisory authorities send reports concerning suspicious operations. 

In principle, the data and information received by the NOPCML are analyzed and processed by 

searching their own databases or of other institutions the Office has access to on-line or by written 

requests, granted by the relevant institutions, all documents being categorized as secret, professionally 

secret or top secret, as the case may be. 

Processing and analyzing information aims at substantiating clues concerning the information initially 

received from reporters (or resulting from their own analysis) related to money laundering transactions. 

Other important types of information are found in the mass-media (including the Internet) and FIUs in 

the countries member of the Egmont group, through the FIU.NET computer system, Romania being, 

from 2004, the only country outside the U.E which is connected to this system. 

The beneficiaries of analyses performed by the NOPCML are POHCCJ and/or NACPO (for corruption 

cases) who are filed reports describing substantial clues related to money laundering activities. 

The information recovery procedures received by the National Office for Prevention and combat of 

Money Laundering are described in the following outline: 



 29 

3.3 Information Flow Structure. Reporting Authorities 

 

The authorities mentioned under art. 8 of Law no. 656/2002 regarding the prevention and punishment 

of money laundering, as subsequently amended and supplemented by Law no. 230/2005, are bound 

to send three types of reports, to identify their customers and to set forth rigorous customer 

recognitions procedures in accordance with Regulation no. 3/February 26, 2002, concerning customer 

identity standards. 

From the point of view of the sources of information used, the increased number of online connections 

allowing Office access to databases of competent Romanian institutions is more and more apparent. 

Thus, as an element of novelty, online connections were established to databases of the Ministry of 

Administration and the Interior (databases of the National Authority for Aliens, the General Romanian 

Police Inspectorate, the General Border Police Inspectorate, the Interpol Office and the National 

Center for Population Records), of the National Customs Authority, the Ministry of Public Finance, the 

National Agency for Fiscal Administration, the Compania Nationala Imprimeria Nationala and the  

National Union of Public Notaries from Romania, on the basis of the above mentioned collaboration 

agreements. 

The use of information obtained from the above mentioned institutions, authorities and structures 

allowed the identification of the following categories of offences which can generate “dirty money”. 
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CHAPTER IV 

INVESTIGATION METHODS AND TECHNIQUES  
– INTERNATIONAL PERSPECTIVE – 

 

 

 

4.1 The European perspective 

 Introduction 

The basics of any investigation is primarily dependent on knowledge of the relevant 

law, because without that knowledge it is not possible to be focussed on what evidence 

to gather and how to make best use of that evidence once it is obtained. The collection 

of evidence itself is governed by legislation so if the investigator is non-compliant with 

that legislation then the Judge would rightly rule it inadmissible into evidence in a court 

of law. Evidence in money laundering cases often crosses international boundaries 

requiring compliance with international law, and failure to abide by these laws could 

well result in the evidence not being made available to the investigation agency. 

Therefore the investigator must be part lawyer and part detective. 

The 40 FATF recommendations on crime in 1996, followed by the subsequent 8 re-

commendations on the financing of terrorism, set the worldwide standards for 

combating money laundering. These criteria have been adopted within the EU with 

the issue of three directives which seek to harmonise the European legislation. The-

refore national legislation has been introduced throughout the EU to reflect these 

directives, thus ensuring compatible legislation to facilitate the investigator‟s quest to 

pursue the launderer and to recove, and where possible, to repatriate the „dirty 

money‟ to the country of origin thus leaving the perpetrator the poorer and less able 

to re-invest in criminal or terrorist ventures.  

In today‟s multi-facetted law enforcement environment it is necessary to draw on the 

knowledge of international experts like Forensic Accountants, who can bring to the 

table experience from throughout the world, especially with regards to the financial 

manipulations and ingenuity of the proficient money launderer. A forensic accountant, 

is a qualified accountant, with specialised knowledge and experience on the methods 

used by the launderer in disguising the persona of his/her ill-gotten gains. 

Because money laundering has become a specific offence the task of bringing 

offenders to justice becomes an easier option than trying to identifying the source of 

the funds together with the related crime/s.  

Asset Recovery Agency  

An innovative approach within the United Kingdom has been introduced with the Pro-

ceeds of Crimes Act 2002 which established the Assets Recovery Agency (ARA). 
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This gave sweeping new powers of recovery through the civil court to sue the 

offender for the recovery of the „proceeds of crime‟, without the need to specify from 

which crimes the assets emanated; as well as empowering the Director, in certain 

cases, to impose a taxation penalty on an individual who is suspected of living on the 

proceeds of crime. In some cases the defendant was acquitted of the offences 

charged but still forfeited all, or a portion of their assets. These new powers, so far 

are in the process of recovering assets in excess of €60 million (RON 200 million) in 

just two years. Some of these funds are given back to law enforcement agencies, 

and in one case 86 new financial investigators were trained thus further enhancing 

the effectiveness of the legislation.   

The ARA is also the designated „centre of excellence‟ charged with the responsibility 

of training and accrediting every financial investigator (FI) in the country. Every FI 

has to be accredited annually and the failure to pass the accreditation process 

means that they are no longer permitted to continue to act as such. One must 

appreciate that it is the evidence of such a trained individual on which the Magistrate 

or Judge, must rely when deciding on whether or not to make a confiscation order 

against convicted person. 

It must be appreciated that the offence of money laundering is dependant on a 

previous criminal offence, known as a predicate offence, and money laundering is the 

secret disposal of the profits of these crimes. The objective for the investigation of 

money laundering is, apart from prosecuting the offenders, to recover the proceeds 

of the predicate offence. The main areas of crimes which generate large profits are 

illegal narcotic trading, robbery and fraud. The modus operandi of the first two types 

of offences are simple but fraud is a wide and varied topic area, ranging from minor 

fraudulent expenses claims to major financial statement fraud by senior executives 

with major international corporations. In order to appreciate the variety of metho-

dologies of these crimes, brief descriptions of a sample of frauds have been included 

at 5.1. It will then be easier to appreciate how some of these crimes lend themselves 

to money laundering.  

Money Laundering Processes 

A financial investigator is a specialist type of crime investigator, because not only do 

they need to know the laws and rules of evidence but they must also have a good 

working knowledge of the world of commerce in order that they can „follow the 

money‟. The launderer is adept at using disparate avenues and schemes in which to 

hide or disguise his ill gotten gains. S/he is also usually well versed in various finan-

cial disciplines. If he does not know he may well be able to consult with an accoun-

tant or lawyer, who for the right fee, will undertake the advice or manipulations re-

quired to move the money into another environment. Therefore a brief resume of the 

various financial services are described below to assist in familiarising the reader 

with the variety of financial areas where money could well be hidden or passed 
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through whilst in the process of „washing‟ it clean. It is best to appreciate some 

legislative definitions as to what the term „money laundering‟ really means. 

Most legislation is either based on, or closely resembles the definition applied by the 

Council of Europe Convention on Laundering, which is: 

    the conversion or transfer of property, knowing that such property is pro-

ceeds, for the purpose of concealing or disguising the illicit origin of the pro-

perty or of assisting any person who is involved in the commission of the pre-

dicate offence to evade the legal consequences of his actions; 

  the concealment or disguise of the true nature, source, location, disposition, 

movement, rights with respect to, or ownership of, property, knowing that 

such property is proceeds; 

  the acquisition, possession or use of property, knowing, at the time of receipt, 

that such property was proceeds; 

  participation in, association or conspiracy to commit, attempts to commit and 

aiding, abetting, facilitating and counselling the commission of any of the of-

fences established in accordance with this article 

However, the direct or indirect handling of illegally gained money and objects by 

whatever means, including hiding, exporting and even spending has now been 

brought into the remit of the laws on money laundering in most developed countries. 

Because of these wider legal definitions applied by individual countries, there are 

countless ways in which money can be laundered. Firstly one must look at the mo-

ney laundering process before reviewing the financial institutions. 

This manual seeks to highlight the most prevalent of the money laundering methods 

that match this wide definition and will act as a brief guide to law enforcement 

officials and other persons regulated by money laundering legislation. 

Placement: Is the first stage, the criminal places the cash proceeds from his illegal 

activities into the banking system. Most drug trafficking and terrorist activities are 

conducted on a cash basis and, at some time in their operations, this cash has to be 

"placed over the counter". This is the stage that offers the best opportunity for the 

detection of money laundering activities. 

Layering: The criminal will then attempt to disguise the funds and distance them 

from the original point of entry into the financial system. Typically, this will involve a 

large volume of transactions; transfers between accounts in different jurisdictions 

and the use of a range of instruments and currencies. Each of these serves to com-

plicate the audit trail, effectively "laundering" the dirty funds and providing a bona fide 

status to the funds. As the layering stage progresses, detection of money laundering 

activities becomes more difficult. 

Integration: The laundered funds are introduced into the mainstream economy by 

means of an asset purchase. This may take the form of liquid investments - equities, 

government and corporate debt or life assurance products or sometimes the pur-
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chase of a legitimate company or business with a sound and established track 

record. 

Justification: The crime money must be justified by way of an express or implied lie 

(this is actual money laundering in its narrowest sense). 

Embedding: The money is woven into normal society. 

Styles of criminal money laundering  

Corruptive influence: crime-money enters the veins and nerves of the „control 

rooms‟ of normal society. 

Crime- money enters the fabric of the establishment through participation in strategic po-

sitions which may influence decision making in trade and industry or the administration. 

Examples are scandals involving Russian banking (Rawlinson, 1996; Burlingame, 1997), 

Banco Ambrosiano (Cornwell, 1983) and BCCI (Adams and Franz, 1992),  

Criminal subsidy: Crime-money is used to establish uneconomic firms or to sustain 

loss making enterprises. There are two variations: 

   An existing legitimate but slightly loss-making enterprise is sustained by money 

derived from crime; 

   A new enterprise is legitimately established and maintained for other than ra-

tional commercial reasons, including prestige or to provide relatives or friends 

with a job. 

The sponsoring of sport clubs is also a frequently observed phenomenon. Boxing 

was often sustained by American mobsters. 

The once only crime-money ‘impulse’: diffusion by integration. Crime money is in-

vested in a legitimate firm once only, after which the enterprise is able to function on 

a commercially rational and legitimate basis. 

By its full integration into the world of normal business, crime money ceases to be a 

potential threat; hence the expression, „diffusion by integration‟. A historical example 

is the US case of the legitimised rum runner, Joe Kennedy, the father of John, who 

went on to be President of the United States of America. Also, the money returned to 

drug producing countries may be invested in the local economy and boost industry.  

Criminal reinvestment: The crime-money is reinvested in the offender‟s own crime-

enterprise for the continuation or expansion of the crime business. 

Rainy day provisions: However hectic and hedonistic a criminal‟s life may be, some 

may also consider that they will have to retire one day. This may be prepared for by 

means of normal savings in bank accounts, hoarding or investment, such activities 

constituting a sort of criminal pension scheme. 

Life style expenses: The daily expenses associated with running a household and 

maintaining a certain lifestyle. This hardly needs explanation. 

On the face of it, the order of this typology may reflect a decreasing scale of serious-

ness, though this depends on one‟s value judgements. For example, the third level 

represents the perfect laundering operation, one that amounts to a „diffusion‟ of the 
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threat and a „gentrification‟ of the crime-money: after full integration there is only the 

murky history left. Such a „happy ending‟ may nevertheless be considered a moral 

„evil‟, because it amounts to „absolution without penance‟. 

With corruptive influence, such integration is not achieved, while the threat may be of 

a deeply rooted and disguised nature. The criminal connection remains in the 

background and even when well hidden, criminal aims are still pursued by the 

manipulation of the „respected‟ members of society.  

Maintaining loss-making businesses can hardly qualify as a type of social and eco-

nomic integration. It requires continuing dependence on crime-money and an on-

going laundering process, while it disturbs fair competition and market relationships.  

Historically, successful investigations of money laundering have been rather thin on 

the ground in whatever country one looks. However, since September 11, 2001, 

more emphasis has been placed on this crime and success rates have increased.  

Financial Action Task Force – selected cases 

In response to a request from the Banking Federation of the European Union, the 

FATF Secretariat prepared abridged versions of selected money laundering case 

histories. 

These case histories set out selected money laundering schemes or suspected 

schemes detected by FATF members. The schemes have been chosen on the basis 

that they illustrate interesting techniques and trends in money laundering. They con-

firm the diversity of techniques and mechanisms used by criminals.  

(I.) The Banking sector 

A. Large cash deposits by individuals and companies 

Case 1: The sum of 766 000 US dollars is deposited at Bank X in St. Petersburg 

from where it is transferred to Bank Y in a Scandinavian country. The account holder 

is a national trading company of this country. From Bank Y the money is then 

transferred to an account held by a person with a Russian passport in Bank Z, in the 

same Scandinavian country. From the latter bank account, the money goes to a 

foreign exchange service where it is collected in cash and in the currency of the 

Scandinavian country by the account holder of Bank Z. 

Case 2: In country X, suspicions were reported by two separate banking establish-

ments. Investigation of the first report uncovered nothing suspicious or conclusive. 

The information was stored. The second report filed a year later by an establishment 

have no knowledge of the first report, have exactly the same information: the same 

type of transaction, the same pattern, the same outward transfer by citizens of the 

same country. 

The scheme involved several citizens of a Middle Eastern country who attracted the 

banks' attention because of substantial foreign exchange transactions between two 

European countries, followed by short-term placements and subsequent transfers to 

North America of amounts totalling the equivalent of approximately USD 1 million. 
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The investigation revealed that one of the people involved had financial connections 

with an individual under indictment in one country for drug trafficking and money 

laundering. Furthermore, a check on a funds courier by customs agents in this 

country established a connection between physical movements of cash and one of 

the transferees in North America.  

B. Structuring of transactions 

Structuring when there is a large cash transaction reporting requirement: In this 

case. the principals were residents of a European country and were involved in nar-

cotics trafficking in Europe. The equivalent of USD750,000 was laundered through an 

Asiatic country X to Europe. The method of operation was fairly elementary. It involved 

cash generated from drug sales in Europe being physically carried to Asia. The 

couriers then telegraphically transferred those funds out of Asia to bank accounts 

operated by the syndicate in four European countries. Nationals of country X, 

members of the syndicate were also involved in the telegraphic transfer of funds to the 

syndicate accounts in Europe and used false identifications. In banks of country X, the 

suspects deposited cash in sums below the amount for which cash transactions mush 

be reported, using false names and addresses, and then remitted the funds off shore.  

Structuring when there is no large cash transaction reporting requirement: In a 

European country which required reporting of suspicious transactions, one person 

opened seven different building society accounts, each with approximately the equi-

valent of roughly USD970, building up gradually to the equivalent of USD7,750, thus 

attracting no suspicions. Subsequently all the funds were withdrawn on one day and 

used to purchase a property, for the illegal manufacture of drugs. This phenomenon 

is commonly known as 'smurfing'.  

C. Corruption of banks and their staff 

Case 1: In southern Europe, in a complex web of transactions, two criminal organi-

sations working in concert, resorting to force and intimidation, succeeded in pur-

chasing commercial activities, financial companies and real estate. Several members 

of the organisations were active in procuring cheques and other credit instruments 

derived from fraud. Using these credit instruments, they opened bank current ac-

counts and succeeded in obtaining, with the complicity of certain bank officials, fi-

nancing for the purchase of securities. 

A major role was played in these illegal activities by a corporate financial company in 

respect of the connection between the criminal organisations and bank officials. This 

company provided the organisations with cheques for huge amounts of money which 

often proved worthless. 

In addition, the financial company arranged for the sale of two associated companies 

in favour of the crime organisations, in exchange for bills which they had no intention 

of paying. In this way, the crime organisations, without paying any money out, suc-

ceeded in acquiring business concerns whose assets, largely overestimated in the 
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budget, were used as actual guarantees to obtain funds also, with the complicity or 

certain bank officials. 

Case 2: In February 1994, the ex-wife of a Columbian drug baron was arrested and 

USD150 million in drug money was confiscated from her accounts in a European 

bank. Those accounts had been opened in 1979 but had remained inactive since 

money laundering was criminalised in 1 August 1990. In addition, criminal charges 

were filed against a bank officer, who was suspected of having opened and mana-

ged the accounts while knowing that these funds were illicit.  

D. Use of representative offices of foreign banks 

A significant money laundering scheme involved Representative offices of foreign 

banks in a European country X. These banks were allowed to operate Rep-offices, 

but not to undertake any real banking activity but were able to make money transfers 

through correspondent banks. A regional police force discovered a case in which 

people of Mediterranean origin living in country X and suspected of dealing in drugs, 

transferred large amounts of money via the business accounts of a Rep-office of a 

bank from country Y. When the money had been transferred to country Y, it was then 

distributed to relations of the criminals.  

E. Use of 'house' or 'sub accounts' in banks by international money launderers 

An emerging trend in money laundering within the banking system is the use of 

'house' or 'sub accounts' in North American banks by international money laun-

derers. (These are accounts opened by corporate entities in legitimate financial in-

stitutions and used by several 'customers' of the corporate entity without the overt 

knowledge of the financial institution.) These accounts can be used to conduct full-

scale intentional banking services under the umbrella of the control account. The 

customers can usually use the sub accounts for all major banking services including 

writing cheques and wire transferring of funds around the world. The customers 

usually do their business at a local foreign bank which has a master account at a cor-

responding North American bank. The customers conducting the business are not 

known to the bank and can operate in anonymity and complete privacy, outside the 

scope of regulators and investigators.  

(II.) Non Bank Financial Institutions 

A. Money Changers  

Case 1: Placement case through a money changer 

An individual of South American origin changed USD200,000 worth of a European 

currency into another currency in a series of transactions. The investigation revealed 

that the customer had given two different addresses, which were those of two se-

parate individuals from the same country. One of these people was under inves-

tigation for drug trafficking and had dealings with the other one, who was also impli-

cated in cocaine smuggling. It transpired that the person who was subject to the re-

ported suspicions was the financial backer of the narcotics trafficking; but the police 
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officers investigating the case had been unaware of that financial aspect, since the 

backer had nothing whatsoever to do with the physical movement of the drugs.  

Case 2: Money laundering scheme using a combination of money changers and banks 

In May 1994, two executives of an international bank based in North America were 

prosecuted for money laundering conducted on behalf of a Mexican narcotic trafficking 

organisation, and bank fraud. These executives assisted the organisation in laundering 

USD30 million by setting up bank accounts, both at their bank and at two other North 

American banks, that enabled drug proceeds to be moved (by courier and telegraphic 

transfer) on behalf of a casa de cambio in Mexico. The source of the illegal proceeds 

laundered in this case was narcotics sales in North America.  

B. Insurance Sector 

Other trends noted recently include an increase in the number of single insurance 

premium bonds being purchased for as much as the equivalent of USD400,000 only 

to be prematurely cashed, incurring interest losses of USD15,500, simply to clean 

the money. Pension funds are also being used for the same purpose.  

C. Securities Sector 

Case 1: On the basis of a report by a supervisory body of the Stock Exchange, a 

complex series of investigations showed that in order to launder money from drug 

trafficking, an international business had been set up involving the purchase of 

several metric tons of gold ingots though a company located in Southern Europe and 

involved in financial brokerage. People working in various Eastern and Western 

countries were involved in these transactions. 

Case 2: Following the seizure of a huge amount of foreign currency on which there 

was no justification or documentation from banks or companies, subsequent inves-

tigations ascertained that this was a laundering operation involving money from 

criminal activities. The following transactions were involved: 

    Conversion into domestic currency of huge amounts of international bills of 

exchange, letters of credit and other securities, and the subsequent presen-

tation of these instruments for discount at foreign banks, with the acquiescent 

co-operation of bank officers and persons in the financial sector;  

    Securities brokerage transactions through a financial company, with interme-

diation by another foreign bank which had its headquarters in a country with the 

reputation of being a tax and banking haven. The financial company was 

controlled by the persons promoting these illegal activities in South Europe;  

    Exchange of foreign currency including Angolan kwanzes.  

(III.) Non Financial Business 

Proceeds from heroin trafficking and other illegal activity laundered through unli-

censed casino operations 

In addition to the use of wire transfers from North America to Asian countries, an 

investigation uncovered the use of an unlicensed casino as a front to wash illegal 
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proceeds. The casino offered patrons traditional gambling games such as poker. 

However, the majority of the revenues were generated by Asian games such as Pai-

Gow, a game that is not regulated. The authorities estimate that over USD 1 billion 

passes yearly though this one casino alone. Money is easily laundered either 

through players' gambling 'accounts' which can be opened with minimal, if any, iden-

tification and/or at the gambling tables where there is no accounting for winnings. It is 

not uncommon for a person with a gambling account to exchange, for example, small 

bills for casino chips and then later cash in the chips for bills in larger denominations.  

(IV.) Layering 

Case 1: Use of a shadow account abroad to disguise funds of dubious origin - A 

bank reported suspicions regarding a young woman's bank account, which was ope-

ned with a substantial cash deposit. The account, over which the young woman's 

husband had signature authority, initially recorded little movement - but was 

subsequently credited with several millions of a European currency. The funds came 

from another European country and were credited to the account on the husband's 

instructions. The investigation showed that the date of the transfer coincided with the 

husband's incarceration in connection with a case involving illicit funds.  

Case 2: Use of offshore companies and bank accounts in regulatory havens - Details 

of the beneficial owners of off-the-shelf companies, acquired in offshore countries, 

are normally denied to Law Enforcement officers without a Court Order. 

Such companies are used for example, for the purchase of property in Europe with 

funds of criminal origin. 

Similarly, bank accounts, and in particular fixed term deposit accounts yielding high 

interest payments which are carried forward on a monthly basis, can be opened off-

shore. Once the account is opened, funds are transferred electronically to anywhere 

in the world. 

Another trend is the acquisition of Gold Credit Cards linked to an offshore bank and no 

records exist, thereby concealing expenditure of criminal funds. For example, a Gold 

Card was used to purchase a round-the-world holiday, paid for with criminal money.  

(V.) Integration 

Case 1: A corporate account was credited with several millions of a European cur-

rency originating in Europe - and then passed through the personal account of one of 

the company officers; this personal account was open for only a few months. The 

company had been set up to carry out a large property development project in the 

provinces of a different European country. 

The investigation, which was carried out in co-operation with a number of other 

countries, disclosed that the chairman of the company had dealings with traffickers in 

a South American cartel and that the holder of the personal account was the trea-

surer of a branch of the Mafia. This is a typical example of the recycling of illicit funds 

in the realm of real estate and tourism. While the funds appeared to be legitimate, 



 40 

originating from companies based abroad, they in fact stemmed from organised 

crime. 

Case 2: Investigations into various bank accounts and property led to the identification of 

assets totalling approximately USD 56 million in shares, various securities and real 

estate. The size of the assets was out of proportion to the income of the parties involved. 

Further investigations showed that numerous real estate companies, managed by front 

men, had been set up for the purpose of money laundering; the objective of these 

companies was to purchase buildings and land in a region of South Europe. 

The transactions were financed by mortgage loans issued by banks and guaranteed 

by the financial resources deriving from hundreds of bearer savings account certi-

ficates or from bank current accounts. The latter were also used to handle large 

amounts of cash related to the management of flourishing wholesale garment busi-

nesses. Subsequently, the mortgage loans were paid off by capital contributions from 

the partners, who were actually front men, either relatives or friends of persons in-

volved in the criminal organisations. 

(VI.) Correspondent Banking system 

Legitimate and respected large western banks, through the correspondent accounts 

they provide to smaller banks, have become conduits for dirty money flowing into the 

financial system and have, as a result, facilitated illicit enterprises, including drug 

trafficking and financial frauds. Correspondent banking occurs when one bank pro-

vides services to another bank to move funds, exchange currencies, or carry out 

other financial transactions. Correspondent accounts provide the owners and clients 

of poorly regulated, poorly managed, sometimes corrupt, smaller banks with: 

 weak or no anti-money laundering controls  

 direct access to the legitimate financial system, 

 the freedom to move money within the United States and around the world 

(VII.) Private Banking system 

Private banking is a growing banking sector providing services to wealthy individuals. 

In exchange for returns of 20 to 25%, private banks offer clients a high degree of se-

crecy, their own private banker, and a wide array of services for managing their 

wealth, typically including offshore accounts, secret trusts, shell companies, and 

multi-million-dollar wire transfers - the same tools used by money launderers.  

In a recent inspection, Citibank, the largest bank in the United States and operator of 

one of the largest private banks in the world, was found to have regulatory flaws. 

This inspection highlighted four accounts belonging to senior government officials or 

their relatives, and demonstrated the vulnerability of U.S. private banks to funds tain-

ted by foreign corruption. 

(VIII.) Terrorist Financing 

The detection of terrorist financing is now being studied by governments, the United 

Nations and private groups such as the Financial Action Task Force (“FATF”). The 
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initial financial patterns that emerge from the September 11, 2001 attack provide 

some basic findings:  

 terrorists achieve their results with extremely low currency amounts; 

 money generally derives from seemingly legitimate sources (often charities); 

 the favoured forms of funding terrorists include small-denomination wire 

transfers, and heavy use of credit cards and traveller‟s checks; 

 charities may channel funds that they receive to terrorist organizations or 

entities or individuals known or suspected to be engaged in illegal activities; 

 there is a tendency to concentrate the transfers in a single bank located in a 

region of heavy ethnic concentration similar to that of the terrorist group; and 

 there is a reliance on the use of non-bank and black-market intermediaries 

Further intelligence recently developed by law enforcement agencies suggests that 

there are other more subtle exposures to terrorist financing. It is known that terrorist or-

ganizations own and control entities that could be within the customer base of brokers 

that conduct global business and maintain global networks. For example, the Al-

Q'aeda organization owned and controlled a foreign bank that maintained direct rela-

tions with recognized U.S. and large foreign banks, a brokerage company, a licensed 

currency trader and a commodity broker, all of which were active on world markets. 

Major corporations that borrow and trade on international markets have been linked by 

the U.S. Government to funding terrorist activities. The U.S. government has identified 

large charitable groups in the United States as supporting terrorist organizations. 

(IX.) Most prevalent money laundering methods 

The following is a summary of the methods most used by professional money laun-

derers. It is not an exhaustive list but does include the most popular generic forms of 

the crime: 

  the purchase of stocks and bonds, art, real estate and other valuables, 

through reputable broker-dealers and agents; 

  wire transfers abroad, often using shell companies or funds disguised as the 

proceeds of legitimate business; 

  dealing with and through offshore and shell-type vehicles; 

  a complex web of domestic and international transfers, often by inter-bank 

wire transfers between and among respected banks and other financial insti-

tutions, with a view to concealing the original source of funds 

(X.) Indicators of Money Laundering 

These are some of the points that members of financial institutions should look out 

for when monitoring accounts: 

Large-scale cash transactions 

Criminals often accumulate large amounts of low-denomination notes as trades for 

illicit substances or goods, in untraceable cash transactions. The criminal must enter 

these notes into the banking system to realise the true value. This aggregation of 
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money from unknown sources is normally seen at the placement stage, so watch out 

for "surfs" placing cash into the banking system in small non-remarkable amounts 

Uncharacteristic or uneconomical fund transfers to or from a foreign jurisdiction 

Fund transfers overseas with no supporting (business) explanation. Transactions 

without commercial sense. Transactions that do not tie in with the client's business or 

lacks an apparent rationale. 

Lack of concern over recurring and apparently avoidable losses and the level 

of fees and bank charges 

The money launderer's primary concern is to layer the funds and obscure the trail; he 

is not a normal profit-motivated client 

Unusual business activity or transaction 

Movements of funds that involve a loss or lower rate of return, without any visible 

compensating benefit for the client may indicate that the business is more concerned 

with moving funds through the financial system, than with profitability. 

Large and/or rapid movements of funds 

Money launderers often try to „layer‟ funds by switching between several accounts in 

different institutions/jurisdictions in an attempt to confuse the audit trail. A legitimate 

businessman, however, would seek to minimise bureaucracy and bank charges. 

Excessive churning 

When carried out on an execution only basis, frequent purchases and sales of in-

vestments can be signs of layering activities. Fees and commissions may exceed 

investment income 

Payments to apparently unconnected parties 

Although such payments are normal banking or financial services transactions, the 

circumstances or apparent lack of reason surrounding such transfers could indicate 

unusual activity on the account 

Intermediary representing an unknown client 

Achieving anonymity in this way is now considerably more difficult in Europe as a 

result of the European Union Directive on Money Laundering and the new Form A re-

quirements in Switzerland 

Purchase of bearer securities/precious metals with request for physical delivery 

This provides anonymity as possession of the instrument is equated with ownership 

of such assets without them being registered 

Non-standard settlement or repayment instructions 

Be on the look-out for changes to settlement instructions after the account has been 

opened (or regularly at intervals) 

Unrealistic wealth compared to client profile 

Individuals with little or no wealth/no employment pay large sums of money into 

accounts. Often these funds are directly derived from crime, or are being „looked 

after‟ whilst the real criminal is being investigated by police. 
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Defensive stance to questioning 

Inexperienced launderers may not have prepared a reasonable cover story concer-

ning the origins of illicit funds. Generally, an „honest‟ customer will be willing to ans-

wer questions concerning his finances as it allows the financial institution to tailor 

their service accordingly. 

4.2 Evidence regarding the administration of money laundering crime 

within the investigation phase 

 Case Management System 

 

In order to effectively manage the large amounts of documentation produced within 

the average fraud/money laundering case it is imperative that a viable system be 

utilised which can manage the flow and storage of the documents. All personnel 

should be trained on the system from the outset and be compliant in its application. 

The system should be properly documented and have the approval of both the GPO 

and the Judiciary as it is they who ultimately will gain benefit from its existence. 

Failure to have an effective system will leave to flawed prosecution cases and should 

the integrity of exhibits be compromised then not only could a case be jeopardised 

but the obtaining of valuable evidence from another jurisdiction could be thwarted. It 

cannot be emphased strongly enough that with the advent of money laundering and 

the financing of terrorism being truly international then all law enforcement agencies 

must be strictly compliant to the international standards set for the obtaining of evi-

dence and the integrity of exhibits. Failure in this area would render any attempt to 

utilise the Mutual Legal Assistance Treaties worthless. 

Collecting financial evidence 

Collecting financial evidence can be done covertly or openly. Covertly obtained infor-

mation must be refined into intelligence and use made of the 5x5x5 evaluation coding 

system to ensure consistent quality control. However it is only financial material 

which has been obtained through approved channels that can be introduced into evi-

dence. By approved channels means whereby a financial institution or witness has 

been served with the appropriate court order, authorising the release of the infor-

mation. Only documents produced by a financial institution should be introduced into 

evidence as opposed to copies discovered at the suspects premises, because whilst 

the fact that they were found is valuable evidence one cannot rely on the accuracy in 

case they have been altered or manipulated in some way, especially if they were 

printed off from a home/office computer as part of an internet banking scheme. 

When taking possession of documents from a financial institution, a receipt should be 

issued and the original taken, if necessary a copy of the documents can be left with 
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the organisation. When computerised bank accounts are being produced a statement 

from an IT manager proving that at all material times the computer was running cor-

rectly and was not the subject of a malfunction or hacking attack and thus the infor-

mation contained in the financial record can be relied upon. If only a copy is provided 

then each page must be certified and signed that it is a true copy of the original. This 

certificate may well be put on the reverse of the document so as not to spoil or 

obliterate any of the contents on the face of the document. 

Each document should be given a unique identifying mark, possibly based on the 

initials of the witness producing it eg. Nicholi Balchescu (NB) followed by the number 

of the document produced eg (NB/1; NB/2; NB/3 etc.) In this way similar documents, 

such as bank statements recovered independently from both the accused and the 

bank are identified differently. These identification marks are then attributed to the 

document throughout its life during the investigation and trial. 

Witness statements from financial institutions must state in what capacity the witness 

acts and the fact they are authorised to release the information and where necessary 

to make comments on it. One must also include that the entries in the financial insti-

tution‟s record were made in the usual course of business. If the author of the 

statement was not the person making the entry then their evidence is only in relation 

to producing the record and not the contents contained thereon. 

One of the most useful documents to have produced is the customer interview record 

with the official. Today most of this will be computerised and be the result of a tele-

phone conversation as opposed to a face to face interview. However the record does 

contain interesting facts about what the institution were told by the customer and visa 

versa. This is especially pertinent when the suspect has exceeded their overdraft fa-

cility and has been spoken to repeatedly by an official and been told not to do so in the 

future. It is also advisable to include „correspondence‟ in the court application because 

an exchange of letters or emails can likewise be a valuable source of evidence.  

Financial Analysis 

The principal type of evidence in financial cases will comprise of documents. There-

fore investigators will rely heavily upon documentary evidence in proving the offence 

and tracing the proceeds of crime. Knowing how to obtain documentary evidence, the 

ability to analyse this information, and present the results are essential skills in the 

investigation and prosecution of financial crimes. 

Financial analysis does not necessarily require the services of a qualified accountant. 

The essential qualities for successful financial analysis are: 

o Familiarity with commercial and banking practices and terminology 

o Knowledge of information sources and methods 

o An inquiring mind 

o A methodical approach 

o Knowledge of basic forensic accounting techniques 
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o Ability to explain the results of the analysis 

 

The evidence collected for a case will comprise: 

        -  physical evidence (weapons, tools, bloodstains, fingerprints, clothing, 

bodies), 

        - documentary evidence (banking documents, letters, agreements - including 

documents in electronic form), 

- verbal evidence (statements by informants, witnesses or the suspect). 

 

Although a forensic accountant is normally asked to look primarily at documentary 

evidence, he needs to be aware of all the evidence and must not confine himself to 

the mere examination of documents. The way the documentary evidence comple-

ments, contradicts, or enhances other evidence must be considered. 

Initial review 

The financial analysis should always be performed by an experienced investigator. It is 

common for accounting firms to use junior audit staff for some forensic accounting 

tasks. This is to maximize their income rather than conduct a thorough investigation. 

Whilst this approach may be effective for normal audit tasks it is extremely dangerous 

when conducting a criminal investigation, as tiny pieces of evidence can prove crucial. 

For the same reason it is beneficial if one person conducts the entire review so that 

all the evidence is seen by the same person. On a very large case, when this is not 

possible the workload should be carefully divided so that specific discrete areas are 

reviewed by different persons. There is no harm in allowing the analysts to overlap 

and review some of the same documents twice. When working in such a team there 

must be close proximity and the frequent exchange of information and ideas. 

The analyst would initially speak to the investigating officer and to legal experts in 

order to obtain background to the case and identify the legal issues. Continued 

liaison with the investigators and lawyers is vital 

All the available documents and evidence should be subject to a brief scrutiny. In this 

way the investigator can gain an overall understanding of the nature and extent of the 

case. At this stage the investigator should identify any missing documents and ar-

range for further searches or enquiries to be conducted. It will take time to obtain ad-

ditional evidence and so this process should be commenced straight away. He 

should also examine each document and witness statement to identify links to other 

sources of evidence. 

Decide upon the analytical method 

Having carried out the initial review the investigator will need to decide upon the me-

thod of analysis. There are two basic approaches – the direct and indirect methods. 

The direct approach is used when evidence is available to trace all or the majority of 

steps in the transactions using specific documents or other evidence. The result of 



 46 

this approach may be an analysis of a bank account, a time chart, or tracing the 

steps in a flow of funds. 

Indirect methods are used when the evidence to prove each step in a transaction or 

ongoing activity is not available or the evidence is too bulky. If a large number of do-

cuments are involved the decision to use a computer may be taken to help sum-

marize the transactions. 

Whichever method is chosen the analyst must continually focus on the issues he is 

trying to prove. 

Detailed review 

A detailed review should be conducted of each document. Note that often it is not 

what is present that is important but what is missing. The review would include consi-

deration of the following: 

 Who is identified, whose signature appears on the document 

 Is the document‟s form and content reasonable 

 Would you expect that document if the transaction is genuine 

 Is the document complete 

 Is this document supported and consistent with other documents or evidence 

 is the document directly incriminating this person; 

 is the document potentially inconsistent with foreshadowed or anticipated 

defense; 

 does the document provide evidence that the accused is an untruthful person. 

 Is the document‟s date relevant 

 Is there any indication that the document is false 

In case of separate documents the interpretation should be more accurate. Always 

consider an alternative explanation. In particular it should be remembered that: 

 a bank document doesn't give a reason for the transaction 

 accounting entries include ones for which no bank transaction occurs 

 transactions include ones for which no accounting entry is made 

Documents can give a false impression of genuineness – people tend to accept a 

computer printout as accurate. 

Carry out analysis 

The actual analysis will then be performed in order to prove the relevant issues or 

summarize the document, transactions or events. Detailed analysis procedures are 

demonstrated later in this module. 

Produce summaries 

The results of the analysis are of little value unless the analyst can explain these 

results to the prosecution lawyer and the court. Consequently it is vital that the 

analyst is aware of presentation techniques for explaining complex financial transac-

tions to a non-financial audience.  
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Typically the analyst will produce a formal report and/or spreadsheets and diagrams 

such as 

 income and expenditure summaries 

 transaction summaries 

 timelines 

 flowcharts 

 link analyses 

Every case is different. Consequently it is rarely beneficial to set up a complex data-

base system for a financial analysis. Consequently when a computer is employed a 

standard spreadsheet package is generally used. 

Indirect analysis - The net worth method 

The net worth method is simply a method of identifying illegal income by comparing a 

person‟s increase in assets over a period of time with their known legitimate income 

during that period. 

The method applies the formula closing net assets – opening net assets = known 

income + unknown income. 

The steps in preparing a net worth statement are as follows: 

Select period 

The opening and closing dates for the statement must be selected. The statement 

should use convenient periods, for example the tax year, accounting year or calendar 

year. Alternatively dates on which information on person‟s assets is known may be 

used, such as the date of a loan application, which is normally accompanied by a 

statement of assets and liabilities. The period should cover the full period of known 

criminal activity. 

Ascertain assets and liabilities 

The analyst will look at all the documentary evidence such as loan applications, bank 

accounts, tax returns (if available) and invoices in order to establish the person‟s 

assets and liabilities at the start and end of the period. 

It should be assumed that assets at the start of the period are still owned at the end 

of the period until evidence is available supporting their sale or disposal. 

Similarly any assets identified as being owned at the end of the period should be 

assumed to have been owned at the commencement of the period unless there is 

evidence supporting their purchase or acquisition during the period. 

Assets should be shown at cost not valuation 

Any assets disposed of during the period should be removed from the statement at 

cost, not sale value. 

The full sale proceeds from assets, and the resulting profit or loss should be ignored 

when calculating income. 

Income should be calculated from bank statements, pay slips and other evidence. 
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Expenses should similarly be calculated. If the expenses are not specifically known it 

may be necessary to assume that the individual‟s expenditure is the average for a 

person of that position. Such information is usually available from government 

statistical office. Account should be taken of the persons known exceptional income 

The balance of cash held at the end of the period must be reconciled. This means taking 

the opening cash balance (or assuming that it is nil), adding known cash income and 

accounted for in the income figure referred to above, deducting cash expenditure 

similarly accounted for above to arrive at a closing cash balance which should appear on 

the closing balance sheet. Obviously this balance cannot be negative. If the balance 

does compute as a negative amount a compensating adjustment must be made. 

The net worth method 

It may be useful to produce a net worth statement on a monthly basis or for other periods 

in order to match unexplained wealth to particular events, such as overseas trips.  

Calculate net worth 

Once an opening and closing balance sheet has been prepared, the increase in net 

worth can be calculated. By deducting known income a figure for unknown or illegal 

income can be calculated. 

A report will be produced detailing the calculations and outlining the evidence upon 

which the analysis has relied. All assumptions made (such as assuming assets are 

still owned in the absence of evidence to the contrary) should be stated. 

Challenges 

Commonly the suspect will try to justify his expenditure by saying it has been funded 

from a “cash hoard” held at the beginning of the period. If the suspect holds any type 

of investment or bank savings account the prosecution would obviously suggest that 

it is inconsistent for him to hold large quantities of cash when he recognizes the 

benefit of earning income on his funds. 

Another challenge is simply that the analyst has made errors in identifying or ignoring 

specific assets or liabilities. It should be noted that not all errors the analyst makes in 

preparing the statement would benefit the defense. The following errors will benefit 

the prosecution: 

 opening liabilities missed 

 closing assets missed 

 genuine income overstated 

 genuine expenditure missed 

In administrative cases a net worth statement can be used to raise a tax assessment. 

Similarly in civil recovery actions it is usually sufficient to prove illegal income on the 

balance of probabilities. In criminal cases the statement is not definitive proof but 

puts the onus on the suspect to explain his income sources. 

If the net worth statement covers several years, the suspect can sometimes benefit 

by shifting the year in which the unidentified income arises, or spreading it over 
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several years so that the tax liability is reduced or in criminal cases by eliminating the 

link to specific criminal acts. 

Direct method - Bank account analysis 

In order to analyze bank accounts using excel a spreadsheet would be set up with 

the following columns: 

 Account or cash 

 Date 

 Amount +/- 

 Detail  cash, nature of income or expenditure 

 Comments 

 Analysis code 

The analyst will then enter details into each column from bank statements, cheques, 

deposits, invoices or other documents. The spreadsheet could be summarized by 

analysis code to produce income and expenditure summaries or sorted by date to 

bring together all the accounts, eliminating transfers between accounts 

Cash transactions would be summarized separately by looking at cash deposits and 

withdrawals through the bank. Known cash payments would be identified from in-

voices. Normally the analyst would assume that cash deposits to the bank represent 

income and cash withdrawals expenditure. The cash balance needs to be reconciled. 

It has been accepted in UK courts that withdrawals from a bank account which end in 

either a „0.00‟ or a „5.00‟ can be treated as having been drawn in cash. 

Income and expenditure summaries: 

This analysis shows all known income and matches it against expenditure and when 

incorporated with a time line presentation it is possible to graphically present the 

finding of the analysis. 

 

Case Study 

A serving police officer fraudulently obtained large sums of cash from the covert ope-

rations fund by forging his senior office‟s signature. All transactions on the officer‟s 

bank accounts and credit cards were analysed and the information store on a spread-

sheet. All withdrawals from the bank account in round sums ending in a zero or 5 were 

attributed to cash. The information was sorted into date order. All the income items 

were shown above the timeline and the expenditure items below. These figures were 

converted into a graph which demonstrated a correlation between the occasions when 

illegal money was obtain and when excessive expenditure was made.  

 

Transaction summaries: 

The method of analysis depends upon detailing all identifiable expenditure and 

analysing each item so as to be able to quantify how much has been expended in 
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total under each category e.g. travel, entertaining, cars, jewelry, shares etc. It is then 

by studying the findings that enable the investigator to draw conclusions. 

Timelines: 

Is one of the most useful investigative tools, because it can be used for any type of 

crime but it demonstrates the sequence in which events took place. It is particularly 

helpful for emails, telephone calls etc. where knowledge of which item took place first 

can be imperative, especially when considering an alibi for a suspect. 

Flowcharts: 

Are used when one wants to reduce a number of facts into an easily readable and 

comprehensive display, to show the flow of information or processes. Useful when 

demonstrating route money was laundered. 

Link analyses: 

Is used when one wants to show relationships between any number of events, peo-

ple, cash movements, telephone connections etc. There is specialist software, one of 

which is i2, which gathers information from within its own database and plots a chart 

which can identify all of the links. It effectively incorporates flow charts and time lines. 

The main advantages of this system are that it not only assists the investigator to 

identify weakness in the evidence but is also aids the judge to mark off each aspect 

of the case when it has been proved. An example of an i2 chart is shown below 

 

INVESTIGATIVE RESEARCH 

Open source 

The key to any investigation is information and thus the basic principle in any asset 

tracing enterprise is to „follow the money‟, because the money not only leads the inves-

tigator back to the original crime but also to the perpetrators of the predicate offence. 

An often overlooked source of information is that obtained from „open sources‟ or in 

other word via the internet. It is possible to conduct worldwide searches of various 

countries from ones own desk, providing the searches are set up wisely. 

It must firstly be appreciated that whenever a site is visited then a „footprint‟ of the 

caller is left behind thus telling the site owner the web address of all visitors. If the 

caller is a government agency then the site owner (who may well be a suspect) is 

alerted to the fact that someone in a position of authority is making enquiries about 

their activities. It is never possible to disguise the fact that a visit has been made so 

the alternative is to disguise the calling card by developing a non-attributable com-

puter. One should learn from the criminal and establish a series of companies or or-

ganisations and to utalise their computers to make the on-line enquiries. (Art. 27 

applies) The „company‟ must have separate identities and must appear to the outside 

world to be a genuine organisation, because the website owner, should they have cri-

minal connections, will employ specialist investigators themselves to conduct due dili-
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gence enquiries on the caller in order to assess whether they themselves are under 

review by the authorities. 

The searches can be conducted through any number of search engines, mostly nota-

bly, Google; AltaVista; MSN; and Ask Jeeves. Specialist software is available which 

enables simultaneous searches to be done on all the above databases but the res-

ponses are slower.  

The researcher or investigator needs to develop a library of websites that can be re-

searched in order to extract information. For example in the UK company searches 

can be conducted on line and by becoming a subscriber, for very little cost, searches 

can be conducted on a name and all directorships, past and present can be speedily 

identified. From these results addresses can be identified and a further search with 

another government agency, Land Registry, reveals the ownership of those pre-

mises. These searches can be conducted from Romania, and since they a public re-

cord any person worldwide is entitled to access them An example of such a search 

string is demonstrated below 

 

DIRECTORSHIP SEARCH 

 Date of Birth: 21/02/1955 Company Appointments: Current: 3To view 

comany details, click on the appropriate company number.Click HERE to in-

clude Resigned and Dissolved appointments 

 DIRECTOR Appointed: 20/04/2004 Occupation: ENTREPRENEUR Com-

pany Number: 05106383 Company Name: ABC LTD Active 

 DIRECTOR Appointed: 06/08/2003 Occupation: ENTREPRENEUR Com-

pany Number: 04858030 Company Name: DEF LTD. Active 

 DIRECTOR Appointed: 22/04/2004 Occupation: DIRECTOR Company 

Number: 05109743 Company Name: GHJ LTD Active 

 

LAND REGISTRY SEARCH 

 Title Number: LN181149 

 This title is dealt with by Birkenhead (Rosebrae) District Land Registry. 

 The following extract contains information taken from the register of the 

above title number. A full copy of the register accompanies this document and 

you should read that in order to be sure that these brief details are complete. 

 Neither this extract nor the full copy is an 'Official Copy' of the register. An 

official copy of the register is admissible in evidence in a court to the same ex-

tent as the original. A person is entitled to be indemnified by the registrar if he 

suffers loss by reason of a mistake in an official copy. 

 This extract shows information current on 17 AUG 2004 at 12:21:09 and so 

does not take account of any application made after that time even if pending 

in the Land Registry when this extract was issued. 
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 REGISTER EXTRACT  

  

 Title Number: LN181149 ** 

 Address of Property: 6 Acacia Avenue, Hammersmith (W4 8SB) ** 

 Price Stated: Not Available ** 

 Registered Owner's): MB and FF of 6 Acacia Avenue, London W4 7SB * 

 Lender's)  Governor and Company of Royal Bank of Scotland 

 

The whole principle of research is to follow a trail, a trail which must be documented 

within the case management system, so that at any future trial the investigator will be 

in a position to identify from where his/her information/evidence came from. Where 

the information is not available on line then a court order will be necessary. Legisla-

tion in other jurisdictions states that a defendant has the right to serve disclosure 

notices on the prosecution, demanding access to details of their investigation and 

processes. If details of the investigation are not retained then a prosecution can be 

compromised. 

For example in the above case the search string led from a person‟s name to com-

pany directorships, which in turn led to an address. That address led to the identifica-

tion to another financial institution, namely the lender. A search order would reveal 

when the property was purchased and by whom, which may well also reveal the 

source of the funds used as a deposit for the original purchase. 

Thus the route to a successful money laundering case rests with a painstaking asset 

tracing exercise, because without that information it will not be possible to establish 

that money has in fact been laundered. 

 

THE EXPERT WITNESS 

The Forensic Accountant is often an independent consultant who can take a brief 

from either the prosecution or the defence. S/he is a qualified accountant who has 

extensive experience in all aspects of their profession plus they have additional skills 

in the interpretation of company accounts, re-structuring of accounts, and/or con-

ducting a forensic audit .Ideally they should have at least 5 years practical expe-

rience in the field of forensic accountancy before giving testimony. Their work can 

assist in either criminal or civil cases.  

If a Romanian government accountant or auditor is called upon to give prosecution 

evidence then they may well find themselves opposed by such an international ex-

pert and be exposed by their lack of experience. Adequate preparation must there-

fore be taken by the local expert. Not all cases need the expertise of a forensic ac-

countant and in order to fill the void the Financial Investigator was introduced.  

The Financial Investigator was introduced within the UK in 1988 and initially was a 

police officer. However with the advent of other law enforcement agencies becoming 
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involved with the search for and seizure of assets non-police officers have likewise 

received specialist training. These individuals are then in a position to present their 

findings from their investigations to a court.  

In the UK the financial investigator undergoes three training courses, 

a) Confiscation Course which concentrates on the recovery of assets  following a 

particular criminal investigation.  

b) Money Laundering Course specialises in money laundering techniques inclu-

ding greater emphasis on accruing knowledge where the proceeds of crime are 

hidden.  

c) Advanced Skills Course - the most complicated of cases, investigating the cri-

minal use of company structures and international financial systems to launder 

and conceal criminal funds.  

Each of these course are progressive, each drawing on the experience of the inves-

tigator as s/he gain experience at each level. 

 

Russell Allen 
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CHAPTER V 

PRACTICAL EXAMPLES 
 

 

5.1. Money Laundering and Financing of Terrorism Schemes identified in 

practice of the National Office for Prevention and Combat of Money Laundering  

5.1.1. Money Laundering with suspected Terrorist Financing Connections  

Facts: 

The National Office for Prevention and Control of Money Laundering was informed by 

special sources of activities suspected of money laundering performed by the citizen 

«X» through the trading company A. 

The suspicion-generating elements underlying the reports were as follows: 

• Citizen X purchased from the Authority for State Asset Recovery (APAPS) of 

company  A’s majority shares for an amount of USD 1,000,000, which was paid in 

full upon signing the agreement. 

• The company A contracted bank credits amounting to USD 250,000. However, 

these funds were used for advance payment to a United Arab Emirates-based 

company which din not provide the merchandise; 

• Citizen X carried out operations involving funds having a suspicious origin. He 

transferred the amount of USD 100,000, on his own behalf, to his personal account 

opened at a French bank. The amount was converted in ROL and transferred 

through several payment orders to a Romanian trading company operating as a 

“sham” company. 

The basic report was supplemented by a notification submitted to the Office by a unit 

of the Prosecutor‟s Office, which provided issues related to: 

• The existence of data and clues according to which the authorized representatives 

of company A had performed banking operations suspected as money laundering and  

• The company having been stripped of its assets through several internal or 

external foreign currency transfers and through the personal accounts opened by 

citizen X. 

It should be mentioned that an action was brought against Citizen X, for complicity to 

fraud and association with a view to committing criminal acts. 

From the analysis of the information held by NOPCML the following aspects resulted: 
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1. The origin of the amounts invested in Romanian by citizen X : 

a) Through a group of “sham” trading companies controlled by Citizen X, the 

representatives of these companies had perpetrated offences such as smuggling, 

fraud, forgery and use of forgery.  

b) The amount of USD 2,350,000 resulted from such offences was subject to 

several external transfers in foreign currencies from the accounts of sham 

companies to the accounts of Arabian companies, by using forged merchandize 

import documents.  

c) Subsequently, the amount of USD 2,350,000, whose origin was mentioned 

above, was transferred from the accounts of the companies based in several 

Arab countries to the accounts whose holder was Citizen X. 

d) In his turn, Citizen X ordered that the above mentioned amounts be transferred 

as follows: 

• The amount of USD 1,000,000 was transferred in the APAPS account, with a 

view to paying off the counter-value of the majority shares in Company A. 

• The difference of USD 1,350,000 was transferred into the bank account of 

Company A, with the justification “direct investments of Romanian non-residents”.  

Therefore, it results that the amounts invested by citizen X within company A (those used 

for buying the majority shares in Company A from APAPS as well as those transferred 

subsequently to the company‟s account) are derived from offences – smuggling, fraud, 

forgery and use of forgery – through the agency of several sham companies controlled 

by the same individual X; thus, all the component elements of the money laundering 

offence were fulfilled, as defined in art.23 paragraph 1 of Law 656/2002. 

2. Money laundering operations through bank accounts (external transfers 

without economic justification) :  

a) The Company A had an investment line of credit granted by a Romanian bank, the 

value of such credit amounting to USD 250,000. This amount was used for paying a 

United Arab Emirates-based company with the justification: “merchandize import 

counter-value – advance payment”.  

However, the United Arab Emirates-based company is not mentioned in the records 

of the Romanian Customs Authority as a foreign partner of Company A, which may 

imply that the amount of USD 250,000 was transferred externally without any 

economic justification. 

b) The accounts held by company A were credited by various Romanian business 

partners with a total amount of USD 800,000 (equivalent value).  

c) Subsequently, this amount was subject to several external transfers. The 

beneficiaries of such transfers were foreign companies (Dubai, United Arab Emirates, 

Kuwait, China), which cashed these amounts but did not supply the merchandize 

specified in the orders, although the delivery terms were overdue. Some of these 
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foreign companies refunded to company A part of the amounts cashed as “merchan-

dize advance payment” to the company‟s accounts opened at the Romanian bank. 

Taking all this into account, it can be inferred that, through fraud, the following 

amounts were subject to money laundering activities: 

• The amount of  USD 250,000  obtained by company A through a line of credit 

and then transferred to the United Arab Emirates, without any economic justification, 

and 

• The amount of USD 500,000, representing the difference between the total 

amount of USD 800,000 (equivalent value), received by company A from various 

business partners and which was subsequently transferred externally, to several 

foreign companies as “merchandize advance payment” and the amount which was 

repatriated (USD 300,000), being refunded to company A by a part of such foreign 

companies. 

3. Stealing the assets of company A: 

By analyzing the flow of funds through the bank accounts owned by company A, 

corroborated with the information sent by the Prosecutor‟s Office attached to the Iaşi 

Appeal Court and with the data from the media, the following aspects were esta-

blished: 

a) the accounts in ROL opened by company A were debited with a total amount of 

approximately 40 billion ROL, to the benefit of several Romanian sham com-

panies. 

b) in its turn, this group of sham companies made external transfers amounting to 

a total of approximately EUR 1,000,000. However in the database of the Romanian 

National Customs Authority these companies are recorded as having imports with a 

total value of only approximately EUR 35,000.  

Therefore, by debiting the accounts owned by company A with a total amount of 40 

billion ROL to the benefit of sham companies, the company was stripped of its assets 

by that exact amount which, as mentioned above, was converted into foreign cur-

rency and transferred externally without any economic justification. 

4. Citizen Y’s involvement in illegal activities performed through the company 

A  

The information analysis showed that citizen Y has an account opened in a French 

bank from which he ordered certain external transfers be carried out as follows: 

a) USD 50,000 was transferred to the citizen X’s personal account opened at a 

Romanian bank. The entire amount was subject to currency exchange (from which 

1.7 billion ROL resulted) and then used to make certain payments to APAPS; 

b) USD 100,000 was transferred to the company A’s account opened at a Roma-

nian bank. The amounts thus cashed were converted into ROL and transferred, by 

four payment orders of ROL 800.000.000 each, to a certain Romanian company „B” 

operating as a sham company.  
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c) At the same time, company B transferred externally, without any justifications the 

total amount of USD 100,000, to a foreign trading company. 

d) Moreover, citizen Y cashed the total amount of EUR 150,000 from company B, 

without any economic justification.  

Consequently, this company closed the financial circuits created between the natural 

persons X and Y and company A, by refunding the amounts that citizen Y had trans-

ferred to company A and citizen X. 

   

Conclusions: 

As these circuits were fictitious, it may be said that their purpose was to conceal the 

illegal origin of the money, which is an action punished according to the provisions of 

art. 23 (1) of Law no. 656/2002 with the subsequent amendments and additions 

made by Law no. 230/2005. 
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5.1.2. Money laundering of funds originating from football activities 

 

In November 2004, a Romanian bank filed a disclosure to the Office regarding 

suspicious operations carried out within the “X” FC Company accounts. 

 

Facts: 

1.  The account held by “X” FC Company was credited with a total amount of € 

600,000 as “player transfer”, the respective transfer having as coordinator 

“Y” Company in Italy. 

A significant part of this amount, €515,000, was transferred to the personal account 

of the club‟s administrator and main shareholder, Mr Z, this money taking then the 

following routes: 

- €323,000 – cash withdrawal by Mr Z; 

- €200,000 – economic justification, granting a loan to “H” Company (95% of its 

shares being under Mr Z‟s control); 

- €51,270 – subsequently exchanged into other foreign currencies ulterior and 

subject to cash withdrawals by Mr Z. 

2.  In order to justify cashing in € 515,000 from “X” FC Company, Mr Z presented the 

bank with an AGM by “X” FC Company‟s shareholders, whereby it resulted that 

the respective payment had as object a “no interest loan amounting to € 692,412”, 

Mr Z having 91% of “X” Company‟s social capital. 

3.  Following the control carried out by the Financial Guard at “X” FC Company‟s 

headquarters, it turned out that Mr Z did not feature as a company creditor in the 

company‟s financial ledgers, the two transfers featuring as client cash-in instead 

of loans, the amount being ordered by “Y” Company in Italy.  

4.  Mr Z failed to present the Financial Guard with a document stating that “Y” 

Company in Italy had granted a loan to “X” FC Company, so Mr Z took the 

respective amount for the transfer as his own, thus escaping, at the same time, 

from the payment of due taxes to the state budget for the respective income. 

 

Conclusions 

Mr Z has recycled the amount of € 515,000 though successive cash withdrawals, 

granting a loan to “H” Company and through foreign exchange operations, resulting 

from breaching the provisions of art. 272, para. 2 and 3 in Law nr. 31/1990 regarding 

trade companies, and art. 11, para. b, in Law no. 87/1994 for combating tax evasion. 

 

The trading company 

B Ltd. operating as a 

sham company 
 

External 

transfers 

without an 

economic 

justification 
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5.1.3. Money laundering for proceeds originating from illegal VAT refunding 

due to inflated exports 

 

Facts: 

Starting from a Suspicious Transaction Report received by the Office from a reporting 

bank, it has been ascertained that an EXPORTER had cashed in the amount of USD 

800,000 from abroad, money which was exchanged into ROL and transferred into the 

account of Company X as merchandise due payment (amounting to a total of ROL 18 bn.). 

Its has been ascertained from the documents that the Office has obtained from the 

Customs that the EXPORTER had exported worn out equipment for USD 100 per 

kilo (the equivalent of ROL 2,500,000 per kilo). 

By analyzing the commercial flow it has been ascertained that the exporter had 

purchased worn equipment for ROL 2,500,000 form a “shell company” X, which does 

not operate at its registered headquarters, had not filed the necessary statements 

regarding due payments to the state budget and balance sheets, its associate being 

a Arab citizen B who had never entered Romania. 

The account trustee for the “shell company” X account was the exporter‟s admi-

nistrator – the natural person A. 

In its turn, the “shell company” X purchased the worn equipment from a manu-

facturer, for a price of ROL 250,000 per kilo. 

Thus the first step in the fraud was the price inflation by the “shell company” X, from 

ROL 250,000 per kilo to ROL 2,500,000 per kilo. 

From the previous analysis, the merchandise payment for the price of ROL 250,000 

per kilo, amounting to ROL 2 bn., was performed by the exporter to the manufacturer, 

yet in cash, and not by use of bank instruments. 

The amounts cashed in by the exporter from the “shell company” X were transferred 

based on a fake invoice to a “shell company” Y, the latter, as the company X, not 

operating at its registered headquarters and failing to file the statements regarding 

due payments to the state budget. 

The “shell company” Y, in its turn, transferred the money abroad as down-payment 

for products that had never been imported, this down-payment never returning to the 

country either. 

It is worth mentioning the fact that the account trustee for the “shell company” Y 

account is again the exporter‟s administrator, who is also the account trustee for the 

“shell company” X. 

Following the above-described operations, the exporter benefited from VAT re-

funding, with reference to exports carried out, amounting to ROL 3.8 bn., which was 

transferred to the “shell company” X as “payment for merchandise”. 
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Based on ficitious lease contracts, the “shell company” X has transferred 3.8 bn ROL 

in the personal account of the shareholder of the company – the Arab citizen 

B(ficitious person) justifing it as “restitution of shareholder lease”. From that point, 

money were withdrawn in cash by the exporter‟s administrator – the natural person 

A, trastee of the ficitious citizen and on his behalf. 

 

Conclusions: 

   While the “shell company” X did not pay to the state budget the due VATcollected 

and the profit taxes related to the benefice achieved through the selling of products 

with a higher price, the exporter took the benefice of the VAT refunding, representing 

3.8 bn ROL. These money were laundering through the operations previously 

mentioned given the impression that they have a legal origin (but infact, there were 

refunding ficitious credit to the benefit of the company).   
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5.1.4. International drugs trafficking and money laundering operations 

using fast electronic cash transfer systems 

 

Facts: 

A Romanian citizen has been investigated by the Romanian Authorities for interna-

tional drugs trafficking. 

The verifications made by the Office lead to the conclusion that the money originating 

from illegal activities above mentioned was transferred through the fast electronic 

cash transfer system managed by Western Union Financial Service in a bank in 

Bucharest, where the Romanian citizen withdrawn the money in cash. 

The transfers were performed as follow: 

- the amount of USD 10.000 came from a citizen in Dubai; 

- the total amount of USD 34.080 were transferred from banks in Great Britain; 

- the total amount of USD 19.400 were transferred from a bank in Abu Dhabi. 

Also, in view to make an opaque trace of the dirty money, the citizen in Dubai 

transferred the amount of USD 44.600 towards the Romanian citizen, using an 

intermediary bank in Turkmenistan. 

With a view to make difficult the identification of the members belonging to the 

trafficking group, they corrupted a banking official, who was an employee of the bank 

operating in Romania as Western Union agent, on whose name they carried out 

other transfers amounting USD 19.400 – money withdrawn subsequently by this one.  

The Romanian bank informed our FIU about it. 

So, the international trafficking group succeeded to launder the total amount of USD 

127.480, money originating from drugs trafficking. 

 

Conclusion:  

The fast electronic cash transfer systems proved to be an efficient mean in hand of 

drug, stolen cars trafficking and procurement etc. to launder the money coming from 

criminal activities.  
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5.1.5. Laundering operations through Western Union system of the money 

originating from organised crimes specific activities (drugs and weapons 

trafficking) 

 

A Macedonian citizen and an Austrian citizen, which were belonging to an organized 

crime connection, has been involved in laundering operations, on Romanian territory, 

of the money coming from drugs and weapons trafficking, carried out by the two 

citizens on the territory of Austria, Germany and Macedonia. 

So, the significant amounts of money, obtained by the Macedonian citizen and that 

Austrian from drugs and weapons trafficking carried out on the territories of the three 

countries, credited initially the banking accounts in Austria, managed by the Austrian 

citizen. 

During the period November 1999 – August 2000, the Austrian citizen sent this 

money through Western Union Agency towards a bank in Romania into accounts 

with password, which has been withdrawn in cash by two Romanian citizens. There 

were grounds that the two Romanian citizens would be reliable persons of the 

Macedonian citizen, person to whom they gave the money received through Western 

Union system.   

During the period 04.01.2002-11.04.2002, the Romanian citizen received on 

Bulgaria‟s territory significant amounts of money in USD, originating from transfers 

from Austria, through Western Union system. The money was sent by the same 

foreign citizens (Austrian and Macedonian), which sent the amounts of money from 

Austria to Romania through Western Union system. The reason of these transfers is 

“opening a business” regarding wooden articles production to the former furniture 

factory in Bregovo, Bulgaria. They used Western Union system, having urgently the 

need of funds. 

In the end, as a result of the information exchange related to laundering operations 

on the Romanian and Bulgarian territories of the money originating from organized 

crime, the Romanian citizen and that Macedonian have been arrested by the com-

petent Authorities in Bulgaria. 
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5.2 Money laundering typologies from the practice of the Minstry of 

Administration and Interior – the Fraud Investigation Department 

The investigation and analysis of money laundering offences are conducted ac-

cording to the concrete forms of expression of this complex of offences which may be 

classified into the following typologies: 

 

1. Laundering of money derived from smuggling and tax evasion 

This scheme of laundering money derived from underrated imports and tax evasion 

requires the involvement of an organized crime group, which is specialized in 

customs import operations and which gains the complicity of customs authorities on 

account of substantial “commissions” (an average of Euro 100-150 for each import 

operation, while performing as many as 20 operations per day). 

This group provides customs-related services for other organized crime groups 

specialized in marketing products imported at much underrated prices. 

Thus, the first group specialized in customs-related operations through the agency of 

company X, operates the import of various merchandizes, based on INVOICES 

stating prices sometimes at 10 % of their real value, with a view to paying the VAT 

and customs fees associated with the values stated at customs. 

Company X pays the counter-value of imports based on the DVI (the foreign currency 

receipt statement) and the INVOICE which it records in its books. 

This group is also the owner of company Y which buys the merchandize from 

company X at a price close to the one declared at customs (adding approximately 

1% to that price).  

Company Y sells the merchandize to company Z (belonging to the group specialized 

in marketing products through wholesale outlets) at the market value. 

Because the merchandize is acquired by company Y at prices which are very much 

reduced and is sold at the market value, the company thus achieving a high profit 

and collected VAT, in order to diminish the profit and create deductible VAT, the 

company registers in its records fictitious invoices from sham companies mentioning 

products similar to those sold at high prices. 

Thus, company Y‟s tax on profit and VAT payable to the state budget are reduced to 

zero. 

While operating this commercial circuit, organized crime groups also operate, 

through the banking system, financial circuits fed with money obtained from selling 

the merchandize at its real value. 

The amounts collected from the sale of merchandize are introduced into the banking 

system, and then successively transferred to the companies within the circuit in 

accordance with the values registered by their bookkeeping documents. 



 64 

Company Z pays the amounts as follows: 

- 10% of the amount by payment order to company Y, which, in its turn transfers 

this amount again by payment order to company X, which performs an external 

transfer making a payment at the reduced value declared at customs; 

- 90% of the amount by B.O. (bill payable to order) to company Y which in its 

turn endorses this B.O. to the benefit of sham companies F1, F2, F3. 

Thus, the money gets from company Z‟s account to the accounts of sham companies 

F1, F2, F3 (controlled by the organized crime group which also controls company Z) 

from which, based on forged documents, it is either transferred externally or 

withdrawn in cash.  

As a consequence of such a financial circuit, the members of the two criminal groups 

illegally appropriate both the profit and the VAT resulted from the commercial 

activities, and they either transfer the money obtained to accounts in tax havens or 

withdraw it in cash, introducing it into legal business performed on the Romanian 

territory. 

The group specialized in import operations collects commissions amounting to 10-15% 

of the merchandize value declared at customs from the members of criminal groups 

specialized in marketing the so imported merchandize.  

 

2. Successive transfers of large amounts of money from the current ac-

counts of companies with apparently legal activities to the account of sham 

companies, based on fictitious commercial activities, thus reducing the 

taxable base and generating fictitious deductible VAT 

This money laundering scheme was created by an organized crime group specialized 

in obtaining illegal VAT reimbursements from the consolidated state budget based on 

fictitious export operations. 

The legally operating trading company had been authorized to produce goods which 

could be sold on foreign markets, but actually the said company had stopped 

performing production activities. 

The major block of shares in this company was acquired by the members of the 

organized crime group who introduced the company into a fictitious commercial 

circuit for the purpose of carrying out fictitious export operations that generated 

millions of dollars worth of deductible VAT. 

Initially, the company recorded in its bookkeeping documents forged invoices stating 

the acquisition from the sham company F1 of raw material which could be used in 

producing goods intended to be exported. 

Within this company, forged production reports were drawn up in order to justify the 

production of these goods. Subsequently, the company would issue fictitious invoices 

to sham company F2 certifying the sale of the said goods. 
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This company fictitiously exported part of the goods and sold the rest to sham 

company F3 which in its turn exported such goods to off-shore companies, controlled 

by the members of the same organized crime group. It should be noted that instead 

of the declared goods, the organized crime group was exporting counterfeited goods 

containing 98% of water. 

After the fictitious commercial circuit was completed, the fictitious financial circuit 

began, by successively transferring the amounts associated with the export invoices 

from the accounts of the off-shore companies to the accounts of the companies 

involved in the commercial circuit. 

Finally, the amounts reached the account of sham company F1 which initiated the 

fictitious commercial circuit, and then the money was transferred to the account of 

the off-shore companies.  

Based on these fictitious circuits, the members of the organized crime group 

requested and obtained substantial amounts of money representing deductible VAT. 

The amounts obtained from reimbursements were withdrawn in cash from the 

accounts of sham companies F2 and F3 and reintroduced into fictitious commercial 

circuits generating deductible VAT.  

 

3. Creating financial and commercial fictitious circuits with a view to obtai-

ning illegal VAT reimbursement 

These financial circuits were created by organized crime groups specialized in 

obtaining illegal VAT reimbursements from the consolidated state budget with the 

complicity of civil servants within the Ministry of Public Finance. 

This is one of the simplest schemes and consists in totally fictitious commercial 

activities which are deployed through sham companies created for this purpose. 

The method was adjusted according to the evolution of the VAT-related legal 

framework as follows: 

- until March 2003, for any VAT reimbursement claim the proof of paying the 

counter-value of invoices generating deductible VAT was necessary, which is why 

sham company F3 claiming VAT reimbursement recorded in its bookkeeping docu-

ments forged invoices from sham companies F1 and F2 generating a fictitious com-

mercial circuit which was accompanied by a fictitious financial circuit based on real or 

fictitious bank transfers (with the complicity of bank officers).  

Based on these forged documents, with the complicity of civil servants in the Ministry of 

Public Finance who performed the complete verifications, the members of the orga-

nized crime group claimed and obtained amounts of money as VAT reimbursements; 

- subsequent to March  2003, when the VAT-related laws allowed reimburse-

ments without it being necessary to bring proof of having paid the provider upon sub-

mitting the claim, organized crime groups have obtained VAT reimbursement s only 

by creating fictitious commercial circuits, without creating parallel  financial circuits.  
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The amounts thus obtained from the consolidated state budget were withdrawn in 

cash or transferred externally based on forged documents. 

 

4. Laundering of money originating from the underground economy 

This money laundering scheme was used by the most important organized crime 

groups which have operated on Romanian territory. 

The functionality of this scheme involved the simultaneous activity of three large 

organized crime networks, as follows: 

- the Iraqi network specialized in creating sham commercial companies, having 

as associates Arabian citizens with fake identities, which were sold to the other two 

networks; 

- the Egyptian network specialized in collecting amounts of money originating 

from the underground economy (VAT, tax evasion, smuggling) to the purpose of con-

cealing the illicit origin of the money and transferring it to external accounts belonging 

to those who were generating such amounts through illegal activities; 

- the Syrian network specialized in taking over these amounts into the accounts 

of sham companies and, based on forged documents, transferring them to the 

accounts indicated by the beneficiaries of such transactions. 

Thus, the Syrian network bought sham companies from the Iraqi network (3000-8000 

USD/company) for which it opened current accounts at various banks where they  

enjoyed the support of bank officers. 

Other members of the network, using fake identities, were authorized to perform 

operations on these accounts. 

The amounts were collected either by bank transfer or in cash by the Egyptian 

network which had close relations within business environments that generated large 

amounts of cash. After withholding a 2 to 5% commission, the money was transferred 

to the current accounts of the companies controlled by the Syrian network. 

From the accounts of the sham companies, based on forged documents, the Syrian 

network transferred these amounts externally, having previously withheld a com-

mission between 2 and 4%. 
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5.3 Schemes of Money Laundering and terrorism financing 

 

It must be appreciated that the offence of money laundering is dependant on a 

previous criminal offence, or predicate offence. The act of money laundering is the 

secret disposal of the profits of these crimes and the objective for the investigation of 

money laundering is, apart from prosecuting the offenders, to recover the proceeds 

of the predicate offence. The main areas of crimes which generate large profits are 

illegal narcotic trading, robbery and fraud. 

A traditional criminal investigation starts with the criminal act. The investigation then 

centres on identifying the offender in order to a) bring them to justice or b) recover 

the stolen property in order to return it to the victim. Offenders have always used the 

proceeds of crime to fund their own lifestyle as well as re-investing in further criminal 

acts. Progressive legislation has been introduced in various EU countries seeking to 

reclaim those ill-gotten gains. It was also recognised that the offender engaged in 

financial activities which disguised the true identity of the criminal proceeds in an 

attempt to legitimise the funds. These processes make extensive use of institutions 

within the national and international financial services industries. 

European legislation, written to harmonise with European Directives on money 

laundering, criminalises this transformation processes. It also places obligations on 

the finance sector to report any „suspicious‟ financial occurrences to the national 

intelligence agency by the use of a „suspicious activity report‟ The analysis of these 

reports is the first act in the reverse investigation process, whereby the investigator, 

confronted with the proceeds of crime is tasked with identifying the original crime or 

predicate offence. It is therefore essential that there is adequate legislation which 

empowers the investigator to undertake the reverse investigative process otherwise 

the link between criminal funds and criminal offences can never be made. 

In order to identify predicate offences of fraud it is essential to understand the modus 

operandi of offences which are wide and varied, ranging from minor fraudulent 

expenses claims to a major financial statement fraud committed by senior executives 

within major international corporations. In order to appreciate the variety of 

methodologies of these crimes, brief descriptions of some fraud offences have been 

included below.  

These offences have been separated into two groups, firstly those which occur in the 

workplace (internal), whereby the employer is the victim and secondly (external), is 

where members of the public are the target and victim of the crime. 
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INTERNAL FRAUD 

- committed by staff members within a organisation 

Expenses Fraud 

This is probably one of the most popular frauds within the work place and proves to 

be a too greater temptation for many an employee, regardless of grade. Experience 

has shown that some fraudsters who commit large high value frauds will also stoop 

to manipulate their expenses claims as well. The modus operandi includes altering 

invoices or credit card receipts, submitting false invoices or receipts eg collecting 

table receipts in a restaurant you are at in order to find a receipt of greater value for 

the actual meal consumed. In addition there can be collusion between to individuals 

submitting the claim and the line manager responsible for counter-signing the 

expenses claim. In that way inflated and fraudulent claims are submitted to the 

colluding manager for counters-signature and the resultant payment is divided 

between the two fraudulent parties. 

Payroll Fraud 

These types of fraud can only be committed by staff with access to the raw data or 

be part of the recruitment process because knowledge of the payroll system is 

essential, plus the opportunity to penetrate it. Therefore it is staff within the personnel 

or payroll departments who stand to benefit from these types of fraud.  

Ghost Employees: Is a term used to describe fictitious persons placed on the payroll 

in order to generate a salary which will be paid in the normal way but the money goes 

to the fraudsters bank account instead. The scheme is particularly geared towards 

those companies/government departments with computerised payroll systems 

because payment is generated automatically when the computer performs a pay run. 

The only amendments to an individuals pay is with regards to overtime/expenses 

claims and a careful fraudster will incur both of these items for the „ghost‟ so as not to 

attract the attention of a sharp eyed manager or auditor. 

The fraudulent system works by generating details of a person which would stand up 

to a preliminary verification like a name which is genuinely registered to an address 

then an identification number needs to be invented together with an national 

insurance number. All that is then required is details of a bank account. Needless to 

say this needs to be genuine one to receive the wages. A common mistake is that 

the fraudster uses his/her own account in order to see the benefits of their crime. 

This type of fraud can go undiscovered for many years unless the internal auditors 

conduct tests as to the genuineness of all persons on the payroll system. Software 

packages which operate from a database platform enable comparisons of data to be 

made thus identifying duplicate zip/postcodes or bank account details. To be 

effective tests of this nature should be conducted annually 
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False commissions/overtime claims 

These frauds are more normally committed by the genuine employee who falsify 

there entitlements in a claim form relying on the fact that the authorising officer is not 

too diligent in verifying the accuracy of the claims. Once again the auditor should be 

aware of these opportunities and ensure that there are sufficient controls in place to 

deter all but the most determined of fraudsters. 

Contract Fraud 

This type of corruption/fraud is reliant on collusion between to contractor and a 

member of the procurement department within the organisation. It is most prevalent in 

the building/construction industry but it can also be found in any area of procurement 

which purchases goods or services.  

Procurement processes are determined by the value of the proposed contract to be 

let. Each tier demands greater controls and the supervision is upgraded in order to 

reduce the opportunity of fraud. The first tier is fixed at about €4,500 (RON 15,000) 

with a signing authority of a fairly junior grade manager. Three estimates must be 

considered including in some cases telephone quotations. The next stage may be 

fixed at €15,000 (RON 50,000) and would require three written quotations to be sup-

plied and considered before being approved by a more senior manager who would 

be delegated the authority to sign off and approve the purchase. 

The final contract level would be set at say €240,000. (RON 80,000) and above when 

in all cases within Europe potential contracts must be advertised in the Official 

Journal of European Commission (OJEC) inviting tenders from any company within 

the EU. Then strict tendering processes must be adhered to before the contract is 

finally let. Such an advertisement would have been placed for the contract here in 

Romania which was awarded to B&S Europe.  

The collusion aspect on construction contracts comes between the contractor and a 

member of the instructing company, maybe the project manager or civil engineer who 

has the responsibility to evaluate the contractor‟s proposals and to recommend to the 

procurement department which contract to accept. The main scam comes from the 

civil engineer who writes the specification of the contract in the first place and maybe 

tailors it to meet the specifications to favour one particular contractor, thus giving that 

contractor an advantage when the bids are considered. Plus if the specification is 

written in an ambiguous way then it gives room for movement and creates the 

opportunity for additional work to be embarked upon once the contract has been let. 

The obvious choice to make the award to is the contractor who quotes the cheapest 

and this is often the colluding one, who has been given advance warning of the price 

of the other bidders. The awarding company can then sign up with the cheapest 

because it would necessarily comply with company procedures. But then the scam 

kicks in because the awarding company starts to change the specification which 

causes the overall price to increase. The contractor then shares the additional profit 



 70 

with the colluding person within the awarding company. An example of a huge rise in 

construction costs is in respect of a UK Government contract to build a new seat of 

local government in Scotland. The original quotation was £40 million and to date the 

build is 4 years late on completion and the amount already spent is £400 million an 

increase of 1000%. The matter is presently the subject of an investigation. 

Another example might be by the use of non-specified sub contractors and then each 

of them pays the main contractor a „commission‟ of say 5%. This has the effect of 

reducing the amount which can be spent on the project.  

Sales frauds 

A common Americanism is known as „skimming‟ which can be attributed to the habit 

of taking off the top slice for yourself and only account for the balance to the 

business. This process can happen in any type of business which generates cash 

because it would not be applicable if the business only dealt with cheques or 

credit/debit card payments. There a number of different styles of skimming which will 

be dealt with below.  

Unrecorded sales. 

On receipt of cash the cashier or teller is required to make a record of the sale either 

manually or on an electronic recording device or till. However in order to cover up the 

theft of cash no record is made of the sale thereby producing a surplus at the end of 

a days trading which is then skimmed off by the cashier. In a somewhat similar 

manner the awarding of false discounts would be reflected on the till receipt but not 

be passed onto the customer again leaving a surplus over the recorded sales. 

Another variation of the scam is by the false allowance of refunds on goods returned 

whereby false entries are made on the till which indicates cash having been returned 

to a customer where in fact no such refund took place. Once again this will generate 

a surplus in the till which the dishonest employee can steal. All of these fraudulent 

devises are a means of disguising a theft of cash. 

Teaming and lading is another such scam whereby following a theft of cash the 

receipts from the following days sales are used substitute the missing money in the 

banking. An easy test is to examine the till rolls and to make a comparison with the 

bank paying in book/bank statement, to establish if there are any delays in the 

banking profile. Such a scheme can be operated in any cash received environment 

and cash shortfall can be substituted by the use of later receipts paid by cheque.  

Care must then be taken to ensure that the customers account is credited with 

payment and to ensure the books balance then a debit entry would be required. 

Options are to debit to an existing old debtor account which is soon to be written-off, 

to a large account where another entry would be unlikely to be noticed or to a 

fictitious debtors account created for the purpose. 

 

 



 71 

Purchasing Frauds 

False invoices are the most common way to extract funds from an organisation and 

this type of crime can be committed by any person within the purchasing process. 

The modus operandi is to instruct the finance department to pay for goods or 

services that were not supplied and to do this a „rogue‟ or fictitious supplier has to be 

invented who will issue invoices to the organisation which are then signed off and 

payment approved by a dishonest employee.  

One such devise is to create „shell companies‟ from where invoices can be 

despatched. A shell company is one which is merely a trading name and which does 

not have any assets and does not in fact trade. The shell company may well use a 

PO Box address or that of the employee themselves or even that of an accomplice. 

The company can establish a bank account by producing the company registration 

documents with the dishonest employee or accomplice being a signatory to the 

account. The fraudster is then prepared to start siphoning money from the employer. 

The fraudster commences the purchasing process by submitting a false purchasing 

order to the rogue company and establishing it as a listed and approved supplier. 

Then following the alleged supply of the goods or services the fraudster approves the 

payment. And the money is released by finance department. Most of these types of 

frauds are only possible because of poor controls or because of bosses who are 

known to „rubber stamp‟ such paper work, blindly trusting the honesty of their fellow 

workers. 

Another fraud using this devise is where a staff member has an undeclared interest 

in a genuine company which they use to supply goods or services. Such a conflict of 

interest is evidence of dishonesty as the supplier gains an unfair advantage over 

competitors and improves that companies profit to the ultimate benefit of the staff 

member. 

Case Study:  

A chief executive officer (CEO) instructed his staff to purchase IT equipment from 

a particular company and authorised them not to go through the tendering pro-

cess. An alert member of staff, unhappy with this breach of procedures, reported 

the incident anonymously over the „whistleblower line‟ to internal audit. A company 

search of the supplier revealed that the CEO was the company secretary and a 

shareholder. 

Even though the supplier gave good value on price and service the fact that the 

CEO had been in breach in finance procedures and failed to have declared his 

interest he was dismissed to company for „Gross Misconduct‟ 

Asset Misappropriation – Computer equipment 

A popular misconception amongst employees is that the organisation‟s property is for 

their personal benefit and for them to treat as their own. This is never more present 
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than with regards office equipment especially with the advent of the desk top com-

puter and the personal issue of laptop computers. 

It must be appreciated that wages are paid by the employer for the employee to work 

on their master‟s tasks and not for them to spend a proportion of their time on per-

sonal issues. The most popular abuse is of time; by accessing the internet for non 

connected subjects. Many cases have emerged where staff have accessed sex or 

paedophile sites and downloaded images to the corporate computer. Such cases 

usually result in dismissal for offences of „gross misconduct‟.  

Another abuse is the use of the corporate laptop for other purposes like giving private 

lectures. The main emphasis is that if an individual seeks to use the laptop in a pri-

vate capacity then s/he should seek permission from management in writing before 

embarking on its use. In that way management had the opportunity to authorise the 

use or not. It may be that the user accepts responsibility for the repair should the 

laptop malfunction whilst being used privately by a staff member. 

Asset Misappropriation – Company car 

Many organisations supply their staff with the use of a car as part of their employ-

ment package. There are always terms and conditions attached to this facility with 

those conditions differing between organisations. However there will always be those 

members of staff whose greed will persuade them that they have full entitlement to 

the use of vehicle regardless of the restriction placed upon them. One particular 

restriction is related to the taxable benefit which the Taxation Authority place on the 

facility of a company car used for private purposes. In order to avoid this tax liability 

the dishonest employee falsely states that they do not use the vehicle for personal 

use (eg evenings, weekends or travel to and from home to the workplace.)  

Case Study 

A senior police officer in London was supplied with a vehicle to enable him to 

carry out his duties. Provided that he used the vehicle solely for business use, 

parking it at his place of work, not using it for his own private, including trans-

portation to and from work etc. he was exempt from paying tax on the benefit 

derived from the private use of the vehicle.  

An audit of the officer‟s corporate credit card receipts revealed that he was 

frequently purchasing petrol for the vehicle at or near to his home address. It also 

showed that he had purchased fuel in France. His annual leave record showed 

that he was on holiday when the corporate card was used. All of these petrol bills 

were paid by the employer with no attempt being made by the officer to either 

notify his employer of a mistaken use or an offer being made to reimburse them. 

The officer was suspended from duty 10 weeks before his scheduled retirement 

date pending disciplinary proceedings and faced the risk of dismissal for „gross 

misconduct‟ and loss of some pension rights. Following intense negotiations he 
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was obliged to reimburse his employer and he was allowed to retire. (The 

outstanding amount was deducted from his pension) 

Financial Statement Fraud 

This fraud sits at the top end of fraudulent corporate activities and is specifically 

designed to deceive shareholder and market makers alike. The perpetrators are 

more likely to be within the main board as opposed from within the overall workforce. 

The reasons behind it could be to cover up embezzlement of company funds or to 

make the overall financial position of the company look healthier in order to en-

courage investment or to obtain a loan. In many cases this style of fraud is not 

motivated by personal profit but to enhance the company profile to the ultimate 

benefit of the company. These types of fraud sit typically under two headings one on 

either side of the balance sheet namely; overstated asset value or revenues and the 

understatement of liabilities or expenses.  

Fictitious revenues can be generated by the use of shell companies producing in-

voices for goods and/or services which were not in fact supplied or by falsely inflating 

the cost of goods or services from a legitimate supplier. It would then be necessary to 

reverse the book entries before the following month‟s accounts are due and the 

fictitious amounts are revealed in the supplier‟s statement. 

Incomplete sales give the fraudster the opportunity to commit further financial statement 

fraud by showing incomplete sales, i.e. those items which had not been adopted by the 

customer as a completed sale. This has the effect in inflating sales/revenues. 

Misleading stock values are often created by the issue of fictitious documents such 

as goods received notes, or by an accomplice falsely stating that they hold stock for 

the company. Stock values can be further falsified by incorrect reporting on the stock 

count or by failing to adjust the stock values by the sale of goods. All such devises 

are done in an attempt to improve the relationship with the liabilities by the company 

in order to improve the current ratio between assets and liabilities. 

The normal way to treat assets is to record them at cost and not to take account of 

any finance costs, however such purchasing costs are capitalised thus presenting the 

asset on the balance sheet with a higher value than it really has. Again ratios are 

improved by this scheme. 

Fictitious and misleading debtors are another way of committing financial statement 

fraud because by creating a false debtor is to suggest that money is owed to the or-

ganisation. This devise is effected by falsely creating a bad debt or to fail to write off 

existing bad debts. 

Embezzlement is a generic term for any scheme devised for the abstraction of funds 

from an employer and examples of this is by transferring funds from the employer‟s 

bank to the fraudsters, or the unlawful use of pension funds designed for the use of re-

tiring workers. A notable UK case involved the tycoon Robert Maxwell who spent the 

contents of the pension fund to self-enrich himself and his sons. The CEO and CFO of 
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TYCO, a US corporation were both adept at such schemes whereby they funded ex-

pensive parties in Europe costing the shareholder several millions of dollars. They also 

gave themselves unsecured loans to bolster their expensive life style. 

Curriculum Vitae (CV) or Resume frauds can have lethal consequences and the 

use of „due diligence‟ techniques‟ are required to verify the accuracy of claims made 

in CVs or Resumes. 

 

Case Study 

Following the unexpected death of 12 elderly patients in a London hospital sus-

picion fell on a newly appointed US doctor. Enquiries into his background showed 

that as opposed to being a medical doctor he was only qualified to act as a Para-

medic in a fire crew in the US. He was acquitted at his trial for the offence of 

murder but was sentenced to three and a half years imprisonment for obtaining 

his employment by fraud.(false CV) 

EXTERNAL FRAUD  

– Offences committed against members of the public/corporations 

Cheque fraud is probably one of the few frauds where the identity of the suspect is 

not known. It can be committed in a number of ways by either issuing cheques on 

ones own account when there are insufficient funds in the account to meet the 

cheque. These are known as R/D (Refer to Drawer) cheques and are usually proved 

as fraudulent by means of system whereby the issuer could have genuinely made a 

mistake in issuing the first cheque and maybe even with the second but it cannot be 

suggested that the third and subsequent cheques were in error and it is assumed in 

English law that these acts were intentional and therefore the necessary „mens rea‟ is 

present to complete the offence. 

A second method is to alter or forge pre-existing cheques to make them appear 

different to the way the drawer issued the cheque. And finally the more common 

method is to use stolen or cloned cheques, supported by stolen or forged cheque 

guarantee cards. With the introduction of „smart‟ cards which have a micro-chip con-

tained within the card, research has shown a reduction of such frauds by as much as 

80%. The principle of the „chip‟ cards is that instead of the user signing the purchase 

voucher to authorise payment they need to key in their secret PIN into a reader which 

interprets the information on the chip. This type of card is gradually being introduced 

throughout the world. 

Cross-firing of cheques is a devise to generate a false picture within an account with 

the fraudster simultaneously drawing cheques on a number of different accounts and 

passing them into several of these accounts. In this way it is possible to generate a 

falsely stated high balance in the account. That bank statement can be used to 

obtain credit or a loan facility based on the perceived funds already available to the 

applicant. 
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Sales/Marketing Frauds 

Franchising is a scheme operated by the fraudster based on a legitimate and recog-

nised method of doing business. Perhaps some of the most famous are „Wimpy‟, 

„McDonalds‟ or Kentucky Fried Chicken (KFC). In each case a restaurateur pays an 

agreed sum to the franchisor and in return is licensed to trade using the corporate 

brand. All merchandise must be purchased from the approved marketing outlets and 

business conducted in the specified way of the franchisor. Profits in such cases are 

retained by the franchisee. 

The fraudster is never one to let a good opportunity go amiss and therefore seeks to 

exploit work-at-home schemes or vending machines ideally selling an area of 

operation and expecting that the distance separating the various franchisees would 

preclude them from meeting together to meet and discuss how each of them is being 

similarly failed by the franchisor. In some cases no merchandise is supplied as well 

as no training being given and the only efficient thing the fraudster did was to steal 

the license fee. 

Case Study 

Two convicted fraudsters established a company called International Driving 

Schools Ltd in London whereby they promoted the use of driving simulators for 

the pupil to use before embarking on the road in a car. One driving school was 

established as a front and qualified driving instructors employed to teach the first 

pupils. A vehicle simulator was rented which was based on a flight simulator. Each 

of the fraudsters rented a Rolls Royce car in order to give the appearance of 

affluence and to assist in deceiving the prospective franchisees of the success of 

the scheme. 

The country was divided into areas and within each area a company was formed 

with the prospective franchisees promised the position of Managing Director. This 

person would derive his income from awarding further licences to set up driving 

schools in his area. The target victims were retiring senior officers from military; 

who the fraudsters knew were given a substantial lump sum in cash as part of 

their pension package. The amount of the franchise fee was fixed a little under the 

amount of this cash settlement thus making it affordable to the target victims. The 

stage was set for this scheme to be very profitable with a combination of franchise 

and pyramid selling techniques.  

The business venture and driving concept was widely advertised in the national 

press as well as military magazines and the victims applications came flooding in. 

Fortunately the advertisers researched the background of the scheme to establish 

if their readers were likely to be defrauded and soon established that both of the 

fraudsters had previously served prison sentences for fraud. The matter was 

reported to police and the fraudsters sentenced to four years imprisonment 
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Tele-sales are relatively new styles of fraud. Whilst like many schemes there can be 

genuine sales made through this media the fraudster once again is only to willing to 

exploit an opportunity to relive the unwary of their cash. And it is the area of 

securities that the tele-sales fraudster makes most of his money with the caller trying 

to persuade the victim to purchase worthless stock. It is estimated that about $40 

billion per year are obtained by this particular method. 

 

Overseas Properties and Timeshare frauds 

This particular fraud works by advertising properties for sale, either by magazines or 

the internet, in another part of the world. Often these properties are not owned by the 

vendor and in some cases not even built. It has been known that the vendor has only 

placed a deposit on the land pending the granting of planning permission.  

This fraud operates largely because of the distance between the vendor, the would 

be purchaser and the property. The properties are normally situated in exotic 

locations which act as a temptation to the unwary. The vendor‟s only motivation is to 

take the purchasers money and not to complete the building of the property. The 

prudent purchaser will conduct searching enquires into the venture before parting 

with money, in much the same way as they would when purchasing premises in their 

own country. 

The timeshare concept can be a genuine property proposition. The purchaser however 

only buys a limited part of the building for only a limited part of the year. ie the first 

week in January or the 3
rd

 week in August. This enables the purchaser to have 

exclusive rights to their villa/flat/room for that specified period of time. The fraudster 

again like the property fraud does not own the premises that they are selling by way of 

a timeshare, and often sells the same apartment many times over. Once again the 

venue for these frauds is many miles away from where the purchaser lives. 

A timeshare fraudster normally operates by high pressure selling techniques and will 

even offer the prospective purchaser free flights to view the “property” in order that 

the salesperson will have exclusive access to the victim and thus be able to 

persuade them to make the purchase. 

Investment Fraud 

This devise is used again by the fraudster to persuade the victim to invest in a 

speculative venture which will potentially earn the victim a substantial reward on their 

investment.  

Case Study 

A pig farmer in Norfolk, England sold shares in a female pig which the farmer 

convinced the victim he could realise a higher than average return on his 

investment. This rationale was based on the suggestion that because a female pig 

can produce a large litter of piglets, which themselves will develop into adult pigs 

and can be sold for both their meat and reproductive value. This fraud again 
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works by the fact that the “farmer” can sell an investment scheme such as this 

many times over, with any number of people investing in the same animal.  

A similar scam was operated recently, again in Norfolk, England where a „farmer‟ was 

instead of people taking shares in a pi, they were offered shares in an ostrich, the 

same modus operandi was used with the victims passing their money to the farmer. 

A word of warning is that if a ‘deal looks to good to be true – it probably is!’ 

 

Pyramid Selling 

This is a get rich quick scheme based on the sale of a particular merchandise. The 

victim initially pays a license fee, in a similar manner to the franchisee, for the right to 

sell the merchandise. The victim is induced to introduce further franchisees (sales-

persons) into the scheme; the reward for the introductions exceeds the rewards that 

can be earnt from the sale of the merchandise. The victim is therefore motivated to 

put more efforts into finding other “victims” in order to obtain substantial financial 

rewards. 

The only people who make any money from this scheme are those who start it 

coupled with those initial “victims” because their financial rewards are paid out of the 

monies deposited by future investors. The system can not possibly succeed because 

in a short space of time the entire population will become investors themselves 

therefore no further progress can be achieved and the scheme collapses leaving 

thousands of “investors” without any return on their money.  

Loans-mortgage frauds 

Mortgage fraud is perpetrated normally by three conspirators, namely a solicitor, 

surveyor, and bank manager. The modus operandi is where properties are falsely 

over valued by the surveyor in order to obtain advances from the financial institution. 

The solicitor, a party to this scam, conducts the legal side of the purchases for which 

in addition to his fees he is in receipt of a “kick back” for his services. In this way the 

same property can exchange hands four or five times and on each occasion the 

value increases far in excess of the market trend. The ultimate looser is the financer 

institution who has leant money against an asset of much lower value.  

Similar schemes are run with regards to raising finance for the construction of 

property whereby the purported owner of land raises funds unlawfully when they 

have no intention of building the premises in question. 

Case Study 

Following company insolvency the main creditor, a financial institution who had 

loaned substantial sums of money against business premises attempted to 

recover their money by foreclosing on the mortgages. Inquires showed that in 60% 

of cases the loans had been advanced on premises that were not and had never 

been owned by the applicant company. Clearly poor due diligence had been 
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conducted by the lender on the properties otherwise the fraud would have soon 

been discovered. 

 

Insurance Fraud 

This type of fraud is perpetrated by individuals making fraudulent claims against the 

insurance company. These claims can vary from shipping, motor vehicle, property or 

medical claims. 

 

 

Advance Fee Fraud 

This fraud is carried out by unscrupulous individuals who prey upon victims seeking 

to raise finance by offering to organise loans but insist upon receiving an “advance 

fee” in order to cover administrative expenses. The fraudster, either never having any 

intention to supply the loan or not having the capability of accessing funds takes the 

advance fee and disappears, leaving the victim bereft of their payments. 

A deviation of this particular style of fraud is typically by fraudsters domiciled in Nigeria, 

West Africa who sends out unsolicited letters to potential victims throughout the world. 

The letter seeks the help of the victim to launder monies from Nigeria which have 

allegedly been funded from legitimate transactions but because of depressed financial 

markets the writer is seeking to move the funds to another jurisdiction. The writers 

attempt to persuade the victim to supply the fraudster with details of their personal 

bank account through which the Nigerian funds can be transferred. In recompense for 

supplying the services the victim is offered a percentage payment of 15/20% of the 

funds transferred. The request is normally to transfer funds in the region of £20-£25 

million. This type of fraud is now known as a „419 fraud‟ because Penal Code No 419 in 

Nigeria relates to these particular style of fraud. 

Sadly the unwitting victim who supplies those details will: 

a) be induced to part with an advance fee to enable administrative processes to 

be set up to enable to have the funds transferred  

b) have his account plundered 

This type of fraud accounts for a large percentage of income into Nigeria and some 

reports suggest that could rank fourth in the highest earning commercial ventures in 

the country. 

Case study - Example of a 419 attempt: 

PERSONAL AND CONFIDENTIAL  

Dear John 

I am Barrister Smith Johnson an advocate and Solicitor. I am the Personal Attorney to Mr. 

Fredrick John a foreigner, who used to work with European Development Company in Nigeria. 

On The 21st of April 2001, my client his wife and their three children were involved in a car 

accident along Sagbama Express Road. All occupants of the vehicle unfortunately lost their 
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lives.  Since then I have made several enquiries to his embassy to see if i can locate any of my 

clients extended relatives, this has all the while proved unsuccessful. After these several 

unsuccessful attempts, I decided to trace his relatives (i.e. same surname) over the Internet, to 

locate any member of his family but of no avail, hence I contacted you. I have contacted you to 

assist in repatriating the money left behind by my client before it is confiscated or declared 

unserviceable by the bank where this huge deposit were lodged. Particularly, the Bank where 

the deceased had an account valued at about 15.5 million dollars has issued me a notice to 

provide the next of kin to the deceased or have the account confiscated within the next twenty 

one official working days. Since i have been unsuccessful in locating the relatives for over 2 

years now I seek your consent to present you as the next of kin of the deceased since you are 

still a foreigner, so that the proceeds of this account valued at $15.5million USD can be paid to 

you and then you and me can share the money, 60% to me and 35% to you, while 5% should 

be for expenses or tax as your government may require. I have all necessary legal documents 

that can be used to back up any claim we may make.    All I require is your honest cooperation 

to enable us see this deal through. I guarantee that this will be executed under a legitimate 

arrangement that will protect you from any breach of the law.    

Barrister Smith Johnson  

Smith Johnson and Associates (Attorney at law)  

xxxxxxx Street, SW, Ikoyi, Lagos-Nigeria 

Telephone:+xxxxxxxxxxx  

PLEASE REPLY TO THIS EMAIL ADDRESS: xxxxxxxxxx.com 

 

Long Firm Fraud 

This fraud is geared towards the retail sector whereby a fraudulent company is set up 

with the sole intention of defrauding suppliers by not paying for goods that have 

purchased on credit. The length of time that this fraud can be continued is dependent 

the amount of time the supplier is willing to allow the purchaser to have the goods 

without paying. Then when one adds to that period the time taken for the victim 

company to pursue the debtor through the courts the fraudster continues to trade and 

defrauding other companies to supply them with goods.  

A common practise for the fraudster to take up an apparently junior position within 

the company ie floor sweeper whilst a paid associate adopts the mantle of company 

director. This latter individual is being paid to potentially get caught out by the 

authorities and to suffer any legal consequences. (Imprisonment/bankruptcy)  

The fraudulent company will eventually be wound up. The merchandise will have 

been sold at cost or even less and in some cases as the goods come through the 

front door of the company from a supplier they are re-loaded onto another vehicle 

and taken to another site for sale. This merchandise is often sold in market places at 

reduced prices. 

900/800 number telephone fraud 
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With the advent of new technology within the telecommunications industry a system 

of free or „local call charge only‟ phone numbers has emerged enabling the caller to 

access information from a service provider. These are known as 0800 number. 

An 0900 number is known as a premium rate line because the subscriber can dictate 

the rate they wish the line to be charge out at. The telephone company therefore 

collects the money from the caller and then reimburses the subscriber with the 

premium rate. This is a system which enables the subscriber to legitimately collect 

money for the supply of a service. (i.e. computer suppliers help lines)  

The scam in this instance is by inducing a caller to dial an 0800 number, often on the 

pretext of winning a large prize, which on connection the call diverts to a premium 

rate line with an 0900 prefix. A long message is then played to the caller and they 

unwittingly are subscribing to payment for this service and incurring a large debt to 

the telephone company.  

Identity Theft 

With the purchasing power of the internet ever increasing it has become a haven for 

the fraudster, but to maximise the benefits it is essential for the fraudster to obtain 

alternative identities thus enabling them to be supplied with fictitious credit/debit 

cards with which to make their fraudulent purchases. Methods of stealing identities 

vary but one popular way is by sales assistants double swiping legitimate customers 

cards and then using the information so gained to clone a duplicate card. The 

information can be passed electronically to another part of the world and the cloned 

card will be used extensively until the fraud is discovered. The legitimate card holder 

is unaware of the misuse of their details and only learns of their predicament when 

they receive a grossly inflated statement from their financial institution. 

Computer Hacking 

This crime is committed by intelligent and accomplished computer practitioners who 

by using their knowledge of IT gain access to a victim‟s computer over the internet. 

They have the ability to view the information within that computer and alter the con-

tents within it. The more mischievous ones invade computers by spreading viruses 

(worms, Trojan horses etc.) which cause untold damage to the systems. 

  

PRACTICAL EXAMPLES 

Case Studies from Asset Recovery Agency, London  

It is possible to see by studying these cases the diversity of methods used to hide the 

true identity of the ill-gotten funds. In most cases an expansive lifestyle has been the 

favoured method of laundering the funds, coupled with investments in shares, 

insurance policies and jewellery. In fact an analysis of these cases demonstrates that 

money was invested in property in over 90% of cases and with bank accounts about 

25%. None of these cases appear to have any international perspective, thus 

indicating that the investigator should concentrate his/her efforts in the domestic 
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markets first before pursuing offshore venues. It must be appreciated that any 

number of different types of investments can be made in order to secrete the funds 

and therefore the investigator must be fully conversant with all methods.  

– Drug offences - property 

The Agency contends that the assets of Mr Quddus were obtained as a result of 

unlawful conduct linked to drug trafficking.  

Assets include four residential premises in the north west of England and £2,300 in 

cash.  

Total value of assets frozen: £629,300.  

On 18 November 2004 the High Court in London granted the Agency an Interim Re-

ceiving Order. This ensures that the assets cannot be disposed of whilst the Interim 

Receiver carries out their investigation. The Interim Receiver, who is an independent 

officer of the Court, will submit a report to the Court in due course. If that report 

shows that assets represent the proceeds of crime, the Agency will apply for a Civil 

Recovery Order.  

- Money Laundering and people trafficking – property/bank accounts 

The Agency contends in its civil action that the respondents hold assets that have 

been acquired as a result of unlawful activity linked to money laundering and people 

trafficking.  

Total value of assets: £1.5 million  

The Assets Recovery Agency is closer to gaining Civil Recovery Orders covering 

assets with a total value of £1.5 million following an unsuccessful legal challenge by 

two respondents in December 2004. In the High Court in London, Mr Justice Collins 

dismissed the respondents‟ claim that the Agency‟s action was an abuse of the 

Court‟s process and contravened their human rights.  

An Interim Receiving Order was granted by the High Court in London in July 2004 on 

property which includes seven residential properties, cars and £700,000 in various 

bank accounts. An interim receiver, an independent officer of the Court, is continuing 

their investigation into the source of funds. If their report concludes that the assets 

have been acquired as a result of unlawful activity, the Agency will seek a Civil 

Recovery Order.  

- Money laundering – cash/vehicles 

The Agency contends that assets were acquired through unlawful conduct linked to 

money laundering.  

Assets include equity in the family home estimated at £11,000 and bank balances 

amounting to just over £650. In addition, two holdalls containing £385,000 in cash 

were recovered from the rear seat of a Porsche Carrera registered in the name of 

Sadat Javaheri and a further £197,840 was recovered from their W14 home. This 

money was placed on deposit by Customs and, with interest accrued, has grown to 

£610,513.00.  
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The High Court in London granted the Agency an Interim Receiving Order on 23 

February 2005.  

- ?? - property and investment portfolio  

The Assets Recovery Agency has been granted the first Civil Recovery Order in the 

UK to exceed £1 million. The Order was granted as a result of an agreed settlement 

with the representatives of the late James Herbert Johnston‟s estate.  

Mr Justice Coghlin granted a Recovery Order under the Proceeds of Crime Act 2002 

in Belfast High Court on 20th September 2004. Under this, assets valued at between 

£1.2m and £1.25m has been forfeited. This includes Mr Johnston‟s former luxury 

home in Crawfordsburn Co. Down together with a further 7 properties in Northern 

Ireland, a holiday home in County Sligo in the Irish Republic and one set of com-

mercial premises in Belfast. There was also a significant investment portfolio.  

The High Court has appointed a Trustee to take possession of the recovered 

property and liquidate it. The proceeds will be recycled into crime fighting initiatives. 

Mr Johnston‟s widow and partner will each retain a small house from the estate. This 

represents a net transfer to them of approximately £90k.  

- Alcohol smuggling – property, bank accounts, vehicles 

The Assets Recovery Agency has successfully started an action against individuals 

and companies involved in alleged excise offences relating to the importation of 

alcohol into the UK and Ireland. On 14 December 2004 the Agency searched a 

series of residential and commercial premises in Keady and Dungannon using 

search and seizure warrants granted by the High Court in Belfast. An Interim 

Receiving Order was granted and, immediately after the searches an Interim 

Receiver appointed to act on behalf of the High Court took control of substantial 

assets including:-  

 One house in Keady, co Armagh  

 One house in Dungannon, Co Tyrone  

 The assets of a series of companies known as The Kilcluney Group and 

comprising:-  

 Kilcluney Beverages Limited  

 Corrina Confectionary Limited  

 Moldova Wines Limited (trading as North East Beverages)  

 The assets in 11 bank accounts  

 Two company vans  

The initial value of the assets frozen is estimated at £300,000. This is based solely 

on the equity in the residential properties and further assets may be held within the 

various companies and accounts.  

It was part of the Agency‟s case to the High Court that the main principal in managing 

the businesses was Gerard Keenan but that his brother Fearghal Keenan was a 
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director of some of the companies and over a period of around 2 years processed 

over £4m of company funds through personal bank accounts.  

In the case of Claire Keenan and Michelle Keenan it is simply the Agency‟s case that 

they were either officers of some of the companies involved or were the holders or 

joint holders of bank accounts through which some assets passed.  

The Agency also alleged that these companies were vehicles for a significant ope-

ration smuggling alcohol from Europe into the UK and Ireland and evading excise 

duty within Northern Ireland. 

- Unlawful conduct – property, land, jewellery and vehicles 

The Agency contends that £400,000 of assets held by Carl James Metc.alfe of 

Keighley have been obtained as a result of unlawful conduct.  

The Agency contends that Mr Metc.alfe, who is serving an eight year prison sentence 

for conspiracy to offer to supply Class A drugs, is holding property that has been 

acquired as a result of unlawful conduct related to drug trafficking  

The property involved includes:  

 2 residential premises (1 in Keighley and 1 in Skipton)  

 a plot of land in Keighley  

 a quantity of jewellery, silverware and paintings  

 Lexus LS400 motor car bearing the registration M1DAS  

- Theft by lawyer – gifted to wife. 

Assets Recovery Agency Financial Investigators working in partnership with Lan-

cashire Constabulary assisted in the recovery of £690,000.  

In assisting Lancashire Constabulary agency investigators were able to locate funds 

which had been „gifted‟ to Pressler‟s wife in an effort to conceal his wealth and such 

assets were included in the recoverable amount that formed the Confiscation Order 

issued for £690,000 at Preston Crown Court on 8 February 2005. The Court ordered 

that £400,000 of the money be repaid to the Law Society who had previously 

compensated the victims of the crime.  

Judge Russell ordered that the confiscation order should be satisfied forthwith or Mr 

Pressler will serve a period of three years in prison in default. Mr Pressler was jailed 

for five years on 27 August 2004 after pleading guilty to 36 counts of theft with a 

further 11 offences taken into consideration. The offences took place between 1994 

and 2001 and mainly involved thefts from estates of deceased persons that he was 

administering as senior partner at Darwen solicitors Hindle, Son and Cooper.  

- Money laundering and people trafficking - cash 

The Agency contended in its civil action that the respondents held assets that were 

acquired as a result of unlawful activity linked to money laundering and people 

trafficking.  

Convicted drug trafficker Curtis Warren on 6th October 2004 failed to convince the 

High Court in London that over £3.6 million belonged to him. Instead, the Assets 
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Recovery Agency (ARA) was granted its largest Civil Recovery Order to date and the 

money will ultimately be made available for funding crime reduction activities.  

In a complex case, two convicted drug traffickers each laid claim to the money but the 

Agency asserted that it belonged to a third. The money in this case was £2.2 million 

cash seized from Brian Charrington‟s Middlesbrough home in 1992 by HM Customs & 

Excise during an investigation into drug trafficking. The money was put into an interest-

bearing account and has since grown to £3,625,895.45. The Agency‟s case was that 

Mr Charrington was holding the cash to launder for Mario Halley.  

In the initial investigations, both Brian Charrington and Curtis Warren denied ownership 

of the cash or involvement in drug smuggling. Subsequently both claimed that the cash 

was theirs. In July, the High Court rejected Mr Charrington‟s claim that the money was 

profit from legitimate diamond dealing and that he was the lawful owner of the cash. 

Curtis Warren was given more time to substantiate his claim that the cash was his and 

represented the proceeds of a drugs importation of 500kg of cocaine in 1991 for which 

he was the mastermind albeit he had been acquitted at his trial.  

- Housing benefit fraud - property 

The Agency used its expertise to help the Anti Fraud Team at London Borough of 

Waltham Forest secure the order against Mrs Ivor Verona Brown.  

Assets Recovery Agency Financial Investigators have assisted the London Borough 

of Waltham Forest to confiscate £207,142.70 from a convicted housing benefit 

fraudster. On 16 November 2004 at Snaresbrook Crown Court, His Honour Judge 

Greenwood granted a Confiscation Order in the sum of £207,142.70 and ordered that 

£53,188.45 be paid back to the Borough as full compensation for fraudulent housing 

benefit claims.  

The Agency carried out a financial investigation and prepared the case that resulted 

in the Borough being compensated in full for the fraudulent claims and Mrs Brown 

being required to pay a Confiscation Order of £207,142.70 within 6 months or face 

another 3 years in prison with the money still being due at the end of the extended 

term. The amount of the Confiscation Order took account of the increase in the value 

of the property in Cann Hall Road, Leytonstone E11.  

- Counterfeiting videos – 

Assets Recovery Agency Financial Investigators were praised by a Crown Court 

judge when he made a Confiscation Order for £334,793.61. ARA used its expertise 

to help Waltham Forest Council‟s Trading Standards secure the order against a 

counterfeiter who was fined just £200. Failure to pay will result in a 5 year prison 

term.  

A detailed investigation into his financial affairs revealed significant financial benefits 

from crime and on 3 June 2004 at Snaresbrook Crown Court, His Honour Judge Platt 

granted a confiscation order of £334,793.61 and commended the ARA investigators 

for their diligence and professionalism in investigating a complex and difficult case.  



 85 

- Drugs – Property, land, vehicles and horses 

In its action in the High Court, the Agency contends that, while the majority of these 

assets were purchased and held in the name of Valerie Hook, the true owner is her 

son-in-law Patrick Fleming. The Agency also alleged that the assets had been 

bought and improved with the proceeds of Mr Fleming‟s illegal drug dealing. 

Assets include:  

 Large newly built five bedroom 2 storey house on an acre site  

 Substantial modern stabling for large numbers of horses.  

 An equestrian exercise arena.  

 A further 10 acres of land  

 Nissan Jeep.  

 Iveco Horsebox.  

 15 Horses.  

The Assets Recovery Agency has been granted a series of Orders in the Belfast 

High Court, including an Interim Receiving Order on 7th December 2004 resulting 

in the freezing of substantial assets estimated at £460,000 in the possession of 

Patrick Fleming and others.  

The Agency carried out searches of two premises, a five bedroom detached property 

and an apartment in the Coleraine area, under search and seizure warrants granted 

by the High Court in Belfast. A quantity of evidence and £36,000 in cash was seized.  

- Unlawful conduct (theft from Royal Mail), money laundering – property, bank 

accounts, investment portfolio. 

The Agency contends that the assets were acquired with the proceeds of unlawful 

conduct – cash thefts from Royal Mail and money laundering.  

Assets include:  

 98 Coniston Road, Fulwood, Preston, estimated value £150,000, estimated 

equity £58,000  

 64 Cooks Mead, Bushey, Watford estimated value £180,000, estimated equity 

£60,000  

 six bank accounts containing £366,801  

 premium bonds amounting to £8,800  

 portfolio of shares worth estimated £32,500  

Total value of assets frozen: £738,101 

After outstanding loans are taken into account the total value: £526,101  

The investigation into the Kananis‟ affairs was sparked by the theft of 17 special 

delivery packages containing £42,500 in cash from the Royal Mail sorting office in 

Preston in April 2003. Mr Kanani was identified as the only member of staff working 

at the times when each of the packages went missing, and after investigations, he 

was convicted of theft in November 2004, and sentenced to six months in prison.  
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The Agency believes that having identified the couple‟s legitimate income and re-

sources, primarily Mr Kanani‟s employment with Royal Mail, it would be impossible 

for either of them, singly or jointly, to personally fund the properties and investments 

uncovered from legitimate income. Therefore, it is believed that they have been 

acquired with the proceeds of unlawful conduct.  

An Interim Receiving Order was granted to the Agency on 3 March 2005.  

- Money laundering and drugs trafficking – property, bank accounts and cash 

The Agency contends in its civil action that six individuals and four companies hold 

assets that have been acquired as a result of unlawful activity linked to laundering 

the proceeds of drug trafficking.  

Assets include eight residential properties, bank accounts and cash and part share of 

another five properties. 

Total value of assets: £2.4 million  

In the High Court in London on 12th November 2004, Mr Justice Collins dismissed 

the respondents‟ claim that the Agency‟s action was an abuse of the Court‟s process. 

Jeffrey Massar failed on 6th April 2005 to get the High Court in London to dismiss the 

Asset Recovery Agency‟s action to recover assets that the Agency contends have 

been acquired as a result of laundering the proceeds of drug trafficking. Mr Justice 

Collins ordered that Mr Massar provide within twenty-eight days either a statement of 

truth or a sworn affidavit setting out his interest (if any) that he holds in the frozen 

assets and if he does not hold any interest in a particular property, his understanding 

of who else holds or may hold an interest in that property . 

A trial of the respondents for money laundering was stayed in March 2003 and the 

National Crime Squad then referred the case to the Agency for a civil recovery 

action. The respondents did not offer explanations to the High Court of how they had 

lawfully acquired substantial assets whilst earning only modest sums but instead 

unsuccessfully argued that this civil action was a continuation of the criminal 

proceedings and should not be allowed to continue. An Interim Receiving Order 

was granted by the High Court in London in May 2003.  

- Unlawful conduct, drug trafficking - property, bank accounts, vehicles and 

electrical goods. 

The Agency contends that property held by Andrew Pickering of Middlesbrough - 8 

houses, 2 vehicles and contents from his luxury home - has been obtained as a 

result of unlawful conduct linked to drug trafficking.  

The property involved includes:  

 Mr Pickering‟s luxury 4-bedroomed home  

 7 other residential properties  

 a £46,500 BMW M3 convertible  

 contents from his half million pound house including high-specification 

electrical goods  
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 3 bank accounts  

Total value: £648,000  

The High Court in London granted an Interim Receiving Order to The Agency on 28 

January 2005.  

Two cars registered in the name of Karen Berry, who is not implicated in criminality, 

were also been restrained.  

- Drug trafficking - property, cash, life assurance policy and electrical equipment. 

The Agency argued that Stephen Warnock had obtained his assets through a range 

of criminal activities, including drug trafficking on a significant scale and had become 

a major supplier of cannabis and ecstasy. 

Assets include:  

 The proceeds from the sale of 9 Cambourne Crescent, Newtownards;  

 An amount of cash totalling £40,965.46;  

 A life assurance policy; and  

 A home entertainment system.  

The Assets Recovery Agency was granted a Civil Recovery Order totalling some 

£200,000 on 8 March 2005 in the High Court in Belfast in respect of the estate of the 

late Stephen Warnock. 

Mr Justice Girvan stated in his judgement that he was entirely satisfied that Mr 

Warnock was pursuing a criminal lifestyle which generated significant sums of money 

obtained from illegitimate sources. The Agency‟s action in respect of property 

currently held by Mrs Warnock was adjourned and will be concluded at a later date.  

- Unlawful conduct – prostitution –property 

The Agency contends that financial assets held by Robert Lloyd Woodstock have 

been obtained as a result of unlawful conduct linked to living off immoral earnings.  

Estimated value of assets: nearly £35,000.  

The Assets Recovery Agency moved fast to freeze the assets of a Wolverhampton 

man to make sure that he didn‟t get rid of them before their investigations were 

complete. The High Court in London granted the Agency a Freezing Order in con-

nection with proceedings being brought under the Proceeds of Crime Act 2002.  

The Agency‟s case is that Mr Woodstock bought a £90,000 house in 2001 but did not 

fund his deposit of nearly £45,000 through lawful activity. He had been receiving Job 

Seekers Allowance between 1997 and 2000 and only began declaring a modest 

legitimate income between February 2001 and September 2002. In addition to this 

income there were regular cash deposits made into his bank account. He sold the 

house in July 2004 for £160,000 and the account that held the profit made from this 

sale has been frozen.  

The High Court in London granted the Freezing Order to the Agency on 10 February 

2005.  

 

http://www.assetsrecovery.gov.uk/CaseStudies/ARA%20v%20Warnock.doc
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Financing of Terrorism – case study 

A terrorist „banker‟ had established a number of bank and building society accounts 

using false names and address. Each account held sufficient funds to enable an 

active terrorist cell to have anonymous access to cash in order to establish a „normal‟ 

lifestyle within the community and fund their unlawful activities. Current money 

laundering legislation would make this type of operation to be more difficult because 

of the stricter requirements on identity when establishing a new account within a 

financial institution. 

 

 

5.4.  International jurisprudence 

 

 

Cour de Cassation de la Republique France Chambre commerciale 

28 avril 2004 

N° de pourvoi: 02-15054  

 Sur le moyen relevé d'office, après avertissement donné aux parties;  

 

Vu l'article L. 563-3 du Code monétaire et financier;  

Attendu que l'obligation de vigilance imposée aux organismes financiers en appli-

cation de l'article susvisé n'a pour seule finalité que la détection de transactions 

portant sur des sommes en provenance du trafic de stupéfiants ou d'activités 

criminelles organisées;  

qu'aux termes des articles L. 563-5 et L. 563-6 du même Code, la méconnaissance 

de l'obligation de l'examen particulier de certaines opérations importantes est sanc-

tionnée disciplinairement ou administrativement par l'autorité ayant pouvoir disci-

plinaire; que seuls le service institué à l'article L. 562-4 et l'autorité de contrôle 

peuvent obtenir communication des pièces qui se rattachent à ces opérations et que 

ces informations ne peuvent être recueillies à d'autres fins que celles prévues au titre 

de la lutte contre le blanchiment des capitaux; qu'il en résulte que la victime d'agisse-

ments frauduleux ne peut se prévaloir de l'inobservation d'obligations résultant de 

ces textes pour réclamer des dommages-intérêts à l'établissement financier;  

Attendu, selon l'arrêt attaqué, que la société M., titulaire d'un compte courant dans 

les livres du C.L. depuis plus d'une année, a remis, le 2 novembre 1998, un chèque 

bancaire d'un montant de 1 559 909 francs libellé à son ordre; que ce chèque était 

émis par la société "SAS 192 Charles de Gaulle" (la société SAS) par le débit de son 

compte à la banque P.; que le C.L. a crédité le compte de la société M. le 2 no-
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vembre en date de valeur; que le 16 novembre suivant, six chèques de banque ont 

été émis sur son ordre et inscrits au débit de son compte pour des montants impor-

tants; que le 25 novembre suivant, à l'occasion d'une opération qui a éveillé ses 

soupçons, il est apparu au C.L. que le chèque bancaire de 1 559 909 francs qui ne 

présentait aucune anomalie apparente avait fait l'objet d'un détournement lors de son 

envoi par la poste; que le C.L a alors bloqué les opérations de la société M. et a pu 

restituer une partie de la somme détournée à la société S.; que celle-ci a engagé une 

action en responsabilité contre le C.L., sur le fondement de l'obligation de vigilance 

prévue par la loi relative à la lutte contre le blanchiment de capitaux;  

Attendu que pour décider que le C.L. avait commis une faute et le condamner à 

payer la somme de 970 283,40 francs à la société S., l'arrêt relève que par appli-

cation de l'article L. 563-3 du Code monétaire et financier, toute opération supérieure 

à 1 000 000 francs et qui, sans entrer dans le champ de l'article L. 562-2 du même 

code, se présente dans des conditions inhabituelles de complexité et ne paraît pas 

avoir de justification économique ou d'objet licite, doit faire l'objet d'un examen parti-

culier de la part de l'organisme financier et retient que celui-ci s'est abstenu de 

l'effectuer;  

Attendu qu'en statuant ainsi, la cour d'appel a violé le texte susvisé;  

PAR CES MOTIFS et sans qu'il y ait lieu de statuer sur les griefs du pourvoi:  

CASSE ET ANNULE, dans toutes ses dispositions, l'arrêt rendu le 5 mars 2002, 

entre les parties, par la cour d'appel de Paris;  

remet, en conséquence, la cause et les parties dans l'état où elles se trouvaient 

avant ledit arrêt et, pour être fait droit, les renvoie devant la cour d'appel de Paris, 

autrement composée;  

Condamne la société S. aux dépens: 

 

 

Cour de Cassation de la Republique Francaise Assemblée plénière 

4 octobre 2002 

N° de pourvoi: 93-81533     

LA COUR DE CASSATION, siégeant en ASSEMBLEE PLENIERE, a rendu l'arrêt 

suivant:  

 

Attendu, selon l'arrêt attaqué (Lyon, 16 février 1993), que MM. Cheniti X..., Hassane 

X... et Kamal X... ont apporté leur concours à des opérations de placement, de 

dissimulation ou de conversion du produit d'un trafic de stupéfiants dont M. Mustapha 

Y..., fils de Cheniti et frère de Hassane et de Kamal, a été définitivement déclaré 

coupable;  

Attendu que les prévenus reprochent à la cour d'appel d'avoir retenu leur culpabilité 

du chef de blanchiment d'argent provenant d'un trafic de stupéfiants, alors, selon le 
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moyen, qu'elle n'a relevé aucun élément positif établissant la connaissance per-

sonnelle par les prévenus de la nature du trafic auquel se livrait M. Mustapha X... et 

qu'elle n'a pas démontré qu'ils savaient que les fonds, dont ils disposaient, pro-

venaient d'un tel trafic;  

Mais attendu que, pour retenir les prévenus dans les liens de la prévention, l'arrêt 

relève que les témoignages recueillis au cours de l'enquête et de l'information ainsi 

que certaines déclarations des prévenus démontrent que ceux-ci savaient que M. 

Mustapha X..., avec qui ils entretenaient d'étroites relations familiales et d'affaires, se 

livrait à un trafic de stupéfiants; que, pendant la période de ce trafic, les prévenus se 

sont trouvés en possession d'importantes sommes d'argent qu'ils ont, d'une part, 

utilisées pour acquérir des biens immobiliers et, d'autre part, déposées sur de 

nombreux comptes bancaires, ouverts, à leur demande, par des membres de leur 

famille; que le grand nombre de mouvements effectués sur ces comptes ne constitue 

qu'un montage destiné à rendre impossible toute investigation cohérente; que le 

patrimoine des prévenus est très supérieur aux revenus qu'ils déclarent avoir perçus 

à l'époque des faits et qu'il ne peut provenir des revenus tirés de leur activité 

professionnelle non déclarés à l'administration des Impôts; que ces éléments 

démontrent que les prévenus savaient que l'argent qu'ils plaçaient avait pour origine 

un trafic de stupéfiants;  

Qu'en l'état de ces constatations et énonciations, la cour d'appel a caractérisé en 

tous ses éléments, tant matériels qu'intentionnel, le délit de blanchiment du produit 

d'un trafic de stupéfiants dont elle a déclaré les prévenus coupables;  

D'où il suit que le moyen n'est pas fondé;  

PAR CES MOTIFS: 

REJETTE LE POURVOI. 

 

 

La Cour de droit public Suisse  

 

L‟ arrêt de la Ire Cour de droit public dans la cause Société E. contre 

Ministère public de la Confédération (recours de droit administratif) 

1A.86/2004 du 8 juin 2004 

 

Faits  

Le 17 septembre 2003, le Parquet général de la Fédération de Russie a remis aux 

autorités 

suisses une demande d'entraide établie le 15 aoűt 2003 par le juge d'instruction 

chargé des affaires de grande importance auprès du Parquet général.Fondée sur la 

Convention européenne d'entraide judiciaire en matière pénale conclue à Strasbourg 

le 20 avril 1959, la demande était présentée pour les besoins de la procédure pénale 
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ouverte contre le ressortissant russe G., des chefs d'escroquerie, d'abus de con-

fiance et d'insoumission à une décision 

judiciaire, commis dans le cadre d'un groupe organisé. En tant que dirigeant de la 

banque M., G. se serait, avec l'aide de P., approprié frauduleusement un lot d'actions 

du capital de lasociété A., au détriment de l'Etat, afin de prendre le contrôle de la so-

ciété. G. aurait refusé de se soumettre à l'injonction judiciaire de restituer le lot 

d'actions en question. Entre 1994 et 2002, il aurait organisé avec ses comparses la 

vente, par A. et des intermédiaires, de grandes quantités de concentré d'apatite aux 

sociétés suisses F. et O., à un prix inférieur à celui du marché F. et O. auraient 

revendu l'apatite à l'étranger, au prix du marché (de l'ordre de 40 à 78 USD par tonne 

métrique). Les autorités requérantes soupçonnaient que les fonds ainsi détournés 

avaient été blanchis en Suisse. La demande tendait à la remise de la documentation 

concernant F. et O., à l'audition de leurs dirigeants, à la saisie et à la remise de la 

documentation bancaire relative aux opérations décrites, ainsi qu'à la détermination 

du sort des fonds. 

Le 14 novembre 2003, le Parquet général de la Fédération de Russie a précisé 

qu'était aussi impliqué dans le blanchiment des fonds M.B, fondateur du groupe M. 

Celui-ci détenait la totalité du capital-actions de plusieurs sociétés mêlées à l'affaire, 

dont E. Il était signalé également que M.était titulaire de différents comptes ban-

caires, à Genève et Zurich. 

Selon le complément du 18 novembre 2003, M.B avait été inculpé, dans le même 

contexte de faits, pour escroquerie, abus de confiance, insoumission à une décision 

judiciaire, appropriation, soustraction d'impôt et faux dans les titres, commis dans le 

cadre d'un groupe organisé. 

M.B aurait dirigé l'opération consistant à mettre la main sur le capital de A., ainsi que 

les ventes à F. et O. Avec L., M.B aurait obtenu frauduleusement des subventions 

pour un montant total de 407'120'540.28 RUR. Pour le blanchiment des fonds pro-

venant des opérations délictueuses mises à la charge des prévenus, ceux-ci se se-

raient servis de sociétés dépendant de M, parmi lesquelles Z. Universal Ltd. La 

demande tendait à 

la saisie de la documentation relative à plusieurs comptes détenus par les différentes 

sociétés contrôlées par M et Z., dont E., ainsi que par les personnes physiques asso-

ciées aux affaires de M.B.  

Des actions civiles avaient été formées devant ce tribunal pour obtenir de M.B et 

consorts le paiement d'un montant total de 127'000'000'000 RUR, en relation avec 

l'appropriation des actions de A. A titre de garanties, le juge a ordonné la saisie des 

fonds déposés sur tous les 

comptes détenus par les prévenus et les sociétés impliquées, dont E., ainsi que par 

plusieurs tiers, auprès de divers établissements bancaires en Suisse. 
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Selon le complément du 19 mars 2004, Z. Aurait vendu à des sociétés qu'elle con-

trôlait du pétrole et des produits dérivés à des prix inférieurs à celui du marché. Les 

destinataires auraient revendu ces produits à leur véritable prix. Le butin, corres-

pondant à la différence de prix, aurait été blanchi en Suisse. Au complément était 

jointe une décision rendue le 18 mars 2004 par le juge du district de Basmany, 

ordonnant le séquestre de comptes ouverts en Suisse, pour les besoins de la 

procédure pénale en cours. Ce complément mentionne que E. aurait servi au 

blanchiment  du produit des délits mis à la charge de M.B et de ses comparses. 

Le 25 mars 2004, le Ministère public a rendu une décision d'entrée en matière 

ordonnant le séquestre d'un montant équivalent à 2'244'179'505.14 CHF déposé sur 

le compte no g ouvert au nom de E. auprès de la banque U. 

Le Tribunal fédéral a admis le recours de droit administratif formé par E. contre cette 

décision, et annulé celle-ci. 

 

Extrait des considérants:  

Lorsque la décision attaquée autorise la présence d'agents étrangers lors de 

l'exécution de la demande d'entraide (art. 80e let. b ch. 2 EIMP), l'intérêt à prendre en 

compte est lié à la protection du principe de spécialité et à la sauvegarde de la pro-

cédure d'entraide. Il s'agit d'éviter que l'autorité étrangère ne prenne connaissance 

d'informations ou de renseignements avant l'entrée en force de la décision de clôture, 

ou que ces informations ou renseignements ne parviennent à une autorité étrangère 

non autorisée ou conduisant une enquête pour les besoins de laquelle l'entraide ne 

peut être accordée. Lorsque la décision attaquée porte, comme en l'espèce, sur la 

saisie d'avoirs déposés sur un compte bancaire (art. 80e let. b ch. 1 EIMP), l'intérêt à 

prendre en compte est lié au respect du principe de la proportionnalité. Il s'agit d'éviter 

que le séquestre ne porte sur des fonds étrangers à l'objet de la demande ou hors de 

proportion avec celui-ci. En d'autres termes, l'autorité qui entre en matière sur la 

demande et, en exécution de celle-ci, ordonne un séquestre, doit vérifier que cette 

mesure de contrainte est réclamée par l'Etat requérant, qu'elle se trouve dans un 

rapport suffisamment étroit avec les faits exposés dans la demande et qu'elle n'est pas 

manifestement disproportionnée par rapport à l'objet de celle-ci.  

A l'instar de ce qui prévaut pour les mesures provisoires, le prononcé d'une décision 

incidente portant sur la saisie de fonds est possible même si, à ce stade de la 

procédure, toutes les conditions d'octroi de l'entraide ne sont pas encore remplies; 

une mesure de contrainte, telle qu'un séquestre, n'est refusée que si les prétentions 

de l'Etat requérant sont manifestement mal fondées. 

De la demande et de ses compléments, il ne ressort pas que la recourante aurait 

joué un rôle quelconque dans les opérations qui sont à l'origine de la demande - soit 

l'acquisition frauduleuse du capital-actions de A., ainsi que la vente d'engrais et de 

pétrole à des sociétés suisses dominées par M, à un prix trop bas. 
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Les autorités russes demandent la remise de la documentation relative au compte 

litigieux et la saisie des fonds déposés sur celui-ci, parce qu'elles soupçonnent la re-

courante, filiale du groupe M, d'avoir servi au blanchiment  du produit des infractions 

mises à la charge de M.B et consorts du produit des délits pour lesquels l'entraide 

est demandée Quant à l'Office fédéral, il émet l'avis que les dispositions de la 

Convention du 8 novembre 1990 relative au blanchiment  au dépistage, à la saisie et 

à la confiscation des produits du crime (CBl; RS 0.311.53) imposeraient le maintien 

du séquestre. Dans ses observations du 27 avril 2004, il fait valoir que selon l'art. 11 

par. 1 CBl, l'Etat requis est tenu de prendre les mesures provisoires qui s'imposent, 

notamment la saisie, pour prévenir toute opération, transfert ou aliénation re-

lativement à un bien qui pourrait faire l'objet par la suite d'une confiscation. Il convient 

de relever toutefois que les mesures au sens de l'art. 11 CBl sont exécutées selon le 

droit de l'Etat requis soit, en l'occurrence, les principes développés dans la juris-

prudence et rappelés ci-dessus. Au demeurant, la CBl n'a pas pour effet que des 

décisions de saisie, ordonnées dans l'Etat requérant à l'appui d'une demande d'en-

traide fondée sur cette Convention, s'appliqueraient en Suisse automatiquement et 

sans contrôle de la conformité au droit interne de la mesure réclamée. 

En vertu du principe de la proportionnalité qui s'applique à tous les stades de la pro-

cédure d'entraide, l'étendue du séquestre doit rester en rapport avec le produit de 

l'infraction poursuivie. Cette exigence résulte également de l'art. 27 par. 2 CBl, à 

teneur duquel lorsqu'une demande de mesures provisoires vise la saisie d'un bien 

qui pourrait faire l'objet d'une décision de confiscation consistant en l'obligation de 

payer une somme d'argent, cette demande doit aussi indiquer la somme maximale 

que l'on cherche à récupérer sur ce bien. 

La décision de saisie rendue le 12 mars 2004 par le juge du district de Basmany in-

dique que le dommage subi à raison des manoeuvres frauduleuses entourant l'acqui-

sition du capital de A. auraient causé un dommage de 283'142'000 USD. 

Dans le même contexte de fait, des plaignants auraient émis des prétentions civiles 

pour un montant total de 127'000'000'000 RUR, qui se rapproche du montant total 

des séquestres ordonnés en Suisse par le Ministère public, soit 6'200'000'000 CHF 

environ. La demande et ses compléments ne contiennent toutefois aucun élément 

permettant de déterminer, même de manière minimale, la cause, la nature et l'éten-

due d'un dommage aussi considérable, qui serait de nature à justifier le prononcé du 

séquestre contesté. 

Bien fondé à cet égard, le recours doit être admis et  la décision attaquée annulée. Il 

n'est pas exclu, de prime abord, que le Ministère public puisse prendre ultérieure-

ment une autre mesure de contrainte. Cela présupposerait toutefois que les incer-

titudes relatives à l'exposé des faits poursuivis soient dissipées. 
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EUROPEAN COURT OF HUMAN RIGHTS 

 

CASE OF BAKLANOV v. RUSSIA 

(Application no. 68443/01)    

JUDGMENT   

9 June 2005  

 

THE FACTS 

I.  THE CIRCUMSTANCES OF THE CASE 

1.  The applicant was born in 1957 and lives in Riga. 

2.  In 1997 he decided to move from Latvia to Russia. He negotiated a real estate 

deal with a Moscow-based agent. 

3.  On 20 March 1997 the applicant withdrew from his bank accounts 250,000 US 

dollars (“USD”) in cash and asked his acquaintance, B., to deliver the money to 

Moscow. 

4.  B. arrived in the Sheremetyevo-1 airport later the same day. He failed to 

declare the money at the customs checkpoint and was charged with smuggling. 

5.  On 13 September 2000, the Golovinskiy District Court of Moscow found B. 

guilty of smuggling under Article 188-1 of the Criminal Code and sentenced him to 

two years' suspended imprisonment. With regard to the money, the court said in the 

operative part of the judgment: 

“USD 250,000, deposited with the Sheremetyevo Customs Board, are to be 

forfeited to the Treasury as an object of smuggling.” 

6.  In his appeal against the judgment, B.'s lawyer submitted that the Golovinskiy 

District Court had failed to indicate any legal ground for the confiscation order. He 

argued that the money had been included in the case-file as evidence and that no 

relevant law provided for its confiscation. Moreover, lawfully obtained assets were to 

be returned to their owners. B.'s lawyer also claimed that Article 188-1 of the Criminal 

Code did not provide for such a sanction as confiscation. 

7.  On 25 October 2000, the Moscow City Court refused the appeal. With regard 

to the money, the court said: “USD 250,000, which was the object of the smuggling, 

was rightfully forfeited to the Treasury.” 

8.  On 1 July 2002 a Deputy President of the Supreme Court lodged an 

application for supervisory review against the judgments. He claimed that the 

smuggled money could only be confiscated if proven to have been acquired 

criminally. 

9.  On 18 July 2002 the Presidium of the Moscow City Court refused the 

application on the ground that a Ruling of the Plenary Supreme Court of the USSR 

issued in 1978 permitted the confiscation of smuggled goods which had been 

attached to case-files as exhibits. 



 95 

10.  On 15 August 2002 the Deputy President of the Supreme Court lodged 

another application for supervisory review claiming, among other things, that the 

Ruling of 1978 was inconsistent with later superseding legislation. However, on an 

unspecified date the Deputy President of the Supreme Court withdrew his 

application. 

THE LAW 

I.  ALLEGED VIOLATION OF ARTICLE 1 OF PROTOCOL NO. 1 

25.  The applicant complained under Article 1 of Protocol No. 1 to the Convention 

that the Golovinskiy District Court forfeited his, an innocent party's, money without 

any basis in law. Article 1 of Protocol No. 1 reads as follows: 

“Every natural or legal person is entitled to the peaceful enjoyment of his pos-

sessions. No one shall be deprived of his possessions except in the public interest 

and subject to the conditions provided for by law and by the general principles of 

international law. 

The preceding provisions shall not, however, in any way impair the right of a State to 

enforce such laws as it deems necessary to control the use of property in accordance 

with the general interest or to secure the payment of taxes or other contributions or 

penalties.” 

A.  Arguments of the parties 

1.  The Government 

In the proceedings on the merits, the Government submitted that the applicant's 

money was seized pursuant to the laws which made smuggling a criminal offence. 

The Government referred to the case of AGOSI v. the United Kingdom (judgment of 

24 October 1986, Series A no. 108) claiming that such laws may be regarded as a le-

gitimate control of the use of the property. The balance between the means em-

ployed by the State in exercising such control and the interests of the applicant was 

not upset. Furthermore, when handing the money over to B., the applicant knew per-

fectly well, or should have known, that moving large amounts of cash across the bor-

der was subject to special regulations. Hence, he was at least guilty of negligence. 

The Government referred to the case of the Russian Federation v. Petrenko 

(paragraph 22 above) claiming that the confiscation of smuggled items used as 

evidence in criminal proceedings is an established judicial practice. 

2.  The applicant 

The applicant accepted that forfeiture of smuggled items may be regarded as a 

control of the use of property. However, such a control must have a basis in law. 

Russian law in force at the time of B.'s offence and the forfeiture of the applicant's 

money did not provide for such a measure. Indeed, the judgment of the Golovinskiy 

District Court did not specify on what legal basis the money was to be confiscated. 

Under Article 86 of the CCRP, criminally acquired money and other assets must be 

forfeited; other items must be returned to their lawful owners. The court did not find 
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that the money had been criminally acquired. Hence, it should have been considered 

as “other items” and returned to the applicant, its lawful owner. 

The applicant claimed that the Government's reference to the Ruling of the Supreme 

Court was misplaced. According to him, Soviet criminal laws in force in 1978 did 

provide for the forfeiture of smuggled items. However, Russian criminal laws in force 

at the time of B.'s offence contained no such provision. Furthermore, the Plenary 

Supreme Court is not a law-making body. It may only clarify existing laws without 

distorting their substantive meaning. Therefore, the Ruling of the Supreme Court may 

not be considered as grounds for the forfeiture. 

The applicant argued, lastly, that the civil legislation, namely Article 243 of the CivC, 

only permits confiscation as punishment for a crime. Since B.'s offence of smuggling 

could not, pursuant to Article 188-1 of the CrC, be punished by confiscation, this 

measure was unlawful. 

B.   The Court's assessment 

The first and most important requirement of Article 1 of Protocol No. 1 is that any 

interference by a public authority with the peaceful enjoyment of possessions should 

be lawful: the second sentence of the first paragraph authorises a deprivation of pos-

sessions only “subject to the conditions provided for by law” and the second 

paragraph recognises that the States have the right to control the use of property by 

enforcing “laws”. It follows that the issue of whether a fair balance has been struck 

between the demands of the general interest of the community and the requirements 

of the protection of the individual's fundamental rights becomes relevant only once it 

has been established that the interference in question satisfied the requirement of 

lawfulness and was not arbitrary  

This concept requires firstly that the impugned measures should have a basis in 

domestic law. It also refers to the quality of the law in question, requiring that it be 

accessible to the persons concerned, precise, and foreseeable. 

In assessing the requirement of lawfulness in the present case the Court recalls that 

Article 169-1 of the Criminal Code of 1960, as in force until 31 December 1996, 

clearly provided for the “forfeiture of the goods and other items carried across the 

border...” Likewise Article 279 of the Customs Code of 1993 provided for the pos-

sibility of forfeiting goods carried across the border in circumstances which cannot be 

classified as smuggling. In addition the Plenary of the Supreme Court had in its 

Ruling of 1978 clarified that in accordance with the legislation in force, smuggled 

items presented as exhibits must be forfeited. 

However, the Court recalls that with the entry into force of the Criminal Code of 1996 

the confiscation of forfeited goods is no longer provided for in the Code itself. It is not 

for the Court to speculate in the legislator's intentions when redrafting the Criminal 

Code, but Article 188-1 of the Criminal Code, which was the basis for the conviction 
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of B. in the present case, would not appear to be able to serve as the legal basis for 

the forfeiture of the applicant's money. 

As regards the provisions of the Code of Criminal Procedure of 1960 of relevance to 

the present case (see § 20 above) the Court recalls that instruments of the crime 

which belong to the defendant (Article 86 § 1) and criminally acquired money and 

other assets shall be forfeited whereas other items shall be returned to their lawful 

owner (Article 86 § 4). It has not been argued, nor is there any evidence to that 

effect, that the applicant's money was “criminally acquired” and it does not appear 

that the national courts relied thereon when deciding to forfeit the sum in question. 

Thus, it remains unclear what legal basis served as the basis therefore other than a 

Ruling of the Supreme Court which, however, appears to relate to legislation no 

longer in force. 

The Court accepts that its power to review compliance with domestic law is limited as 

it is in the first place for the national authorities to interpret and apply that law. 

However, having regard to the national courts' lack of reference to any legal provision 

as a basis for the forfeiture of an important sum of money and to the apparent incon-

sistencies of case-law compared to the national legislation, the Court considers that 

the law in question was not formulated with such precision as to enable the applicant 

to foresee, to a degree that is reasonable in the circumstances, the consequences of 

his actions. It follows that the interference with the applicant's property cannot be 

considered lawful within the meaning of Article 1 of Protocol No. 1 to the Convention. 

This conclusion makes it unnecessary to ascertain whether a fair balance has been 

struck between the demands of the general interest of the community and the 

requirements of the protection of the individual's fundamental rights. 

There has, accordingly, been a breach of Article 1 of Protocol No. 1. 

 

FOR THESE REASONS, THE COURT 

1.  Holds that there has been a violation of Article 1 of Protocol no. 1 to the Con-

vention;  

2.  Holds  

(a)  that the respondent State is to pay the applicant EUR 3,000 in respect of non-

pecuniary damage; 

3.  Dismisses the remainder of the applicant's claims for just satisfaction. 

 

DISSENTING OPINION OF JUDGE KOVLER  

I cannot agree with the conclusion of the majority of the Chamber that there has been 

a violation of Article 1 of Protocol No. 1 on the ground that the interference (the 

forfeiture order) was not “lawful”. 

The Court recalled on many occasions the importance of a legal basis for interfe-

rences with the rights guaranteed by the Convention. Only without a basis in the do-
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mestic law the interference will not comply with the basic requirements of “law-

fulness” and the question of its justification will not arise. 

As regards the present case, I would note that the penalty for the substantive offence 

of a non-declaration of goods under Article 279 of the Customs Code of 1993 as in 

force at the material time made clear provision for the forfeiture of goods concealed 

from customs control. The problem of the Court seems to be that the articles of the 

Criminal Code of 1996 concerning smuggling, as opposite to the Article 169-1 of the 

Criminal Code of the RSFSR of 1960, do not contain such a provision. At the same 

time Article 86-4 of the CCrP provided for the forfeiture of the criminally acquired 

exhibits. 

However, the Court's competence to review compliance with domestic law is limited. 

It is in the first place for the national authorities to interpret and apply this law. 

I agree with the Court's opinion that the above mentioned provisions of the national 

law left a certain ambiguity as to the destiny of smuggled money in cases similar to 

the applicant's. Under such circumstances it was only appropriate for the Supreme 

Court to give its own interpretation of the law by issuing the Ruling of 2 February 

1978, since the Supreme Court may interpret statutes to fill legal lacunas and such 

interpretation should be considered as “law”. As to the decision of the Presidium of 

the Supreme Court of 10 June 1998 in the Petrenko case cited in § 23, the convicted 

person himself had recourse to domestic remedies available to him under the 

national law, which is not the case of Mr. Baklanov. The applicant failed to exhaust 

the domestic remedies available to him and did not appeal against the trial court 

judgment. 

As to the comments that the smuggled items could only be confiscated if proven to 

have been criminally acquired, I am satisfied that the Judgment cites the Decision 

(Opredelenije) of the Constitutional Court of the Russian Federation of 8 July 2004 

where money smuggling is qualified as a criminal offence in the light of the Council 

of Europe Convention on Laundering, Search, Seizure and Confiscation of the 

Proceeds from Crime (8 November 1990) and of the UN Convention against 

Transnational Organised Crime (15 November 2000). According to the Article 1 of 

the CE Conventions the term “confiscation” means not only punishment, but also “a 

measure ordered by a court following proceedings in relation to a criminal offence or 

criminal offences resulting in the final deprivation of property”. Article 12 of the UN 

Convention recognises “the possibility of confiscation of proceeds from crimes, as 

well as of property, equipment or other means used or intended for use in committing 

crimes”. 

Taking into account both national and international aspects of the case I have 

decided not to join the majority of the Chamber in its reasoning. 
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COUR DE CASSATION BELGIQUE, SECTION FRANCAISE, 2E CHAMBRE 

Numéro: JC041E1_1    

Date: 2004-01-14 

 

Sommaire  

La notion de peine implique un mal infligé à titre de sanction d'un acte que la loi 

défend; la confiscation circonscrite aux fonds ayant fait l'objet du délit de blanchiment 

n'emporte aucune atteinte au patrimoine du condamné qui s'est borné à les gérer 

pour le compte d'un tiers avant de les lui remettre, de sorte que, à l'égard de ce 

condamné, ladite confiscation ne saurait avoir la nature d'une peine  

 

LE PROCUREUR GENERAL PRES LA COUR D'APPEL DE BRUXELLES,       

demandeur en cassation,       

contre       

1. d. P. O., G., C., M., prévenu, détenu,       

2. R. M., L., prévenue,       

3. R. B. A. L., prévenue.  

 

Le demandeur présente  les décisions et motifs critiques.      

a) Premier motif critique: Les juges d'appel, après avoir confirmé les condamnations 

prononcées à charge des trois prévenus du chef des préventions de blanchiment de 

capitaux, en qualité d'auteurs ou de coauteurs, prononcent ensuite, à titre de 

"mesure" et non de peine, la confiscation spéciale des sommes d'argent formant 

l'objet de ces infractions en application des articles 42, 1°, et 505, alinéa 3, du Code 

pénal "en quelque main et en n'importe quel endroit oů elles se trouvent ac-

tuellement". Le demandeur a souglinie que la confiscation spéciale de l'objet de l'in-

fraction au sens de l'article 42, 1°, du Code pénal est une peine, prévue par l'article 

505, alinéa 3, du même Code et qui, partant, revêt un caractère personnel, de sorte 

que, en ordonnant la confiscation spéciale de l'objet de l'infraction de blanchiment 

sans identifier les prévenus auxquels ils l'appliquent, les juges d'appel mécon-

naissent le principe général du droit de la personnalité des peines. 

Aussi, l'article 505, alinéa 3, du Code pénal dispose que la confiscation spéciale qu'il 

prévoit ne peut porter préjudice aux tiers sur les biens susceptibles d'en faire l'objet, 

de sorte que, en ordonnant la confiscation des sommes d'argent constituant l'objet 

des infractions de blanchiment en quelque main et en n'importe quel endroit oů elles 

se trouvent actuellement", l'arrêt attaqué porte préjudice aux droits des tiers qui 

seraient de bonne foi et qui se trouveraient actuellement en possession des sommes 

d'argent ainsi confisquées et, partant, viole l'article 505, alinéa 3, du Code pénal. 

b) Le deuxieme motif critique: Après avoir dit pour droit que les trois prévenus sont 

coupables des infractions de blanchiment, les juges d'appel refusent néanmoins de 
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leur faire application de la confiscation spéciale prévue par l'article 505, alinéa 3, du 

Code pénal, considérant que la suppression, dans le chef du blanchisseur, de la con-

dition de propriété de l'objet de l'infraction a pour but d'atteindre uniquement l'auteur 

de l'infraction qui est à l'origine des avantages illicites, et que, dès lors qu'il est 

constant que les avoirs blanchis ne se retrouvent plus dans le patrimoine des con-

damnés, il ne peut être question de prononcer à leur égard une mesure de confis-

cation par équivalent au sens de l'article 43bis, alinéa 2, du Code pénal, au seul motif 

que l'objet de l'infraction porte sur des biens fongibles.   

Le demandeur affirme que la peine de confiscation spéciale prévue par l'alinéa 3 de 

l'article 505 du Code pénal s'applique aussi aux comportements délictueux visés aux 

1° et 2° de l'alinéa 1er de cette disposition, dont les auteurs ne peuvent, aux termes de 

l'alinéa 2 du même article, être par ailleurs également auteur, coauteur ou complice de 

l'infraction d'oů proviennent les choses visées à l'article 42, 3°, en sorte que, en partant 

du principe que la confiscation spéciale prévue à l'article 505, alinéa 3, du Code pénal 

ne doit atteindre que l'auteur de l'infraction d'oů proviennent les choses visées à 

l'article 42, 3°, les juges d'appel excluent ainsi l'application obligatoire de cette peine 

aux prévenus dont ils reconnaissent cependant la culpabilité au regard notamment de 

l'article 505, alinéa 1er, 2°, et violent ainsi les dispositions visées au moyen. 

Aussi, la peine de confiscation spéciale de l'objet de l'infraction de blanchiment visée 

par l'article 505, alinéa 3, est de droit même si le condamné n'en est pas propriétaire, 

sans qu'importe que les choses formant l'objet de cette infraction sont retrouvées 

dans son patrimoine, et alors même qu'il n'en aurait personnellement retiré aucun 

avantage patrimonial, de sorte que, en subordonnant l'application de la confiscation 

spéciale visée à l'article 505, alinéa 3, du Code pénal à la constatation de la pré-

sence de l'objet de l'infraction de blanchiment dans le patrimoine des condamnés, les 

juges d'appel ajoutent une condition que cette disposition ne prévoit pas, et partant la 

violent. Lorsque l'objet de l'infraction est constitué de choses fongibles, telles des 

sommes d'argent, sa confiscation obligatoire prononcée en application de l'article 

505, alinéa 3, du Code pénal s'exécute, en vertu de cette même disposition, sur la 

somme d'argent sur laquelle le délit de blanchiment a physiquement porté ou sur une 

somme d'argent équivalente, de sorte que, en refusant, d'une part, de prononcer la 

confiscation spéciale prévue par l'article 505, alinéa 3, du Code pénal aux sommes 

d'argent formant l'objet de l'infraction de blanchiment, dont les juges d'appel con-

statent qu'elles ne sont plus retrouvées dans le patrimoine des condamnés, et d'autre 

part, en partant du principe qu'en ordonner la confiscation dans cette circonstance 

reviendrait nécessairement à leur faire application de l'article 43bis, alinéa 2, du 

Code pénal, les juges d'appel méconnaissent la portée respective de ces deux dispo-

sitions et ne motivent pas légalement leur décision. 
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La décision de la Cour 

Attendu que la notion de peine implique un mal infligé à titre de sanction d'un acte 

que la loi défend;  

Attendu que la confiscation circonscrite aux fonds ayant fait l'objet du délit de blan-

chiment n'emporte aucune atteinte au patrimoine du condamné qui s'est borné à les 

gérer pour le compte d'un tiers avant de les lui remettre, de sorte que, à l'égard de ce 

condamné, ladite confiscation ne saurait avoir la nature d'une peine; 

Attendu qu'en vertu de l'article 505, alinéa 3, du Code pénal, l'objet du délit de blan-

chiment sera confisqué même si la propriété n'en appartient pas au condamné; que 

la disposition suivant laquelle cette confiscation ne peut porter préjudice aux droits 

des tiers tend uniquement à réserver les droits que ceux-ci pourront faire valoir sur la 

chose en vertu de leur possession légitime mais n'interdit pas au juge, sauf l'exercice 

de ces droits, de confisquer l'objet du délit là oů il se trouve;    

Attendu que le demandeur soutient en substance que les sommes d'argent consti-

tuant l'objet du délit de blanchiment doivent, dans tous les cas, être confisquées à 

charge du condamné en manière telle que, s'il n'en a plus la possession, la confis-

cation sera néanmoins prononcée à sa charge pour être, s'il y a lieu, exécutée sur 

son patrimoine à concurrence d'un montant équivalent;  

Mais attendu que, s'il impose au juge la confiscation de l'objet du délit de blanchiment, 

l'article 505, alinéa 3, du Code pénal ne lui prescrit pas de confisquer cet objet à charge 

de chacune des personnes qui l'auront successivement possédé, gardé ou géré;    

 

LA  COUR   

Rejette le pourvoi. 
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1.1. ANTI MONEY LAUNDERING LEGISLATION COMPARATIVE STUDY 

 

       

       INTRODUCTION 

 

This study provides an in-depth comparative survey of E.U. and Romanian 

responses to the problems of money laundering. Issue includes a short history of 

E.U. legislation to fight financial crimes and money laundering, including the  III anti 

money laundering directive. 

The analysis follows investigating  Romanian primary and secondary legislation 

related with money laundering and terrorism phenomenon, and concludes verifying 

the compliance by the  Romanian legislation in the anti money laundering field with 

the current E.U. directives. 

  

       E.U. LEGISLATION IN THE ANTI MONEY LAUNDERING FIELD 

The fight against money laundering is integral to efforts to create a zone of freedom, 

safety and justice.  Estimating that money laundering is at the heart of organized 

crime, the Heads of States and Governments, expressed in the conclusions of the 

European Council of „Tampere‟, their will to eradicate it wherever it exists.  It is high 

on their list of priorities. There is a series of measures designed to combat this 

phenomenon and, in particular, the principle of mutual recognition of penal decisions 

taken - by freezing any assets that are the proceeds of a crime.  The fight to counter 

money laundering has been the object of detailed attention since the attacks of 

September 11, 2001; such operations often being run by terrorist organizations. 

Thus, the Union included the fight against money laundering in their strategy for 

combating international terrorism and in particular, in the “Action plan of the 

European Union in the fight against terrorism”.  

During the meeting of December 4, 2001, the European parliament adopted a new 

directive (directive 2001/97/CE) modifying the directive of June 10, 1991 (directive 

92/308/CEE).  The member states of the European Union had until June 15, 2003 to 

bring into force the legislation, regulations and administrative provisions necessary to 

conform to this new directive.  Therefore all member states of the European Union 

have now adopted this law.  Of course, other countries have adopted a similar law to 

that of the European Union, or adapted their own existing laws.  

It is important that the member states and candidate countries extend, in accordance 

with the intention of their legislation, the effects of this directive to the proceeds of 

such transactions that are susceptible to give rise to money laundering activities and 

which could therefore be justifiably suppressed. The money laundering ban con-

tained in the legislation of the member states, supported by appropriate measures 
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and sanctions, constitutes a necessary condition in the fight against this pheno-

menon. To prevent money launderers from benefiting from anonymity to continue 

their criminal activities, it is necessary to ensure that the credit and financial ins-

titutions require the identification of their customers when concluding business ties 

and carrying out transactions exceeding certain thresholds; a requirement that should 

be as extensive as possible, to include the company executives.  

The first  EU directive focusing on anti money laundering was issued in June 1991. 

The scope of the first directive was limited to the proceeds of drug related offences 

and covered exclusively the financial sector. Pursuant to the second Directive 

adopted in December 2001, the scope of the E.U. legislation in anti money laun-

dering field was broadened as to include not only the financial sector, but also liberal 

professions such as accountants, lawyers and notaries public, who became also 

bound by the obligations related to customer identification, record keeping and 

reporting of suspicious transactions. 

The principal changes between the directive of 1991 and that of 2001 are as follows: 

 In 1991 the directive mainly stated that “the member states must ensure that 

credit institutions and financial institutions require the identification of their 

customers”, “the member states ensure that credit institutions and financial 

institutions, including the directors and employees of these institutions, co-

operate fully with the authorities responsible for fighting against money 

laundering, by informing them on their own initiative …”, “…by informing them 

upon demand …”, “the member states ensure that credit institutions and financial 

institutions do not execute any transaction that they know or suspect to be, 

related to money laundering, before having informed the authorities …”  

 The new directive states that “the member state ensures that the obligations 

envisaged by the present directive are imposed on credit institutions, financial 

institutions, including their auditors, external auditors and tax advisers; real estate 

agents; notary and other members of independent legal professions when they 

assist their clients in the preparation or the realization of transactions relating to 

buying or selling real goods or commercial companies, the management of funds, 

titles or other activities, opening or the management of bank accounts etc.; 

including merchants of articles of great value such as precious stones and 

metals, works of art and appraisals; casinos; insolvency practitioners, auditors 

and accounts (including unqualified)”.  “The member states ensure that the esta-

blishments and the people concerned with this directive require the identification 

of their customers and the establishment of probative documentation when 

forming business relationships”. “The obligation of identification is also valid for 

any transaction whose value is equal to or exceeds 15,000 Euros, whether it is 

carried out in one or several operations where a lien seems to exist” – for casinos 

this amount is reduced to 1,000. - Euros. 
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The European Commission, on 7
th
 of June, 2005, has welcomed the definitive 

adoption by the Council of Economic and Finance Ministers of the Third Directive on 

the prevention of the use of the financial system for the purposes of money 

laundering or terrorist financing. The Directive applies to the financial and other key 

services sectors and also covers all providers of goods, when payments are made in 

cash in excess of €15.000. Those subject to the Directive must cooperate in the fight 

against money laundering by taking various measures to establish customers‟ 

identities, report suspicions and set up preventive systems within their organisations. 

The Commission proposed the Directive on 30 June 2004 and it was approved by the 

European Parliament in May 2005 in a form to which the Council has now agreed, 

without the need for a second reading by either the Parliament or the Council. 

It‟s important  to underline that close cooperation between the European Parliament, 

the Council and the Commission has enabled the swift adoption of this crucial 

Directive which will boost the fight against terrorist financing and organised crime as 

well as preventing damage to the stability and reputation of the financial sector and 

the single market.  

The Third Anti-Money Laundering Directive builds on existing EU legislation and 

incorporates into EU law the June 2003 revision of the Forty Recommendations of 

the Financial Action Task Force (FATF), the international standard setter in the fight 

against money laundering and terrorist financing. 

The Directive is applicable to the financial sector as well as lawyers, notaries, 

accountants, real estate agents, casinos, trust and company service providers. Its 

scope also encompasses all providers of goods, when payments are made in cash in 

excess of €15.000. Those subject to the Directive need to: 

 identify and verify the identity of their customer and of its beneficial owner, and 

to monitor their business relationship with the customer;  

 report suspicions of money laundering or terrorist financing to the public 

authorities -usually, the national financial intelligence unit; and  

 take supporting measures, such as ensuring a proper training of the personnel 

and the establishment of appropriate internal preventive policies and procedures. 

The Directive introduces additional requirements and safeguards for situations of 

higher risk (e.g. trading with correspondent banks situated outside the EU). 

For the sake of clarity, the existing 1991 Directive, as amended in 2001, will be 

repealed and replaced by this Directive, upon its effective entry into force. 

Member States have agreed to implement the Directive within two years after its 

publication in the European Union‟s Official Journal, which will take place towards the 

end of 2005. 



 106 

      BRIEF OVERVIEW OF THE ROMANIAN LEGISLATION IN THE FIELD OF 

ANTI MONEY LAUNDERING  

The Romanian Government has enacted over the past few years a series of 

important legal instruments governing the field of anti money laundering prevention 

and control. 

The main piece of legislation in the field is Law no. 656/2002 for prevention and 

sanctioning money laundry activities (published in the Official Gazette no. 904 of 

12 December 2002), which has been drafted with the purpose of fully reflecting  the 

current EU legislation in the field. The law provides for a special procedure to be 

followed by entities having reporting obligations and which acknowledge potential 

suspicious transactions occurring in their “jurisdiction”. Practically, the main measure 

which can be taken in order to prevent the money laundering activities from giving 

rise to negative effects is the suspension of the operation. 

The reporting entities include banks, financial institutions, credit institutions, 

insurance companies, casinos, tourism agencies, notaries, lawyers, accountants 

(with the observance of their professional secret obligation), entities involved in 

privatization procedures, postal offices, carriers, real estate agents, the state 

treasury, foreign exchange entities. 

The law also provides that any operation involving over EUR 10,000 should be re-

ported to the National Office for Prevention and Control of Money Laundry 

(NOPCML). Also, any  transaction which does not exceed this amount but which 

seems suspicious must be notified to the NOPCML. 

At its turn, the NOPCML shall serve to collect and process the information related to 

such transactions and should ML activities be apparent, then it shall immediately 

notify the GPO. 

The main rule to be followed by the reporting entities is the identification of the client 

for which a financial/banking activity or other activities are carried out. 

Each reporting entity will appoint a representative to deal with these reporting 

requirements to the NOPCML and whose appointment should be notified to 

NOPCML. Such employees should immediately report in writing any suspicious tran-

saction. They should also benefit of training programs organized by NOPCML in 

order to increase their professionalism and capacity to spot suspicious operations 

and promptly react thereto. 

As regards the confidentiality issue, the law provides that in case of money 

laundering crimes and terrorism crimes, the banking secret and the professional 

secret may not be opposed to criminal investigation authorities or the Court.   

The law also provides the set up and operation of the NOPCML and establishes the 

criminal penalties applicable for committing money laundering activities. 

Given the rapid changes in the legislation at the EU level, the Romanian main 

regulations in the AML field, as briefly described above, have recently undergone a 
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process of adaptation, which is reflected by the new amendment to Law no. 

656/2002( Law no.230/2005). 

These amendments are intended to insure an accurate transposition in the domestic 
legislation of the provisions of EU Directive no. 2001/97/EC of the European Par-
liament and of the European Council, dated 4 December 2001, amending the 
Council‟s Directive no. 91/308/EEC on preventing the use of the financial system for 
money laundering. GAFI 40 Recommendations and GAFI Special 8 Recom-
mendations relating to the financing of terrorism have been also reflected by the 
proposed law. 
Basically, the new amendments are aimed at combining the concepts of money 
laundering and financing of terrorism, which would thus be subject to a unified 
prevention and control strategy. 
As regards the reporting entities, the legislator proposed an extension of the 
obligation to report suspicious transactions to more entities than currently provided. 
The NOPCML has also been confirmed the role of disseminating information 
regarding suspicious transactions to reporting authorities, thus creating a feed back 
mechanism with such entities. 
Also, an important step was the clarification of the issue related to the professional 
secret of lawyers or other consultants, who shall not be bound to breach their 
confidentiality covenants unless in specific and restricted cases, as per the 
2001/97/EC Directive. 
As regards the procedural methods of fighting money laundering activities, it is worth 
noting that the new law contains several efficient methods of preventing such crimes, 
sanctioning the offenders and depriving them of their crimes‟ proceeds ( special 
confiscation, attachment, surveying banking accounts, using under cover agents 
etc.).  
Please note that throughout the present study, we shall be referring to Law 656 in its 
new drafting. . 

Also relevant for the AML field is Law no. 39/2003 for preventing and fighting 

organized crime (published in the Official Gazette no.  50 of  29 January 2003 ). 

This law provides as measures intended to prevent and control this phenomenon: 

 the issuance by the Government of an yearly National Action Plan to prevent 

and fight organized crime 

 continuous research by the Ministry of the Interior, the Ministry of Justice and 

the Public Ministry in order to identify the grounds and conditions which favor 

organized crime 

 creating a data base at the level of the Ministry of the Interior with regard to 

organized crime, periodic monitoring and assessment of the latest develop-

ments in the field of organized crime 

 setting up specialized departments by the Ministry of the Interior for preventing 

and fighting organized crime. 

As regards the sensitive issue of the banking secret and professional secret, Law no. 

39 provides a different approach to this matter, namely it specifically stipulates that 

banking secret or professional secret except for the lawyers’ professional secret, 
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may not be opposable to prosecutors or the Court following the commencement of an 

official investigation. This provision is partially contradictory to that contained in the 

provisions of Law 656 quoted above, thus leaving room for misinterpretation. 

Specific tools are available to the prosecutors in order to gather evidence and identify 

the offenders, among which the most relevant are supervising bank accounts, com-

munication systems, getting access to informational systems of the suspected 

criminals.  

An important element is construed to be international cooperation aimed at fighting 

transnational organized crime. 

The punishment of money laundering crimes committed by public officers and alike 

have been similarly regulated by Law no. 78/2000 for preventing and sanctioning 

corruption crimes. This Law makes specific reference to the money laundering cri-

mes and provides a more severe criminal punishment for offenders which belong to 

the public office sphere and also contains relevant regulations related to Money 

Laundering involving European Community funds. 

In order to enforce Law 656 and Law 39, certain secondary regulations have been 

issued over the last two years. 

Exempli gratia, we must note the issuance by the Ministry of Finance of Order no. 

199/ 2003 for approving the Instructions for preventing and fighting money 

laundering through the State’s Treasuries (Official Gazette no. 143 of  5 March 

2003). These instructions which address solely to State Treasuries are relevant and 

worth noting especially since: 

 they specifically provide what type of operations fall under the reporting 

obligations, thus making it clearer for the reporting entities on what to focus 

and what to report; 

 they establish the reporting competence and assign AML reporting tasks 

within the Ministry‟s subordinated departments 

 they provide more detailed information on what the identification of clients 

should consist of; 

 they contain the procedural steps which need to be taken by the reporting 

entities when encountering a suspicious transaction; the time frame of re-

porting  requirements depending on the specific transaction and its possible 

outcome, should an immediate intervention not be advisable. 

The addressee of such regulations are not only state treasuries, but also banks, who 

are the major reporters of ML activities. For this purpose, the National Bank of 

Romania issued Norms nr. 3/2002 regarding the standards of knowing the bank‟s 

clientele (Official Gazette no. 154 of 4 March 2002).  

One of the most significant covenant by which banks are bound pursuant to Norms 

no. 3 is the obligation to draft a specific program of getting to know the clientele, 
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which should be adapted to the potential risks of several categories of clients and 

which would fit with the nature, complexity and range of its banking activities. 

Such programs should contain a client acceptance policy, procedures aimed at 

identifying the client and placing him in the right clientele category, monitoring of the 

operations carried out through bank accounts in order to detect suspicious 

transactions, modalities to approach such transactions which have impact in other 

jurisdictions where AML regulations are not appropriate, procedures and verification 

systems of the programs‟ implementation, staff training programs. 

The NOPCML also considered it necessary to formalize the reports to be filled in by 

the entities subject to the AML reporting obligations and thus issued Decision no.657/ 

2002 (Official Gazette no. 2 of  7 January 2003), which provides a mandatory format 

of such reports. Also, in the same sense of establishing formats for ease of fulfilling 

the reporting obligations and alike, the NOPCML has  issued Order no. 28/ 2005 for 

approving the format of the “Finding report of sanctioning contravention” (Official 

Gazette no.  151 of  21 February 2005). 

Of significant relevance are also the provisions of Instructions no. 9/1999 for pre-

venting and fighting money laundry (Official Gazette no. 29 of 26 January 2000). 

Even though issued under the old Law no. 21/1999 on preventing and controlling 

money laundry, these instructions which basically regard the capital market tran-

sactions are still in force; more recently, the National Securities Commission also 

approved Order no.  9/2005 regarding the approval of Instructions no. 4/2005 on the 

prevention of financing of terrorism (Official Gazette no. 244 of  23 March 2005).  

The need to insure a full compliance of the rules related to capital market tran-

sactions with the “acquis communautaire” in the anti money laundering field has 

determined the National Securities Commission to further issue specific regulations 

in line with EU requirements.  

It is thus worth noting that a new proposal reflecting the National Securities Commis-

sion‟s role in the fight against money laundering is currently under review and may be 

soon enforced. Practically, these proposed regulations shall recognize the National 

Securities Commission as a key element in fighting money laundering, since it is 

thereby vested with full authority to control and monitor the activities of the insti-

tutions under its supervisions, as regards the AML activities. The National Securities 

Commission shall thus insure that the supervised entities (such as investment funds, 

deposit companies, mergers and acquisitions consultants, companies which offer 

financial investment services etc.) fully observe the requirements related to the 

identification, verification and registration of clients and transactions, reporting 

suspicious transactions and cash transactions. The Commission shall also have to 

verify whether such entities have implemented procedures which would allow them to 

have a rapid and efficient flow of information and whether they have carried out AML 

training programs for their staff. 
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Apart from these regulations which are directly connected to the main Law in this 

field, the Government and its subordinated institutions have also issued a series of 

normative instruments which have an impact on the activities to control and prevent 

money laundering activities, namely: 

 provisions related to electronic transactions and measures to combat pos-

sible fraud through electronic payment means have been enacted (Regu-

lation no. 4/2002 regarding the transactions concluded through electronic 

payment means and the relations between the participants to such 

transactions  -Official Gazette no. 503 of 12 July 2002); 

 the National Anti Drug Agency has been established as a significant  

authority involved in anti money laundering activities, whose operation falls 

under the provisions of the Government Decision no. 1489/2002 (Official 

Gazette no. 956 of 27 December 2002). Its main role is to draft, monitor, 

approve and coordinate national programs for fighting the manufacturing and 

illegal traffic of drugs and money laundering resulting from these activities;   

 a special unit within the Public Ministry – the Department for Investigating Or-

ganized Crime and Terrorism – set up through Law no. 58/2004 (Official Ga-

zette no. 1089 of 23 November 2004) was also vested with authority to 

investigate money laundering crimes; 

 the money laundering crimes are not only punished by imprisonment as 

provided by Law no. 656 but also represent grounds for indemnity (i.e. Law 

no. 161/ 2003 on certain measures necessary to insure transparency in exer-

cising public dignities, public positions and the business environment, pre-

venting and sanctioning corruption, stipulates that offenders who committed 

money laundering crimes are illegible to hold positions of adminis-

trator/auditor/founder of an economic group)  

 if suspicion exists that money laundering has been carried out and an official 

criminal investigation has been started against an investor, then such 

investor, even if otherwise entitled to obtain compensation from the Investors 

Compensation Fund, will not be granted such compensation until the ren-

dering of a Court decision on his money laundering crimes (see Law no. 

297/2004  on the capital market – Official Gazette no. 571 of  29 June 2004) 

The Government‟s intention to prevent and fight money laundering in an organized 

and consistent manner has been reflected by its recently issued national strategies: 

 National Strategy for fighting organized crime for 2004-2007 (Government 

Decision no. 2.209/ 2004 - Official Gazette no. 1.256 of 27 December 2004) 

  Strategy of the Ministry of the Interior to insure public order and safety, to 

increase the citizens‟ safety and prevent street crime ( Government 

Decision no.  196/2005  - Official Gazette no. 243 of 23 March 2005) 
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 National Anticorruption Strategy for  2005-2007 and the Action Plan for 

implementing the National Anticorruption Strategy for 2005-2007 (Govern-

ment Decision no.  231/ 2005 - Official Gazette no. 272 of 1 April 2005 ) 

 National Anti Drug Strategy for 2003-2004 (Government Decision no. 154/ 

2003 - Official Gazette no.  111 of 21 February 2003) 

 National Strategy for crime prevention - 2005-2007 (Government Decision 

no.  2.074/2004 - Official Gazette no. 1.222  of 20 December 2004). 

These strategies which offer a glimpse of the Government‟s action plans for the near 

future reaffirm the significant role played by the EU requirements in the anti money 

laundering firm and assess the need to constantly adapt the Romanian AML 

legislation to the acquis communitaire. 

The fight against money laundering has also a  strong international component, 

which is reflected by the numerous international instruments which Romania has 

ratified. Thus, Romania has ratified in 2004 the UN Convention against corruption, 

has concluded numerous police co-operation agreements with foreign Governments 

and the EUROPOL and has constantly declared its availability to exchange informa-

tion and collaborate with other states and organizations involved in the fight against 

money laundering. 

We shall further present the main aspects related to the compliance of the current 

Romanian legislation with the European Union requirements in this field and what 

further steps maybe taken from a regulatory point of view in order to maximize the 

compliance level. 

 

 

      ASSESSMENT OF THE COMPLIANCE BY THE  ROMANIAN LEGISLATION IN 

THE ANTI MONEY LAUNDERING FIELD WITH THE CURRENT E.U. DIRECTIVES 

 

a) PROHIBITION OF MONEY LAUNDERING 

The Directives set out as a governing principle the rule that money laundering 

activities must be prohibited by the national legislation of Member States. The 

definition of money laundering, which is deemed to be a conduct committed 

intentionally, has been fully reflected by the Law no. 656/2002, namely by article 23 

according to which the following shall be considered as offence of money laundering 

and shall be punished with 3 to 12 years imprisonment: 

“a) the conversion or transfer of property, knowing that such property is derived 

from criminal activity, for the purpose of concealing or disguising the illicit origin of 

property or of assisting any person who is involved in the commission of such activity 

to evade the prosecution, trial and punishment execution; 
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b) the concealment or disguise of the true nature, source, location, disposition, 

movement, rights with respect to, or ownership of property, knowing that such 

property is derived from criminal activity;  

c) the acquisition, possession or use of property, knowing, that such property is 

derived from criminal activity.” 

The definition of property as contained in the  Romanian Law 656 is consistent with 

the concept used by the E.U Directives, which covers assets of every kind, whether 

corporeal or incorporeal, movable or immovable, and legal documents or instruments 

evidencing title to or interests in such assets. This confirms the widely accepted 

theory that money laundering in itself is incriminated not only for activities related to 

money in their restricted interpretation, but also to any type of proceeds resulting 

from such crimes. 

As regards the incrimination itself, the Romanian AML law does not specifically refer 

to participation in or the association to commit or abet/facilitate or counsel the 

commission of any acts mentioned above, as the E.U. Directives do. There is indeed 

no need to make specific reference to the consequences of such acts and their 

definition since according with the Romanian Criminal Code, such activities are also 

sanctioned even if no such specific indication is provided by the specific regulations 

of a certain offence.   

b) PREDICATE OFFENCES – CRIMINAL ACTIVITIES 

As opposed to the definition of “criminal activity” provided by the E.U Directives, the 

Romanian legislation did not limit in any way the scope of the “criminal activity” 

concept, applying the principle stated within the Directives that “Member States may 

designate any other offence as a criminal activity for the purposes of this Directive.“ 

Therefore, the Romanian law allows for the sanctioning of money laundering 

activities regardless of what type of criminal activity do the proceeds subject of 

money laundering come from.  

 

c) REPORTING ENTITIES – DUTY    

The Directive provides that the following individuals and entities shall be subject to its 

provisions: 

1. credit institutions (“a credit institution, as defined in Article 1(1) first subparagraph 

of Directive 2000/12/EC(9) and includes branches within the meaning of Article 1(3) 

of that Directive and located in the Community, of credit institutions having their head 

offices inside or outside the Community;”) 

2. financial institutions (namely an undertaking other than a credit institution whose 

principal activity is to carry out one or more of the operations included in numbers 2 

to 12 and number 14 of the list set out in Annex I to Directive 2000/12/EC; these 
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include the activities of currency exchange offices (bureaux de change) and of money 

transmission/remittance offices;  an insurance company duly authorised in accordance 

with Directive 79/267/EEC(10), insofar as it carries out activities covered by that 

Directive; an investment firm as defined in Article 1(2) of Directive 93/22/EEC(11); a 

collective investment undertaking marketing its units or shares, including  branches 

located in the Community of financial institutions, whose head offices are inside or 

outside the Community); 

and on the following legal or natural persons acting in the exercise of their 

professional activities: 

3. auditors, external accountants and tax advisors; 

4. real estate agents; 

5. notaries and other independent legal professionals, when they participate, whether: 

(a) by assisting in the planning or execution of transactions for their client concerning the 

       (i) buying and selling of real property or business entities; 

      (ii) managing of client money, securities or other assets; 

      (iii) opening or management of bank, savings or securities accounts; 

      (iv) organisation of contributions necessary for the creation, operation or mana-

gement of companies; 

      (v) creation, operation or management of trusts, companies or similar structures; 

(b) or by acting on behalf of and for their client in any financial or real estate tran-

saction; 

6. dealers in high-value goods, such as precious stones or metals, or works of art, 

auctioneers, whenever payment is made in cash, and in an amount of EUR 15000 or 

more; 

7. casinos." 

In order to fully comply with the provisions quoted above, Law 656 has been subject 

to certain amendments which aimed at closely following the spirit of the Directive with 

regard to its applicability. In this sense, article 8 of Law 656 has been amended and it 

provides that its provisions shall be applied to: 

a) banks, foreign banks branches, credit institutions and branches of credit foreign 

institutions in Romania; 

b) financial institutions, such as: investment funds, investment companies, invest-

ment administration companies, depositary companies, custody companies, financial 

service investment companies,  pension funds and other such funds, which perform 

the following operations: crediting, including inter alia, consumption credit, mortgage 

credit, factoring, financing of commercial transactions, including forfeiting, financial 

leasing, payment operations, issuing and administration of payment means, credit 

cards, travelers cheques and other alike, granting or undertaking of guarantees and 

underwriting of commitments, transactions on own account or on the customers 

account using the money market‟s instruments, cheques, payment orders, deposit 



 114 

certificates etc., foreign exchange, derivatives, financial instruments related to foreign 

exchange rates or interest rates, securities, participation to the issuance of shares 

and services related to the issuance, consultancy on capital structure for enterprises, 

industrial strategy, consultancy and services in the field of mergers and acquisitions 

of enterprises, brokerage on inter-banking market, portfolio administration and 

consultancy on portfolio administration, custody and administration of securities, and 

branches in Romania of the foreign financial institutions; 

c) insurance and reinsurance companies, as well as the branches in Romania of the 

foreign insurance and reinsurance companies; 

d) economic agents performing gambling and pawning activities, trading in  works of 

art,  precious metals and stones, dealers, tourism operators, services providers and 

any other similar activities involving movement of values; 

e) auditors, natural and legal persons providing legal, fiscal, accountancy or financial-

banking consultancy; 

e
1
) notaries, lawyers and other persons performing liberal legal professions 

(gatekeepers), in the case of providing assistance in order to prepare or to conclude 

transactions for their customers regarding trading of immovable assets, shares, or 

social parts or elements of the trading fund, administration of the financial instru-

ments or of other assets of their customers, opening or administration of the banking, 

savings accounts or financial instruments, organising the endorsing process of the 

necessary contribution to the capital establishment, functioning or administration of a 

company, setting up, administration or managing of the companies, of collective 

placement bodies in securities field or of other similar structures, as well as in the 

case in which they represent their customers in any transaction having financial 

nature or that refers to immovable assets; 

f) persons with attributions in the privatisation process; 

g) post offices and legal persons who provide money transmission/remittance 

services in ROL or foreign currency; 

h) real estate agents; 

i) state treasury and customs authorities; 

j)  currency exchange offices; 

j
1 
) associations and foundations. 

l) any other natural or legal person, for acts and deeds committed outside the 

financial and banking system. 

We note that the Romanian law did not omit to reflect any of the categories or types 

of individuals/entities who are bound by the provisions of the EU Directives in the 

Member States, but also extended such responsibilities and duties related to the fight 

against money laundering to “any other natural or legal person, for acts and deeds 

committed outside the financial and banking system”. The legal basis for such a 

broad understanding of the concept resides with the provisions of Article 12 of the 



 115 

Directives, which imposes for Members States to ensure that the provisions of this 

Directive are extended in whole or in part to professions and to categories of 

undertakings, other than the credit and financial institutions referred to therein, which 

engage in activities which are particularly likely to be used for money-laundering 

purposes.  

As regards the specific procedures to be used by each type of reporting entity in 

order to comply with the provisions of Law 656, credit and financial institutions enjoy 

a somewhat particular regime, since specific regulations have been enacted by their 

supervising authorities with respect to their responsibilities and methods of 

combating money laundering. No such secondary legislations exists yet for other re-

porting entities and persons, which may result in a less efficient and rapid mecha-

nism of collecting and reporting information from such entities or individuals. 

The Romanian law also provided in compliance with Article 6 of the Directive an 

exemption from the reporting obligation, stating  that there is no duty to disclose in 

case of auditors, natural and legal persons providing fiscal, accountancy or financial-

banking consultancy, notaries, lawyers and other persons performing liberal legal 

professions with regard to the information received or obtained by them from one of 

their clients, in the case of defining his judicial situation or defending or representing 

the customer within the judicial procedures or having connection thereto, including 

providing assistance as regards the judicial procedure, no matter if the information 

was obtained or received during or after the concluding the procedures. 

Also, the Romanian law provides a specific circumstance when the reporting obli-

gation is not applicable, namely the in case the State Treasury carries out operations 

such as: cash amounts for salary payments, payments made by public institutions, 

collection of taxes, contributions and any other budgetary obligations from natural 

and legal persons, including cash amounts deposited by public institutions. 

d) FORMAL CLIENT IDENTIFICATION AND VERIFICATION    

A basic rule which should be applied by reporting entities is recognized both by the 

Directives and the Romanian Law 656 as being the mandatory identification of 

customers either: 

a) when entering into business relations, particularly, in the case of the institutions, 

when opening an account or savings accounts, or when offering safe custody 

facilities; 

b) in case of a transaction with any other customers, transactions which involves a 

sum of EUR 15000  (or EUR 10000 as the Romanian law stipulates) or more, 

whether the transaction is carried out in a single operation or in several operations 

which seem to be linked. Where the sum is not known at the time when the transa-

tion is undertaken, the institution or person concerned shall proceed with iden-
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tification as soon as it or he is apprised of the sum and establishes that the threshold 

has been reached; 

c) in case there is a suspicion of money laundering (or terrorism financing as 

provided by the Romanian law), even if the  amount of the transaction is lower than 

the threshold mentioned above. 

  

1. Exemptions 

The customer identification rule is not applicable in certain cases which are common 

for both European and Romanian legislation, as shown below: 

(i) insurance policies 

The identification requirements with regard to insurance policies (in case of life 

assurance) are not mandatory in case the premium amount or amounts to be paid in 

any given year does or do not exceed EUR 1000 or where a single premium is paid 

amounting to EUR 2500 or less. If the periodic premium amount or amounts to be 

paid in any given year is or are increased so as to exceed the EUR 1000 threshold, 

identification shall be required. 

The identification requirement is not compulsory for insurance policies in respect of 

pension schemes taken out by virtue of a contract of employment or the insured's 

occupation, provided that such policies contain no surrender clause and may not be 

used as collateral or security for a loan. 

Also, according to the Romanian law, identification requirements shall not apply 

when it has been established that the payment shall be made by debiting an account 

opened on behalf of the customer with a bank or a saving institution in Romania or 

an EU country. 

 

2. Identifying the real beneficial owner. Non face- to – face operations: 

special due diligence 

 In the event of doubt as to whether the customers are acting on their own behalf, or 

where it is certain that they are not acting on their own behalf, the reporting entities 

and individuals shall take reasonable measures to obtain information as to the real 

identity of their customers. 

For this purpose, the supervising authorities who control such reporting entities shall 

issue, in accordance with their competence, norms on necessary measures for 

establishing the customers identity, in case of on face-to-face transactions. As a 

result of this provision, the National Bank of Romania, for example, issued Norms no. 

3/2002 which shall be further referred to below. 

Non face to face operations are recognized both by the European and Romanian 

legislation as having a greater risk of money laundering, thus requiring specific and 

adequate measures which are necessary to be taken in order to ensure that the 

customer's identity is established. 
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In this respect, the Romanian law 656 provided that reporting entities must obtain 

identification data regarding customers consisting at least of:  

a) for natural persons: data mentioned in the identity documents provided by the law; 

b) for legal persons: data mentioned in the incorporation documents provided by the 

law, as well as the proof that the natural person performing the transaction is the 

legal representative of the legal person. 

c) for foreign legal persons, when opening bank accounts, there shall be requested 

those documents indicating the identity of the company, the address, the type of 

company, the place of incorporation, the special power of attorney for the person 

representing the company in the transaction, as well as a translation in Romanian of 

the respective documents, certified by a public notary.  

Furthermore, other legal provisions contained in the secondary legislation (such as 

Order no. 199/2003 which relates to State Treasuries) assign identification tasks for 

the state treasury‟s employees, who must keep as appendices to the payment orders 

copies of all the identification documents submitted by possible money launderers.  

As regards credit institutions, specific identification requirements have been set forth 

by Norms 3/1998 regarding the standards of knowing the bank‟s clientele. 

In order to insure that proper identification of the customer is achieved, credit 

institutions are not allowed to open and operate anonymous or fictive accounts. 

Special attention shall be given in case of non – resident clients and clients who do 

not personally get in touch with the credit institution. 

Credit institutions shall have to request individuals to provide them with at least the 

following information: 

a) first name and last name 

b) domicile or residence address 

c) date and place of birth 

d) numeric personal code 

e) name of the employer or type of activities carried out by self – employed 

individuals 

f) source of funds 

g) specimen of signature. 

    

Credit institutions shall also request the clients to produce identification documents 

which are usually difficult to forge, such as passports or other documents containing 

photo of the holder. In order to qualify a certain customer as belonging to a specific 

category of clients and in order to insure the performance of the reporting obligations 

to which it is bound, a credit institution may request the client to provide additional 

information such as nationality, country of origin, political or public position held by 

the client etc. 
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Legal entities shall be identified by credit institutions by obtaining from the client or a 

public registry or both, of the documents ascertaining the dully registration of such 

entities and an excerpt from the public registry.  

The procedure of identifying the costumer shall consist of: 

a) verifying whether the legal entity has been legally set up and registered with the 

relevant authorities; obtaining information on its name, juridical form, address, type 

and nature of the activities carried out, identity of its directors and their powers to 

represent the legal entity; 

b) verifying the accuracy of information according to which an individual has  been 

dully empowered to represent the legal entity in front of the credit institution. 

Credit institutions are also allowed to obtain additional data on the financial status, 

structure of the legal entity and identify of individuals for whom benefit certain 

banking operations are performed.  

Once such information and documents are provided, credit institutions shall also 

verify the accuracy thereof, by requesting third parties to confirm their authenticity. 

The verification may also consist of directly visiting the premises indicated as 

headquarters by the legal entities, by correspondence and/or dialing the phone 

number provided by the client or by any other method.  

Should cash operations exceeding EUR 10,000 be carried out or should the credit 

institution get involved in non face to face operations, then it shall request the client 

to fill in a declaration declaring the real beneficiary of the transaction. If following the 

submission of the declaration the credit institution still suspects that an illegal 

transaction may occur and no further clarifications are available, it shall refuse to 

establish any relations with the client or to perform the requested operation.  

Credit institutions shall also identify clients with a high potential risk and shall monitor 

most or all the transactions performed in their accounts. In order to determine the risk 

category of a client, the following elements shall be taken into account: 

    a) type of client – individual or legal entity 

    b) country of origin; 

    c) public position or significant position held by the client; 

    d) accounts associated to the client;  

    e) specific activities carried out by the client;  

    f) source of funds; 

    g) other risk indicators.  

Similar provisions reflecting the requirements of the E.U. Directives are also 

contained in Instructions no. 9/1999 issued by the National Securities Commission.  

Thus, legal entities or individuals governed or authorized by the National Securities 

Commission must determine the identity of their clients for any transaction whose 

minimum amount is EUR 10,000 regardless of whether such transaction is singular or 

is concluded through several operations related to one another. 
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For depositing or withdrawing cash currency exceeding EUR 10,000, the employees 

of such legal entities shall report within 24 hours the performance of such tran-

sactions to the NOPCML and within 3 days to the National Securities Commission.  

As soon as information is made available that money laundering activities are being 

carried out, the client identification procedure shall be carried out even if the value of 

the transaction is lower than EUR 10,000. 

 In case there are reasons to suspect that the transaction is not really performed on 

the client‟s name, immediate measures shall be taken in order to find out the true 

identity of the beneficiary, also by requesting the NOPCML to provide relevant 

information.  

A written report shall be drafted by the legal entities or persons which consider a 

transaction as linked to money laundering, due to its abnormal nature in comparison 

with the client‟s usual activities. 

Should the National Securities Commission be notified of the occurrence of money 

laundering activities by other entities than those referred to above, such notifications 

shall be submitted to the NOPCML within 24 hours. 

e) RECORD KEEPING     

In compliance with the Directives, the Romanian law 656 specifically provides that 

reporting entities are also bound to keep a copy of the document, as identity proof or 

identity references, for a period of 5 years, from the date when the relationship with 

the customer ends.  

They shall also keep the secondary or operative records and the records of all 

financial transactions subject to this law, for a period of 5 years from the performance 

of every transaction, in an appropriate form, in order to be used as evidence in Court.  

Also, Norms no. 3/2002 provide that credit institutions must draft and keep proper 

evidence regarding the identity of their clients, including copies of identification 

documents, the measures taken in order to verify the accuracy of the information 

provided by the client, analysis and assessments related to clients and any specific 

approvals needed for clients with a high potential risk. 

Credit institutions are also obliged to periodically update the information related to 

their clients and to re- qualify them as belonging to the appropriate category of 

clientele.  

Apart from these obligations, credit institutions are also obliged to monitor the client‟s 

activity by supervising the transactions performed through all his accounts, 

regardless of the type of account and the branches where such accounts are 

opened.     

Credit institutions must have in place appropriate systems for detecting abnormal or 

suspicious operations, by setting specific parameters for usual operations involving 
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the respective accounts. In such case, the monitoring process shall focus on those 

transactions which are not found within the pre-established parameters.  

 Credit institutions are also obliged to keep for at least 5 years all evidence of 

registering a transaction either in Romania or abroad, as to allow relevant authorities 

easy access to such documents and information. These documents should be 

enough to allow a reconstitution of the transaction, including the amount and 

currency, and to provide sufficient evidence for convicting the perpetrators. 

All evidentiary documents related to the identification of the client, account files and 

business correspondence shall be kept by the bank for at least 5 years after the 

closure of the account and the termination of their relation with the client. These 

documents must be made available to relevant authorities and supervising 

institutions, in accordance with the law.  

Even though concurrent with the dispositions of the E.U. Directives, this period of 5 

years while it is mandatory to preserve evidence relating to such transactions has 

been deemed to be insufficient in relation to other applicable regulations. For 

example, the period of 5 years is certainly shorter than the term for the statute of 

limitation of criminal liability, both in what concerns the predicate offense and the 

money laundering crime. It has been underlined that a correlation must exist between 

such statute of limitation and the period when evidence must be preserved.  

Moreover, the term of 5 years appears to be very limited also in relation to other 

records keeping obligations provided by Romanian regulations, such as the 

obligation to keep fiscal registries – 10 years. 

 

f) COOPERATION BETWEEN INSTITUTIONS: INFORMATION AND 

REPORTING OBLIGATIONS. PRIOR ADMINISTRATIVE PROCEDURE     

It has been expressly recognized both by the E.U. Directives and the Romanian law 

656 that cooperation between reporting entities and individuals on one hand and the 

authorities responsible for combating money laundering, on the other hand, is a con-

dition precedent for rendering the fighting mechanism against money laundering ope-

rational and efficient. 

The Romanian law has closely followed such principle and has established the 

reporting procedures that individuals and legal entities must observe in order to 

insure a full disclosure of all significant aspects which relate to money laundering 

activities. Thus, the relevant authority – the National Office for Prevention and 

Control of Money Laundering (“the NOPCML” ) is recognized as the recipient  of all 

information which might have an impact in the fight against money laundering.  As 

specifically provided by Government Decision no. 479/2002 regarding the approval of 

the Regulations for the organization of the National Office  for Prevention and Control 

of Money Laundering), following the collection of relevant data, the NOPCML analy-
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ses and processes such information, examines certain cases of money laundering 

which fall under its competence, drafts and updates lists containing suspect legal 

entities and persons and delivers them to the Ministry of Finance.  

In order to insure the fulfillment of the main goal – conviction of money launders -  the 

law has established that a certain prior administrative procedure needs to be fo-

llowed, as more fully described below. 

1. Reporting 

Thus, the employee of a legal or natural person which encounters a suspicious 

transaction must inform thereof the employees specifically appointed to perform the 

reporting tasks. In certain cases, as for example in case of the employees of State 

Treasuries, Order no. 199/ 2003 (for approving the Instructions for preventing and 

fighting money laundering through the State‟s Treasuries) provides that such em-

ployees shall be nominated pursuant to order of the Ministry of Finance, decision of 

general directors of public finance departments or decision of other superior mana-

ging bodies. Also, the Instructions no. 9/1999 for preventing and fighting money 

laundry issued by the National Securities Commission provide that all legal entities or 

persons which are governed by or authorized by the National Securities Commission 

must appoint certain employees as contact persons for the NOPCML, being 

entrusted with the obligation to report any money laundering activities. 

The professional secrecy related to the entities mentioned by the law shall  not be 

opposable to the NOPCML.  

Such employees will provide the NOPCML with written reports for each suspicious 

transaction, in the form established by the NOPCML. 

More specifically, Order no. 199/2003 provides that such reports drafted by the 

employees of state treasuries must be sent in hard copy and electronically to the 

hierarchically superior body which at its turn sends the documentation by fax to its 

supervising authority, until finally submitted to the Ministry of Finance. The Ministry of 

Finance is entrusted to send the reports relating to transactions over EUR 10,000 

within one working day since their receipt while the suspicious transactions reports 

must be forwarded to the NOPCML immediately.  

Specific rules for determining suspicious transactions are provided by Norms no. 

3/2002, according to which occurrence of suspicions with regard to certain operations 

depends on the value of assets or revenues, types of transactions, economic 

circumstances, the reputation of the country of original and the probable accuracy of 

the information provided by the client. 

In this sense, suspicious transactions reportable by credit institutions may consist of: 

 a) transactions which do not comply with regular typologies, also due to the unusual 

withdrawal or deposits of funds   

 b) complex transactions having a significant value, which involve deposits or 

withdrawals of large amounts 
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c) external transfers and other operations which do not seem to have economic, 

commercial or legal grounds, including external transfers which are not usual for the 

statutory activity of the client.  

The circumstances and purposes of such transactions must be examined as soon as 

possible, also based on additional documents requested to the client in order to 

justify the transaction. The findings shall be recorded in writing and shall be available 

for further verification. They shall be reported to the employee appointed to inform 

the NOPCML of such suspicious transactions.  

 

2. Suspension of the transaction 

On its turn, the NOPCML may suspend the transaction for a period of 3 working 

days. The amount for which was decided the suspension remains frozen in the hol-

der‟s account until the expiry of the suspension period or until a different measure is 

decided upon by the General Prosecutor‟s Office attached to the Supreme Court of 

Justice. 

Upon request of the NOPCML, the General Prosecutor‟s Office may extend the sus-

pension for maximum 4 working days, based on the existing evidence. The General 

Prosecutor‟s Office by the Supreme Court of Justice may authorise only once the 

requested extension or may order the cessation of the transaction‟s suspension. As a 

feedback obligation,  the NOPCML must notify the reporting entities within 24 hours 

the decision to suspend the transaction or the disposition to extend the period of 

suspension, authorised by the General Prosecutor‟s Office by the Supreme Court of 

Justice. The information related to the notifications thus received is subject to confi-

dentiality. the General Prosecutor‟s Office by the High Court of Cassation and Justice 

and/or the National Anti-Corruption Prosecutor‟s Office, should  at their turn commu-

nicate monthly, the stage of solving the final reports submitted to them, and also 

should communicate the amounts held in  the accounts of the natural or legal 

persons for which the freezing was decided, following the suspension decision.  

In lack of such notification within such period, the reporting entities or persons are 

allowed to carry out the transaction.  

Nonetheless in case the reporting persons or entities have knowledge that a tran-

saction, for which they have received instructions to perform it, has the purpose of 

money laundering or terrorism financing, they may perform the transaction without a 

prior notification to the NOPCML, if the transaction must be carried out immediately or, 

if by not performing it, the efforts to trace the beneficiaries of such money laundering 

suspect operation could be hampered.  These persons have the obligation to notify the 

NOPCML immediately, but not later than 24 hours, about the performed transaction, 

specifying the reason for non-compliance with the procedure mentioned above. 

Also, all reporting persons or entities who find out that one or more transaction 

carried out on the account(s) of one customer present anomalies grounds for the 
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activity of this customer or for the type of the transaction in case, should notify 

immediately the NOPCML, if there are suspicions that the deviation from normality 

have the purpose money laundering or terrorism financing. 

   

3. Prosecution 

Apart from the NOPCML which collects information and documents as evidence for 

money laundering activities, the  General Prosecutor‟s Office by the High Court of 

Cassation and Justice is a key factor in prosecuting such offences, for which reason 

is may request the NOPCML additional information on the investigated activities. 

 In correlation with this right to request further details, the NOPCML has the 

obligation to transmit to the General Prosecutor‟s Office by the Supreme Court of 

Justice, or as appropriate, to the National Anti-Corruption Prosecutor‟s Office, on 

their request, data and information obtained according to the provisions of Law 656. 

The feedback rules governing the relation between reporting entities, the NOPCML 

and investigating bodies are recognized by the Romanian law which provides that the 

NOPCML shall supply to the reporting entities  and to the authorities having financial 

control attribution and those having supervision attributions, using an adequate 

procedure, general information regarding suspicious transactions and typologies of 

money laundering and terrorism financing. 

 

g) NON DISCLOSURE OF INFORMATION RELATED TO ANTI MONEY 

LAUNDERING CONTROL ACTIVITIES      

The NOPCML staff must not disclose any information received during its activity, 

except under legal conditions. This obligation remains valid for a period of 5 years 

after the termination of the labour contract with the NOPCML.  

At their turn, the reporting entities and persons, as well as their employees, are not 

allowed to disclose the information in their possession, if it relates to money 

laundering or terrorism financing, except under legal conditions, and may not warn 

their customers regarding the notification to the NOPCML. This information must not 

be used for personal purposes. 

The failure to comply with the non – disclosure obligation is sanctioned by the Roma-

nian law as a criminal offence. 

The Romanian law has also reflected  the Directives‟ provisions which exonerate of 

any liability the disclosure in good faith to the authorities responsible for combating 

money laundering by a reporting person or entity or their employee of information 

related to money laundering.  
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h) CONTROL AND VERIFICATION BY SPECIAL SUPERVISOR BODIES       

According to the provisions of the E.U. Directives, entities which are hierarchically 

superior in relation to reporting authorities must verify and monitor the performance 

by reporting entities of their obligations deriving out of the applicable legislation.  If 

suspicions of money laundering, terrorism financing or infringement of the legal 

provisions are found, such entities shall immediately notify the NOPCML. Such 

obligation shall also be applied to the National Customs Authority regarding the 

physical import and export of payments instruments in cash, exceeding the 

equivalent in ROL of Euro 10.000. 

Joint verifications and controls of such compliance may be performed by the 

NOPCML together with the supervision entities.  

i) TRAINING AND INTERNAL CONTROL TASKS        

As a method to prevent and raise awareness of the money laundering phenomenon, 

the Directives provides for the obligation of the Member States to ensure  that the 

institutions and persons subject to the Directives: 

(a) establish adequate procedures of internal control and communication in order to 

forestall and prevent operations related to money laundering; 

(b) take appropriate measures so that their employees are aware of the provisions 

contained in the Directive. These measures shall include participation of their 

relevant employees in special training programes to help them recognize operations 

which may be related to money laundering as well as to instruct them as to how to 

proceed in such cases. 

Member States shall also ensure that the institutions and persons subject to the 

Directive have access to up-to-date information on the practices of money launderers 

and on indications leading to the recognition of suspicious transactions. 

In recognition of the necessity to insure staff training and sharing information, the 

Romanian law 656 not only reflected in their entirety the regulations mentioned 

above but also specifically provided that the employees appointed as contact 

persons for the NOPCML and who actually perform the reporting tasks shall 

participate to specific training programs attended by the NOPCML. 

Also Norms no.3/2002 issued by the National Bank of Romania provide that the 

procedure to report suspicious transactions must be clearly drafted and made 

available to the entire staff of credit institutions.  

Credit institutions must also carry out continuous training programs. Also, the staff 

shall be trained periodically and whenever necessary in order to insure that the 

employees are aware of their responsibilities  and the new developments in the field, 

as to allow the proper performance of the bank‟s programs and procedures. 

As regards the entities governed or authorized by the National Securities Com-

mission, Instructions no. 9/1999 issued by the latter provide that they must set forth 
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procedures and internal control methods to prevent and obstruct any money 

laundering, also by training their employees in such a manner as to allow them to 

determine which transactions may be linked to money laundry and which immediate 

measures must be taken in such circumstances, under the legal provisions. 

At a more general level, certain other regulations (such as Law 39/2003 for 

preventing and fighting organized crime on and control) provide that the Ministry of 

the Interior, the Ministry of Justice and the Public Ministry are entrusted with carrying 

out periodic research studies in order to identify the grounds which determine and the 

circumstances which facilitate organized crime, including money laundering. These 

authorities shall also organize information campaigns on these criminal phenomena. 

A specialized data base of such offenses shall be kept by the Ministry of the Interior, 

which shall be in charge of updating it and collecting relevant information with regard 

to perpetrators and victims of organized crime.    

j) LIABILITIES AND SANCTION ARISING OUT OF THE BREACH OF ANTI 

MONEY LAUNDERING REGULATIONS        

The Directives allowed Members States to take  appropriate measures to ensure full 

application of all its provisions and to determine the penalties to be applied for 

infringement of the measures adopted pursuant to the Directives. 

The Romanian law has thus determined which consequences of breaching the AML 

Law are deemed to be a contravention sanctioned with a fine or a criminal offence, 

sanctioned with imprisonment. We have indicated above under item IV.A. that money 

laundering, as defined in accordance with the E.U. Directives, is punished with 3 to 

12 years of imprisonment.   

Also, the prosecutors or the Courts may order , for the purpose of collecting evidence 

or identifying the perpetrator, the supervision of the banking accounts or the accounts 

assimilated to those accounts, but only for limited periods. Courts alone are entitled 

to allow the supervision, interception or recording of communications and access to 

the IT systems for the same grounds. 

As an exemption only applicable in case of solid and concrete grounds of committing 

or attempting to commit the offence of money laundering or terrorism financing, 

which cannot be detected or in which the perpetrators cannot be identified, by other 

means,  undercover investigators may be used  in order to collect data on committing 

of the offence and of the identification of the perpetrators. 

Moreover, the law provided that in order to render fully effective the provisions 

related to punishing money laundering, the general provisions of the Criminal Code 

related to the confiscation of proceeds of crime shall be applicable. If the property 

subject to confiscation is not found, their equivalent in money or the property 

acquired shall be confiscated instead of these proceeds. In order to insure the en-
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forcement of confiscation of proceeds, is mandatory for the authorities to take the 

provisional measures provided also by the Criminal Code. 

These regulations are in fact similar to the general provisions regarding organized 

crime, as defined by Law no. 39/2003 for preventing and fighting organized crime, 

according to which money laundering is deemed to be a serious crime committed by 

a group of offenders. Since Law 39/2003 is also applicable to money laundering, we 

must also point out its provisions related to exoneration of liability in case an 

individual informs the authorities that a group of offenders has been established in 

order to commit a serious offence (such as money laundering), as long as this occurs 

before the crime is committed or discovered.  Also, if during a criminal investigation 

or a criminal trial, a member of the organized crime group facilitates the identification 

and conviction of other members, the limits of the sanction provided by law for his 

crimes shall be halved. 

 

     CONCLUSIONS 

 

As a general remark, it must be underlined that the current Romanian legislation is 

harmonized with the current E.U. legislation governing the fight against money 

laundry activities, as all significant provisions of the Directives have been reflected 

not only through Law 656 but also through secondary legislation. 

Nonetheless, even if the current Romanian norms do comply with the principles 

stated by the E.U. Directives, a need for further secondary regulations is still felt 

especially with regard to the practical approach of the reporting methods and pro-

cedures to be used by legal entities and individuals encountering money laundering 

activities. Specific regulatory instruments should be enacted in order to facilitate the 

dully performance by the reporting entities of their obligations to provide sufficient 

and accurate information to the NOPCML, in a timely manner. 

It is also worth assessing to what extent does the spirit of the Directives govern the 

practical enforcement of the money laundering legislation in Romania and how 

efficient are the mechanisms and procedures for preventing and fighting money 

laundering.  

From this perspective, it must be underlined that the process of law enforcement has 

significantly improved over the last period; new legal instruments have been enacted 

and applied in order to insure an effective collection of information and a proper 

analysis of relevant data for the purpose of establishing solid grounds for 

investigation of anti money laundering transactions. 

One might also consider taking further steps for more efficiently implementing a feed 

– back procedure with regard to the relevant information supplied from and to 

reporting authorities, as it has been widely recognised that inter-institutional coope-

ration is a key issue. This cooperation should insure that appropriate safeguards for 
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individuals‟ data protection are granted and general confidentiality and secrecy rules 

are observed. 

In fact, such approach would be compliant both with the provisions of art. 5 of Law 

677/2001, (according to which processing of personal data is allowed, free of any 

obligation to obtain the individual‟s consent in case when the processing is necessary 

for the performance of a public interest measure or which regards the exercise of 

public authority powers that the operator or third party - recipient of personal data is 

entrusted with), but  would also give effect to the provisions of GD no  479/ 2002 

which set as a task of the NOPCML to collaborate with the Ministry of Public Finance, 

Ministry of Justice, Prosecutor‟s Office, Ministry of the Interior, National Bank of 

Romania, Court of Accounts, the Romanian Association of Banks, Chamber of Com-

merce and Industry of Romania etc.  

Moreover, such feedback procedure would reflect the soon to be enacted Directive 

on anti – money Laundering, which has already been adopted by the Council of 

Economic and Finance Ministers of the European Commission and which contains 

specific rules relating to disclosure of money laundering related information. 

Practically, the new Directive incorporated into EU Law the June  2003 revision of the 

FATF, introducing additional requirements and safeguards for situations of higher 

risk, such as more specific procedures relating to the identification and verification of 

the customer and any beneficial owner. Nonetheless, simplified customer due 

diligence is allowed in appropriate cases. 

The Directive also contains a wider definition of money laundering based on a 

broader range of predicate or underlying offences, while the prevention measures 

which may be adopted are regulated as to include also the collection of money or 

property for terrorist purposes. 

Also, the anti money laundering and anti terrorist financing obligations have been 

extended to life insurance intermediaries and trust and company service providers.  

Member States have agreed to implement the Directive within two years after its 

publication in the EU‟s Official Journal, which is expected to occur at the end of 2005. 

 

1.2. OVERVIEW OF THE CURRENT STATUS OF THE ROMANIAN LEGISLA-

TION AS REGARDS ITS COMPLIANCE WITH INTERNATIONAL REGULATIONS 

 

I. FATF RECOMMENDATIONS 

 

The Financial Action Task Force on Money Laundering (herein after referred to as 

“FATF”), established by the OECD members, has revised in 2003 its Forty 

Recommendations, initially drawn up in 1990 and further amended in 1996. 
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The intended target to be achieved was the provision of a comprehensive framework 

of measures to fight money laundering and terrorist financing and to set the minimum 

standards that states must follow with regard to criminal justice, regulatory systems, 

preventive measures and international cooperation. 

 

The most relevant rules to be observed by member states, even if practical 

enforcement measures to be adopted may differ, relate to: 

 

(i) Scope of the criminal offence of money laundering 

 The crime of money laundering should be applied to all serious 

offences, with a view to including the widest range of predicate offen-

ces. Each country should at a minimum include a range of offences 

within each of the designated categories of offences. 

 

In applying the general rule set forth above, the Romanian anti money laundering law 

no. 656/2002 allows for the sanctioning of money laundering activities regardless of 

what type of criminal activity do the proceeds subject of money laundering come from. 

 Criminal liability and where that is not possible, civil or administrative 

liability should apply to legal persons 

The current provisions of the Criminal Code do not provide for the criminal liability of 

legal entities, nor does Law 656 contain similar provisions. Nonetheless, starting the 

September 1, 2006, a new Criminal Code shall be in force and a distinct regulation of 

the money laundering crime shall be provided. According to these new regulations, 

legal entities shall bear criminal liability for crimes such as money laundering. 

(ii) Provisional measures and confiscation 

 Legislative and other measures should be adopted as to enable com-

petent authorities to confiscate property laundered, proceeds from 

money laundering or predicate offences, instrumentalities used in or 

intended for use in the commission of these offences, or property of 

corresponding value, without prejudicing the rights of bona fide third 

parties. 

Law no. 656 provides that in order to render fully effective the provisions related to 

punishing money laundering, (imprisonment from 3 – 12 years),  the general 

provisions of the Criminal Code related to the confiscation of proceeds of crime shall 

be applicable. If the property subject to confiscation is not found, their equivalent in 

money or the property acquired shall be confiscated instead of these proceeds. In 

order to insure the enforcement of confiscation of proceeds, authorities must take the 

provisional measures provided also by the Criminal Code. 
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(iii) Customer due diligence and record – keeping – measures to be adopted 

by financial institutions 

 Financial institutions should not keep anonymous accounts or ac-

counts in obviously fictitious names and should undertake identifying 

and verifying of customer identity measures (identity of the customer, 

identity of the beneficial owner, ongoing due diligence on the business 

relationship). For higher risk categories, financial institutions should 

perform enhanced due diligence. 

Such identification requirements which should be applied by reporting entities are 

deemed by the Romanian law as mandatory for reporting entities: 

a) when entering into business relations, particularly, in the case of the institutions, 

when opening an account or savings accounts, or when offering safe custody 

facilities; 

b) in case of a transaction with any other customers, transactions which involves a 

sum of EUR 10,000 or more, whether the transaction is carried out in a single 

operation or in several operations which seem to be linked. Where the sum is not 

known at the time when the transaction is undertaken, the institution or person con-

cerned shall proceed with identification as soon as it or he is apprised of the sum and 

establishes that the threshold has been reached; 

c) in case there is a suspicion of money laundering or terrorism financing, even if the  

amount of the transaction is lower than the threshold mentioned above. 

The only exemptions to these rules relate to insurance policies and casinos, and to 

the circumstance when it has been established that the payment shall be made by 

debiting an account opened on behalf of the customer with a bank or a saving 

institution. 

As regards the concrete identification data which is mandatory to be obtained by re-

porting entities, Romanian law 656 stipulates the following types of customer in-

formation as essential for allowing a proper identification: 

a) for natural persons: data mentioned in the identity documents provided by the law; 

b) for legal persons: data mentioned in the incorporation documents provided by the 

law, as well as the proof that the natural person performing the transaction is the 

legal representative of the legal person. 

c) for foreign legal persons, when opening bank accounts, there shall be requested 

those documents indicating the identity of the company, the address, the type of 

company, the place of incorporation, the special power of attorney for the person 

representing the company in the transaction, as well as a translation in Romanian of 

the respective documents, certified by a public notary.  

Furthermore, other legal provisions contained in the secondary legislation (such as 

Order no. 199/2003 which relates to State Treasuries) assign identification tasks for 
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the state treasury‟s employees, who must keep as appendices to the payment orders 

copies of all the identification documents submitted by possible money launderers.  

As regards credit institutions, specific identification requirements have been set forth 

by Norms 3/1998 regarding the standards of knowing the bank‟s clientele. 

In order to insure that proper identification of the customer is achieved, credit 

institutions are not allowed to open and operate anonymous or fictive accounts. 

Special attention shall be given in case of non – resident clients and clients who do 

not personally get in touch with the credit institution. 

Credit institutions shall have to request individuals to provide them with at least the 

following information: 

a) first name and last name 

b) domicile or residence address 

c) date and place of birth 

d) numeric personal code 

e) name of the employer or type of activities carried out by self – employed 

individuals 

f) source of funds 

g) specimen of signature. 

Credit institutions shall also request the clients to produce identification documents 

which are usually difficult to forge, such as passports or other documents containing 

a photo of the holder. In order to qualify a certain customer as belonging to a specific 

category of clients and in order to insure the performance of the reporting obligations 

to which it is bound, a credit institution may request the client to provide additional 

information such as nationality, country of origin, political or public position held by 

the client etc. 

Legal entities shall be identified by credit institutions by obtaining from the client or a 

public registry or both, of the documents ascertaining the dully registration of such 

entities and an excerpt from the public registry.  

The procedure of identifying the costumer shall consist of: 

a) verifying whether the legal entity has been legally set up and registered with the 

relevant authorities; obtaining information on its name, juridical form, address, type 

and nature of the activities carried out, identity of its directors and their powers to 

represent the legal entity; 

b) verifying the accuracy of information according to which an individual has  been 

dully empowered to represent the legal entity in front of the credit institution. 

Credit institutions are also allowed to obtain additional data on the financial status, 

structure of the legal entity and identify of individuals for whom benefit certain 

banking operations are performed.  

Once such information and documents are provided, credit institutions shall also 

verify the accuracy thereof, by requesting third parties to confirm their authenticity. 
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The verification may also consist of directly visiting the premises indicated as 

headquarters by the legal entities, by correspondence and/or dialing the phone 

number provided by the client or by any other method.  

Should cash operations exceeding EUR 10,000 be carried out or should the credit 

institution get involved in non face to face operations, then it shall request the client 

to fill in a statement declaring the real beneficiary of the transaction. If following the 

submission of the declaration the credit institution still suspects that an illegal 

transaction may occur and no further clarifications are available, it shall refuse to 

establish any relations with the client or to perform the requested operation.  

Credit institutions shall also identify clients with a high potential risk and shall monitor 

most or all the transactions performed in their accounts. In order to determine the risk 

category of a client, the following elements shall be taken into account: 

    a) type of client – individual or legal entity 

    b) country of origin; 

    c) public position or significant position held by the client; 

    d) accounts associated to the client;  

    e) specific activities carried out by the client;  

    f) source of funds; 

    g) other risk indicators.  

Credit institutions must have in place appropriate systems for detecting abnormal or 

suspicious operations, by setting specific parameters for usual operations involving 

the respective accounts. In such case, the monitoring process shall focus on those 

transactions which are not found within the pre-established parameters.  

 Financial institutions should adopt appropriate risk management sys-

tems and obtain senior management approval for establishing busi-

ness relationships with politically exposed persons 

In accordance thereto, the National Bank of Romania has set forth that each credit 

institution should establish appropriate policies and procedures in order to insure the 

implementing of an efficient “know-your customer” program. Such internal regulations 

should provide at least a separation of responsibilities, periodical supervision of 

information management and control of information, a staff training strategy focused 

on knowing the banks‟ clientele and programs elaborated in connection thereto.  

Financial institutions are required to take into account the risks arising out of the use 

of new products and services for criminal purposes. 

Also, it is mandatory for financial institutions to issue a procedure to report suspicious 

transactions which should be clear and available for the entire staff.  

The internal audit procedures which should focus on assessing the financial insti-

tution‟s policies and procedures in comparison with legal provisions and other appli-

cable regulations should be conducted on a periodical basis and should ease the 

implementation of more efficient approaches. The staff entrusted with the internal 
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audit should also insure that the financial institutions‟ employees are permanently 

monitored and tested as to what extent are “know –your- customer” procedures 

observed and enforced. 

Moreover, it is explicitly set forth that the decision to make business with clients with a 

potential higher risk must be made solely by the council of administration of the finan-

cial institution or by the board of directors, depending on the powers delegated to it. 

 Financial institutions must adopt specific and enhanced due diligence 

measures in relation to cross- border correspondent banking and 

other similar relationship 

Article 34 of Norms 3/2002 issued by the National Bank of Romania do provide 

specific covenants to be undertaken by credit institutions in such circumstances. For 

example, credit institutions must obtain sufficient information on the credit institutions 

with which they have correspondent links in order to fully understand the nature of 

their activities. When assessing the opportunity to establish a correspondent banking 

relation, credit institution must get information of the basic activity of the correspon-

dent credit institution, its location and efforts to prevent and detect money laundering, 

the purpose for which a correspondent account has been opened, the identity of any 

third party who will use the correspondent banking services, the regulatory and 

supervision activities in the country of origin of the correspondent bank. 

Credit institutions must establish cross border correspondent relations   only with 

credit institutions which are efficiently supervised by relevant authorities and which 

have implemented operative know – your – customer programs. Credit institutions 

should refuse to enter into correspondent relations or cease such relation with a 

credit institution which is registered in a jurisdiction where it does not have a physical 

presence (the management and records of the institution are not located within the 

respective jurisdiction) and also show extreme caution when continuing relations with 

a correspondent bank of a jurisdiction where no requirements related to knowing the 

customer exist or which has been determined as not cooperating in the fight against 

money laundering.  

 Records keeping obligations 

The Romanian law 656 specifically provides that reporting entities are also bound to 

keep a copy of the document, as identity proof or identity references, for a period of 5 

years, from the date when the relationship with the customer ends.  

They shall also keep the secondary or operative records and the records of all fi-

nancial transactions subject to this law, for a period of 5 years from the performance 

of every transaction, in an appropriate form, in order to be used as evidence in Court.  

Also, Norms no. 3/2002 provide that credit institutions must draft and keep proper 

evidence regarding the identity of their clients, including copies of identification 

documents, the measures taken in order to verify the accuracy of the information 
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provided by the client, analysis and assessments related to clients and any specific 

approvals needed for clients with a high potential risk. 

Credit institutions are also obliged to periodically update the information related to 

their clients and to re-qualify them as belonging to the appropriate category of 

clientele.  

Apart from these obligations, credit institutions are also obliged to monitor the client‟s 

activity by supervising the transactions performed through all his accounts, 

regardless of the type of account and the branches where such accounts are 

opened.     

Credit institutions are also obliged to keep for at least 5 years all evidence of 

registering a transaction either in Romania or abroad, as to allow relevant authorities 

easy access to such documents and information. These documents should be 

enough to allow a reconstitution of the transaction, including the amount and 

currency, and to provide sufficient evidence for convicting the perpetrators. 

All evidentiary documents related to the identification of the client, account files and 

business correspondence shall be kept by the bank for at least 5 years after the 

closure of the account and the termination of their relation with the client. These 

documents must be made available to relevant authorities and supervising 

institutions, in accordance with the law.  

(iv) Reporting of suspicious transactions and compliance 

 Financial institutions should be required by law to report promptly 

suspicious transactions. 

In accordance with the above mentioned guideline, Law 656 set forth that the 

employee of a legal or natural person which encounters a suspicious transaction 

must inform thereof the employees specifically appointed to perform the reporting 

tasks. In certain cases, as for example in case of the employees of State Treasuries, 

Order no. 199/ 2003 (for approving the Instructions for preventing and fighting money 

laundering through the State‟s Treasuries)  such employees shall be nominated 

pursuant to order of the Ministry of Finance, decision of general directors of public 

finance departments or decision of other superior managing bodies. Also, the In-

structions no. 9/1999 for preventing and fighting money laundry issued by the Natio-

nal Securities Commission provide that all legal entities or persons which are gover-

ned by or authorized by the National Securities Commission must appoint certain 

employees as contact persons for the Authority, being entrusted with the obligation to 

report any money laundering activities. 

The professional secrecy related to the entities mentioned by the law shall  not be 

opposable to the Authority.  

Such employees will provide the Authority with written reports for each suspicious 

transaction, in the form established by the Authority through Decision no. 657/2002 

(also containing the model for “Report on cash transactions exceeding EUR 10,000” 
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and “Report on external transactions to and from accounts for amounts exceeding 

EUR 10,000”).  

More specifically, Order no. 199/2003 provides that such reports drafted by the 

employees of state treasuries must be sent in hard copy and electronically to the 

hierarchically superior body which at its turn sends the documentation by fax to its 

supervising authority, until finally submitted to the Ministry of Finance. The Ministry of 

Finance is entrusted to send the reports relating to transactions over EUR 10,000 

within one working day since their receipt while the suspicious transactions reports 

must be forwarded to the Authority immediately.  

Specific rules for determining suspicious transactions are provided by Norms no. 

3/2002, according to which occurrence of suspicions with regard to certain operations 

depends on the value of assets or revenues, types of transactions, economic 

circumstances, the reputation of the country of original and the probable accuracy of 

the information provided by the client. 

In this sense, suspicious transactions reportable by credit institutions may consist of: 

a) transactions which do not comply with regular typologies, also due to the unusual 

withdrawal or deposits of funds   

b) complex transactions having a significant value, which involve deposits or 

withdrawals of large amounts 

c) external transfers and other operations which do not seem to have economic, 

commercial or legal grounds, including external transfers which are not usual for the 

statutory activity of the client.  

The circumstances and purposes of such transactions must be examined as soon as 

possible, also based on additional documents requested to the client in order to 

justify the transaction. The findings shall be recorded in writing and shall be available 

for further verification. They shall be reported to the employee appointed to inform 

the National Authority of such suspicious transactions.  

 Protection of officers/financial institutions by legal provisions for 

criminal and civil liability for breach of any restriction on disclosure if 

such disclosure is made in good faith to the FIU 

The Romanian law provides in this respect that the disclosure in good faith to the 

authorities responsible for combating money laundering by a reporting person or 

entity or their employee of information related to money laundering results in exone-

ration of liability.   

 Financial institutions should develop programs against money laun-

dering (internal policies, training programs etc.) 

Romanian law 656 has reflected this guideline by providing that the employees 

appointed as contact persons for the Authority and who actually perform the reporting 

tasks shall participate to specific training programs attended by the Authority. 
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Also Norms no.3/2002 issued by the National Bank of Romania provide that the pro-

cedure to report suspicious transactions must be clearly drafted and made available 

to the entire staff of credit institutions.  

Credit institutions must also carry out continuous training programs. Also, the staff 

shall be trained periodically and whenever necessary in order to insure that the 

employees are aware of their responsibilities and the new developments in the field, 

as to allow the proper performance of the bank‟s programs and procedures. 

As regards the entities governed or authorized by the National Securities Com-

mission, Instructions no. 9/1999 issued by the latter provide that they must set forth 

procedures and internal control methods to prevent and obstruct any money 

laundering, also by training their employees in such a manner as to allow them to 

determine which transactions may be linked to money laundering and which 

immediate measures must be taken in such circumstances, under the legal 

provisions. 

At a more general level, certain other regulations (such as Law 39/2003 for pre-

venting and fighting organized crime on and control) provide that the Ministry of the 

Interior, the Ministry of Justice and the Public Ministry are entrusted with carrying out 

periodic research studies in order to identify the grounds which determine and the 

circumstances which facilitate organized crime, including money laundering. These 

authorities shall also organize information campaigns on these criminal phenomena. 

A specialized data base of such offenses shall be kept by the Ministry of the Interior, 

which shall be in charge of updating it and collecting relevant information with regard 

to perpetrators and victims of organized crime.    

(v) Regulation and supervision 

 Designated non – financial businesses and professions should be 

subject to regulatory and supervisory measures (e.g. casinos), in 

order to ensure their compliance with requirements to combat money 

laundering and terrorist financing. Competent authorities should esta-

blish guidelines and provide feedback which will assist financial 

institutions and designated non-financial businesses and professions 

in applying national measures to combat money laundering and terro-

rist financing and in particular, in detecting and reporting suspicious 

transactions. 

Even though Law 656, which is of general applicability, provides rules for detecting 

and reporting suspicious transactions which should be followed by all reporting 

entities and individuals, it is not yet specifically regulated how this entire mechanism 

works in case of distinct types of reporting entities.  

One must also note that even though credit institutions do benefit of more specific re-

gulations (see for example Norms 3/2002 issued by the National Bank of Romania), 
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their scope of applicability is more limited than the one provided for by the FATF 

Recommendations. 

Thus, Norms 3/2002 only regard banks, credit organizations, savings institutions, 

institutions which issue electronic money etc.,  - a small section of the entire category 

of “financial institutions” which should be governed by specific domestic anti money 

laundering legislation. FATF Recommendations provide a much wider scope of 

applicability, since the guidelines referred to above should be enforced upon all 

financial institutions, comprising for example any person or entity which conducts as 

a business one or more of the following activities or operations for or on behalf of a 

customer (the transfer of money or value, trading in money market instruments, 

transferable securities, underwriting and placement of life insurance and other 

investment related insurance, money and currency changing). 

In order to insure full compliance with the FATF Recommendations, we believe that 

additional regulatory instruments should be enacted in order to facilitate the dully 

performance by the reporting entities of their obligations to provide sufficient and 

accurate information to the National Authority, in a timely manner. 

(vi) Competent authorities 

 A national center for receiving, analysis and dissemination of suspi-

cious transactions and other Money laundering /terrorist financing 

information should be established. 

The Romanian law has closely followed such principle and has established the 

reporting procedures that individuals and legal entities must observe in order to 

insure a full disclosure of all significant aspects which relate to money laundering 

activities. Thus, the relevant authority – the National Authority for Prevention and 

Control of Money Laundering (“the Authority” ) is recognized as the recipient  of all 

information which might have an impact in the fight against money laundering.  As 

specifically provided by Government Decision no. 479/2002 regarding the approval of 

the Regulations for the organization of the National Authority for Prevention and Con-

trol of Money Laundering), following the collection of relevant data, the National Au-

thority analyses and processes such information, examines certain cases of money 

laundering which fall under its competence, drafts and updates lists containing 

suspect legal entities and persons and delivers them to the Ministry of Finance.  

 Special investigative techniques suitable for investigation  of money 

laundering should be used 

In this respect, Law 656 provides that prosecutors or Courts may order, for the 

purpose of collecting evidence or identifying  the perpetrator, the supervision of the 

banking accounts or the accounts assimilated to those accounts and access to the IT 

systems, but only for limited periods. Courts alone are entitled to allow the 

supervision, interception or recording of communications for the same grounds. 
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The Prosecutor designated by the General Prosecutor of the General Prosecutor‟s 

Office by the High Court of Cassation and Justice may on his turn, through justified 

ordinance,  authorize the performance of controlled deliveries, with or without eluding 

or replacing the total or partial assets which are subject to deliveries. 

As an exemption only applicable in case of solid and concrete grounds of committing 

or attempting to commit the offence of money laundering or terrorism financing, 

which cannot be detected or in which the perpetrators cannot be identified, by other 

means, undercover investigators may be used in order to collect data on committing 

of the offence and of the identification of the perpetrators. 

(vii) Mutual legal assistance and extradition 

 Countries should not prohibit or place unreasonable or unduly 

restrictive conditions on the provision of mutual legal assistance, not 

refuse to execute a request for mutual assistance on the sole ground 

that the offence is also considered to involve fiscal matters,  not re-

fuse to execute a request for mutual legal assistance on the grounds 

that laws require financial institutions to maintain secrecy or confiden-

tiality. Countries should recognize money laundering as an extradi-

table offence. 

These guidelines have been reflected by the Romanian legislation through Law no. 

302/2004 regarding international judicial cooperation in the criminal field. 

Extradition by the Romanian authorities is allowed as a general rule and may be 

refused by Romanian authorities only in specific instances ( for example, asylum 

seekers who have been granted asylum status, political refugees, or in case of 

Romanian citizens unless they domicile in the state which submitted the extradition 

request, they also have the citizenship of the state which submitted the extradition 

request etc.). 

As regards the double incrimination principle, the law states that extradition is 

granted, as a general rule, if the misconduct of a person is deemed as crime both by 

Romanian legislation  and the legislation of the state which submitted the extradition 

request. 

Nonetheless, individuals may also be extradited even if the Romanian law does not 

deem the misconduct to be a crime, if the requirement of double incrimination has 

been excluded pursuant to an international convention ratified by Romania. 

Should a European arrest warrant be issued for money laundering,  then the offender 

shall be transferred in order for the warrant to be enforced, even if the double 

incrimination requirement is not fulfilled, as long as the legislation of the issuing state 

provides that such crime is sanctioned by imprisonment or other privation of freedom 

for at least three years.  
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II. UNITED NATIONS CONVENTION AGAINST ILLICIT TRAFFIC IN 

NARCOTIC DRUGS AND PSYCHOTROPIC SUBSTANCES – 1988 

(VIENNA CONVENTION)  

 

The UN Convention signed in Vienna in 1998 has been adopted by Romania through 

Law no. 118/1992 and it stands as one of the pillars on which the Financial Action 

Task Force on Money Laundering grounded its Recommendations. 

The Convention provides the guidelines regarding the sanctioning of crimes such as 

conversion or transfer of goods resulted out of crimes or participation thereto in order 

to conceal the illicit nature of such goods or helping an individual to escape from 

criminal liability caused by committing such crimes. Member States must insure that 

such offenders are punished with appropriate sanctions, including imprisonment, 

fines and confiscation. Romania has adapted these guidelines to its domestic 

legislation and has provided through Law 656 that such criminal behavior is punished 

by imprisonment from 3 to 12 years. As mentioned above, the new Criminal Code to 

be enacted in 2006 provides that legal entities shall also be subject to criminal 

sanctions. 

A new authority entrusted with the monitoring of coordinating of national programs for 

fighting illicit manufacturing and trafficking of drugs and laundering of resulting 

proceeds has also been established through Government Decision no. 1489/2002 for 

setting up the National Antidrugs Agency.  

 

III. UNITED NATIONS CONVENTION AGAINST TRANSNATIONAL OR-

GANIZED CRIME, 2000 (PALERMO CONVENTION) 

 

Romania has ratified this Convention through Law no. 565 of 16 October 2002 and 

has declared it to represent legal basis for extradition with other states party to the 

Convention. 

The member states underlined that it is highly important for each legislation to 

incriminate laundering crime proceeds and provide an extensive definition of such 

crime, in accordance with the specific legal system of each country. Moreover, mem-

ber states considered that fighting against money laundering activities required each 

state to establish a full internal system of regulation and control of banks and 

financial institutions as well as any other bodies especially threatened by money 

laundering, for which purpose identification of clients, registration of operations and 

reporting of suspicious transactions are essential tools in detecting money laundering 

activities. Such obligations have indeed been reflected by Law 656 as being 

generally mandatory for all reporting entities which may face money laundering 

transactions but more specific regulations have been enacted through Norms 3/2002 
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issued by the National Bank of Romania. Their scope of applicability is nonetheless 

limited, as more fully detailed above under item I(v). 

    Also, members states should insure that the administration, regulatory authorities 

entrusted with the fight against money laundering cooperate and exchange 

information on a national and international level for which purpose a financial 

information unit should be established as a national center for collecting, analyzing 

and disseminating information on potential money laundering activities. In Romania, 

such FIU is the National Office (Authority) for Prevention and Control of Money 

Laundering, in accordance with GD no. 479/2002. 

Member states are encouraged to adopt measures necessary for confiscating 

proceeds of money laundering crimes or goods, tools or materials used for or meant 

to be used for crimes including money laundering. 

All such measures should be defined by domestic legislation and enforced in full 

accordance with the national laws of each country. 

Romanian Law 656 has provided that general provisions of the Criminal Code related 

to the confiscation of proceeds of crime shall be applicable. Confiscation related 

regulations have been more fully presented below under item (ii). 

 

IV. UNITED NATIONS CONVENTION AGAINST CORRUPTION, ADOP-

TED IN NEW YORK ON 31 OCTOBER 2003 

 

Romania has ratified this Convention through Law nr. 365 of 15 September 2004. 

The UN Convention against corruption sets forth the main measures needed to be 

adopted in order to prevent money laundering. For such purpose, each member state 

should establish a complete internal system of control over banks and also money 

remittance entities, in order to discourage and discover all types of money 

laundering. As regards the anti money laundering covenants applicable to money 

remittance entities, a need is felt for specific regulations to be issued by the 

Romanian authorities in order to allow a concrete and efficient combating of money 

laundering committed through such transfer of funds and values. 

Each member state shall, in accordance with domestic law, make public the main 

aspects regarding the typologies of individuals or legal entities whose accounts 

should be more severely supervised by financial institutions as well as the measures 

which need to be taken when opening and managing such accounts. Financial 

institutions in general should be obliged to keep at least information regarding the 

identity of the client and of the beneficiary, if possible. 

Romania has transposed this Convention‟s guidelines with regard to prevention and 

uncovering of transfers of the crime proceeds through Law no 656/2002, Law no. 78 

of 8 May 2000 for preventing, uncovering and sanctioning corruption crimes, Order 

no. 199/ 2003 for approving the Instructions for preventing and fighting money laun-
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dering through the State‟s Treasuries, Instructions no. 9/1999 for preventing and 

fighting money laundry. 

Nonetheless, more specific regulations with respect to the methods used in order to 

prevent money laundering would ensure a much concrete implementation of the 

international covenants undertaken by Romania. 

     

V.  CRIMINAL CONVENTION ON CORRUPTION ADOPTED BY THE 

COUNCIL OF EUROPE IN STRASBOURG, IN 1999 

 

Through Law no. 27/ 2002, Romania ratified the Convention which sets forth once 

more the principle of the criminal liability of legal entities soon to be recognized 

through Romanian legal provisions. 

The Convention has also provided that member states should take legislative measures 

in order to grant an effective and appropriate protection of persons providing information 

on crimes such as money laundering as well as to witnesses which testify on such 

crimes. A reflection of these international covenants consists of Law 39/2003, which 

provides that  an individual who informs the authorities that a group of offenders has 

been established in order to commit a serious offence (such as money laundering) is 

exonerated of liability, as long as this occurs before the crime is committed or discovered.  

Also, if during a criminal investigation or a criminal trial, a member of the organized crime 

group facilitates the identification and conviction of other members, the limits of the 

sanction provided by law for his crimes shall be halved. 

 

VI.  UNO SECURITY COUNCIL RESOLUTION NO. 1.373/2001 FOR 

FIGHTING INTERNATIONAL TERRORISM 

 

Romania has given effect to this Resolution through Emergency Government Ordinance 

no. 153 of 21 November  2001, thus recognizing the necessity for countries to strengthen 

international cooperation by implementing additional measures meant to prevent and 

suppress through legal means, the financing and preparing of any terrorist acts. 

The provisions of Law no. 535/2004 for preventing and fighting terrorism are also 

significant, since they stipulate that money laundering aimed at financing a terrorist entity 

is sanctioned with more severe punishments than regular money laundering activities. 

 

VII.   OTHER RELEVANT INTERNATIONAL INSTRUMENTS 

 

As concerns another dimension of international cooperation, which regards bilateral 

or other agreements, we must note the enactment of Law no. 197/2004 for ratifying 

the Cooperation Agreement between Romania and Europol, signed in Bucharest on 
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25 November 2003, with a view to enhance cooperation for fighting international 

organized crime at the European level. 

Also, Romania agreed to take part to the Group of States against Corruption 

(GRECO), established through the Resolution no.(99) 5 of 1 May 1999 of the Council 

of Europe, whose main purpose is to fight corruption, including its links with 

organized crime and money laundering. (see GEO no. 46/1999). 

On a more local scale, Romania has ratified through law no. 6/2000 the Cooperation 

Agreement with the governments of States participating to the Black Sea Economic 

Cooperation in the field of fighting criminality and its organized forms. Ratifying states 

agreed that they would cooperate in order to prevent, fight, detect, uncover and 

investigate crimes, especially illegal international economic activities and money 

laundering following illicit operations, suspicious banking and economic transactions 

as well as investment abuses. 

 

* 

*  * 

An obvious conclusion of the above presentation is that Romania has taken 

important steps in order to insure the compliance of its domestic legislation with the 

international legal requirements in the anti – money laundering field. The efforts 

which have been made over the last few years have been successful in harmonising 

the legislation with the main international regulations; their outcome has been 

reflected not only through the ratification by Romania of various international con-

ventions and protocols, as more fully presented above, but also by adopting primary 

and secondary legislation meant to enforce international covenants.  

Nonetheless, the process is certainly ongoing and some other legislative measures 

and law enforcement steps need to be taken in order to achieve a high level of com-

pliance and an effective implementation of the international recommendations in the 

anti money-laundering field, especially with regard to the reporting obligations of 

various categories of reporting entities and individuals. 

Even though the good progress made by Romania is undeniable, the alignment of 

legislation with the international legal environment is still a primary objective and 

further efforts should be made in order render more efficient the prevenation and fight 

against money laundering. 

 

 

Alexandra Cojocaru 
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2. LIST OF LEGISLATION ON MONEY LAUNDERING 
 

1. FATF 40 Recommendations 

2. Directive of the Council of European Communities of 10 June 1991 on prevention 

of the use of the financial system for the purpose of money laundering (known as 

“the Directive 91/308/EEC 

3. Directive 2001/97/EC of the European Parliament and of the Council of European 

Union of 2 December 2001 amending Council of European Union Directive 

91/308/EEC on prevention of the use of the financial system for the purpose of 

money laundering 

4. Directive 2000/28/EC of the European Parliament and of the Council of European 

Union of 18 September 2000 amending the Directive 2000/12/EC relating to the 

taking up and pursuit of the business of credit institutions 

5. Directive 2000/28/EC of the European Parliament and of the Council of European 

Union of 18 September 2000 amending the Directive 2000/12/EC relating to the 

taking up and pursuit of the business of credit institutions 

6. 1988 United Nations Convention against illicit traffic in narcotic drugs and 

psychotropic substances (adopted through Law no. 118/1992, published in the 

Official Gazette no. 341/30.12.2002) 

7. 1990 Council of Europe Convention on laundering, search, seizure and confis-

cation of the proceeds from crime 

8. 2000 United Nations Convention against Transnational Organized Crime (ratified 

through Law no. 565/2002, published in the Official Gazette no. 813/8.11.2002) 

9. 2003 United Nations Convention against Corruption (ratified through Law no. 

365/2004, published in the Official Gazette no. 903/5.10.2004) 

10. European Union Framework Decision on money laundering, the identification, 

tracing, freezing, seizing and confiscation of instrumentalities and the proceeds of 

crime. 

11. Basel Committee on Banking Supervision related to the customers due diligence 

12. Wolfsberg AML Principles 

13. EU Joint Action on money laundering, tracing, freezing, seizing and confiscation 

of instrumentalities and the proceeds from crime 

14. 2000 Convention on Mutual Assistance in Criminal matters between Member 

States of the EU + its Protocol 

15. Council of European Union Framework Decision on money laundering, the 

identification, tracing, freezing. seizing and confiscation of instrumentalities and 

the proceeds of crime 

16. 2001 Conference of the G8 Ministers of Justice and Interior 

17. 1998 United Nations Political Declaration and Action Plan against Money 

Laundering 
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18. Council of the EU Framework Decision concerning arrangements for cooperation 

between financial intelligence units of the Member States in respect of 

exchanging information 

19. 1999 United Nations International Convention for the Suppression of the 

Financing of Terrorism  

20. United Nations Resolution 1373 (financing the terrorism) (enforced through 

Government Emergency Ordinance no. 153/2001, published in the Official 

Gazette no. 769/3.12.2001) 

21.  Wolfsberg Statement on the suppression of the financing of terrorism 

22. ECOFIN meeting on 16 October 2001 

23. Council of EU Framework Decision  on combating terrorism 

 

 

Prof. PhD Cornelia Lefter 



 144 

3. LAW no. 656 of December 7, 2002 
 

for the prevention and fight against money laundering, as well as for 
setting forth preventive and fighting measures against terrorism financing, 
published in the OFFICIAL GAZETTE issue 904 as of December 12, 2002 

as amended by Law no. 39 as of January 21, 2003 and Law 230  
as of July 13, 2005 

 

 

    The Parliament of Romania passes this law. 

 

    CHAPTER 1 

    General provisions 

 

    ART. 1 

    This law sets forth preventing and fighting measures against money laundering, as 

well as certain measures regarding the prevention and fight against terrorism 

financing. 

 

    ART. 2 

    Within the meaning hereof: 

    a) money laundering refers to the offence provided for under art. 23; 

    a^1) terrorism financing refers to the offence provided for under art. 36 of Law no. 

535/2004 regarding the terrorism prevention and fight; 

    b) assets refer to corporeal and non-corporeal, movable or immovable assets, as 

well as to legal deeds or documents certifying a title or a right over the former; 

    c) suspicious transaction refers to the operation which, by its unusual nature and 

character related to the activities of the customer of the entities provided for under 

art. 8, raises suspicions for money laundering or terrorism financing; 

    d) external transfers to and from accounts refer to payment and collection 

operations performed between the persons located on the Romanian territory and the 

persons located aboard. 

 

    CHAPTER 2 

    Procedures for customers‟ identification and money laundering related information 

processing  

 

    ART. 3 

    (1) As soon as the employee of a legal entity or one of the natural entities provided 

for under art. 8 has suspicions regarding the fact that an operation to be performed is 
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aimed at money laundering or terrorism financing, shall inform the person designated 

under art. 14 paragraph (1), who shall immediately refer the matter to the National 

Office for Money Laundering Prevention and Control, hereinafter referred to as the 

Office. The latter shall confirm the notice reception. 

    (1^1) The National Bank of Romania, the National Securities Commission and the 

Insurance Supervision Commission shall immediately inform the Office of the 

authorization or the refusal to authorize the operations provided for under art. 28 of 

Law no. 535/2004 regarding the terrorism prevention and fight, also specifying the 

reason why the respective solution was ordered. 

    (2) If the Office deems it necessary, it may order, for justified reasons, the 

suspension of the operation performance for a period of 3 business days. The 

amount for which the operation suspension was ordered shall remain frozen in the 

holder‟s account until the expiry of the period for which the suspension was ordered 

or, as the case may be, until the Prosecutor‟s Office with the High Court of Cassation 

and Justice, under legal terms. 

    (3) If the Office deems necessary that the term of 3 business days is not enough, it 

may ask, for justified reasons, before the expiry of this term, the Prosecutor‟s Office 

with the High Court of Cassation and Justice to extend the suspension period related 

to the operation performance by 4 working days at the most. The Prosecutor‟s Office 

with the High Court of Cassation and Justice may authorize once the required exten-

sion or, as the case may be, it may order the cessation of the operation suspension. 

    (4) The Office should notify the entities provided for under art. 8, within 24 hours, 

of the decision regarding the suspension of the operation performance or, as the 

case may be, the measure for its extension, ordered by the Prosecutor‟s Office with 

the High Court of Justice. 

    (5) If the Office has failed to notify it within the term provided for under paragraph 

(4), the persons referred to under art. 8 could perform the respective operation. 

    (6) The entities provided for under art. 8 or the persons designated under art. 14 

paragraph (1) shall report to the Office, within 24 hours at the most, the performance 

of the operations with cash amounts, in RON or foreign currency, whose minimum 

limit accounts for the equivalent of Euro 10,000, regardless of the fact that the 

transaction shall be performed by means of one or several operations related to one 

another. 

    (7) The provisions of paragraph (6) shall also apply to external transfers into and 

from the accounts for amounts whose minimum limit accounts for the equivalent in 

RON of Euro 10,000. 

    (8) The exceptions from the reporting to the Office shall refer to the following 

categories of operations performed by the State Treasury: payment of cash amounts 

regarding wage rights, payments made by public institutions, collections of taxes, 

duties, contributions and any other budgetary income from natural and legal entities, 
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including cash amounts deposited by public institutions, as well as the operations 

provided for under paragraph (7). 

    (9) The form and content of the report for the operations provided for under 

paragraph (1), (6) and (7) shall be set forth by decision of the Office plenary meeting, 

within 30 days as of the effective date hereof. 

 

    ART. 4 

    (1) Entities provided for under art. 8, who are aware of the fact that an operation is 

to be performed for money laundering purposes, can perform the operation without 

prior notice to the Office, if the transaction should be immediately performed or if 

failure to perform it would hinder the pursuit of the beneficiaries of the suspicious 

transaction. These persons are bound to immediately inform the Office, but no latter 

than 24 hours, of the performed transaction, also specifying the reasons for which 

they failed to notify it, under art. 3. 

    (2) The entities provided for under art. 8, noticing the fact that one or more 

operations to have been performed in a customer‟s account show irregularities 

related to the activity of this account or for the type of the respective operation, shall 

immediately inform the Office, if there are suspicions regarding the fact that the 

irregularities are aimed at money laundering or terrorism financing. 

 

    ART. 5 

    (1) The Office may ask the persons specified under art. 8, as well as the 

competent institutions the data and information necessary for the fulfillment of the 

tasks set forth by the law. The information regarding the notices received under art. 3 

and 4 are deemed as professional confidentiality. 

    (2) The entities provided for under art. 8 shall send the Office the required data 

and information, within 30 days as of the date of the application reception. 

    (3) The professional confidentiality proper to the entities provided for under art. 8 

shall not be binding to the Office. 

    (4) The Office can make an exchange of information, on a mutual basis, with 

foreign institutions with similar positions and which are bound to keep the secret 

under similar circumstances, if such notifications are made for the prevention and 

fight against money laundering or terrorism financing. 

 

    ART. 6 

    (1) The Office shall proceed to the information analysis and processing, and when 

one notices the existence of serious grounds for money laundering or terrorism 

financing, this shall immediately be referred to the Prosecutor‟s Office with the High 

Court of Cassation and Justice. If one notices the terrorism financing related activity, 



 147 

this shall be immediately also referred to the Romanian Intelligence Service 

regarding suspicious terrorism financing operations. 

    (1^1) The identity of the natural persons who, in accordance with art. 14 paragraph 

(1), notified the Office cannot be revealed in the notice. 

    (2) If following the analysis and processing of information received by the Office, 

one does not notice the existence of serious grounds for the existence of money 

laundering and terrorism financing activities, the Office keeps the information in the 

record. 

    (3) If the information provided for under paragraph (2) are not completed for a 

period of 10 years, they shall be classified within the Office. 

    (4) Following the notice reception, the Prosecutor‟s Office with the High Court of 

Cassation and Justice may ask, for justified reasons, the Office to complete it. The 

request can also be filed by the prosecutor‟s offices with the courts of appeal or 

tribunals or, as the case may be, by the National Anticorruption Prosecutor‟s Office, 

in the cases referred, for settlement purposes, to the Prosecutor‟s Office with the 

High Court of Cassation and Justice. 

    (5) The Office is bound to make available to the Prosecutor‟s Office with the High 

Court of Justice or, as the case may be, to the National Anticorruption Prosecutor‟s 

Office, upon their request, the data and information they have received under the 

provisions hereof. 

    (6) The Prosecutor‟s Office with the High Court of Cassation and Justice or, as the 

case may be, the National Anticorruption Prosecutor‟s Office shall communicate, on 

a quarterly basis the settlement stage of the sent notices, as well as the quantum of 

the amounts to be found in the accounts of natural or legal entities for which the 

freezing was ordered, following the performed suspensions. 

    (7) The Office shall supply the natural and legal entities provided for under art. 8, 

as well as the authorities with financial control tasks and to the prudential supervi-

sions authorities, by a procedure deemed to be appropriate, with general information 

regarding the suspicious transactions and typologies for money laundering and 

terrorism financing. 

    (8) Following reception of reports regarding suspicious transactions, if one notices 

the existence of serious grounds related to the commission of other offences than 

those related to money laundering or terrorism financing, the Office shall immediately 

notify the competent authority. 

 

    ART. 7 

    The information transmission in good faith, in accordance with the provisions of 

art. 3-5, by the entities provided for under art. 8 or by the persons designated under 

art. 14 paragraph (1) does not entail their disciplinary, civil or criminal liability. 
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    ART. 8 

    The following are subject hereto: 

    a) banks, branches of foreign banks, credit institutions and branches in Romania 

of foreign credit institutions; 

    b) financial institutions, such as: investment funds, investment companies, in-

vestment management companies, depository companies, custody companies, 

financial investment service companies, pension funds and other such funds, perfor-

ming the following operations: crediting, including the consumer credit, mortgage 

credit, factoring, business transaction financing, including forfeiting, financial leasing, 

payment operations, payment means issuance and management, credit cards, 

traveler‟s cheques and other similar, granting and undertaking guarantees and com-

mitment subscription, transactions in one‟s own account or in the customers‟ account  

by means of the monetary market instruments, cheques, payment orders, deposit 

certificates, foreign exchange, derived financial products, financial instruments rela-

ted to the foreign exchange or the interest rate, securities, participation in the 

issuance of shares and provision of issuance related services, consulting granted to 

enterprises in terms of capital structure, industrial strategy, consulting and services in 

the field of mergers and enterprise purchases, the intermediation on the inter-banking 

markets, portfolio management and consulting in this field, custody and securities 

management, as well as branches in Romanian of foreign financial institutions; 

    c) insurance and re-insurance companies, as well as branches in Romania of 

foreign insurance and re-insurance companies; 

    d) economic agents performing gambling activities, pawn, sale-purchase of art 

objects, precious metals and stones, dealers, tourism operators, services provisions 

and any other similar activities involving the securities circulation; 

    e) auditors, natural and legal entities granting tax, accounting or financial-banking  

consulting; 

    e^1) notaries public, lawyers and other independent legal professionals, if the 

consulting is granted for the preparation or performance of operations for their 

customers regarding the real asset purchase or sale, stocks and shares or elements 

of the goodwill, management of financial instruments or other customers‟ assets, 

setup and administration of bank accounts, savings banks or financial instruments, 

organization of the subscription process of the required contributions for establish-

ment, operation or management of trading companies, bodies for collective invest-

ment in securities or other similar bodies, as well as in case they represent their cus-

tomers in any financial operation or in an operation aimed at real assets; 

    f) persons with attributions in the privatization process; 

    g) postal offices and legal entities rendering money transmission services, in RON 

or foreign currency; 

    h) real estate agents; 
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    i) State Treasury and Customs authorities; 

    j) foreign exchange offices; 

    j^1) associations and foundations. 

    k) any other natural or legal entity, for deeds and actions performed outside the 

financial-banking system. 

    (2) The entities provided for under paragraph (1) letters e) and e^1) shall not be 

subject hereof, in terms of the information received or obtained from their customers, 

while ascertaining its legal status or that if the defense or its representation within 

legal proceedings or related to the latter, including granting consulting in order to 

start legal proceedings, regardless of whether the information had been received or 

obtained before, during or following the proceedings completion. 

 

    ART. 9 

    (1) The entities provided for under art. 8 shall be bound to establish the customers‟ 

identity upon starting business relationships, the opening of accounts of services 

provision. 

    (2) The customers‟ identification obligation is also required in the case of 

operations other that those referred to under paragraph (1), whose minimum value 

accounts for the equivalent in RON of Euro 10,000, regardless of whether the 

transaction is performed by one or more operations related to one another. 

    (3) As soon as a there is information regarding the fact that the respective 

operation is aimed at money laundering or terrorism financing, one shall proceed to 

the customers‟ identification, even if the operation value is lower than the minimum 

value set under paragraph (2). 

    (4) When one does not know the respective amount upon transaction acceptance, 

the natural or legal entity bound to immediately establish the customer‟s identity, 

when informed of the transaction value and when having set that the minimum limit 

provided for under (2) was reached. 

    (5) The provisions of paragraphs (1)-(4) shall also apply to the operations 

performed between individuals who were not there at the time. 

    (6) Authorities entrusted with the prudential supervision of the entities provided for 

under art. 8 shall issue, according to their competences, regulations 

regarding the measures necessary for the establishment of the customer‟s 

identity in case of operations performed between the persons who were not 

there at the time. 

    (7) Authorities entrusted with the prudential supervisions and financial control of 

the entities provided for under art. 8 shall issue, according to their competences, the 

regulations regarding the customers‟ knowledge standards. 
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    ART. 10 

    (1) The customers‟ identification data shall include: 

    a) in case of natural entities – civil status related data specified in the identity 

papers provided for by the law; 

    b) in case of legal entities – data specified in the registration documents provided 

for under the law, as well as the proof of the fact that the natural entity performing the 

transaction is the legal representative of the legal entity. 

    (2) In the case of foreign legal entities, when opening bank accounts one shall 

require the submittal of those documents from which the following shall result: the 

company‟s identity, headquarters, company type, place of registration, special power 

of attorney of the person representing it in the transaction, as well as a translation 

into Romanian of the documents authenticated by a notary public‟s office. 

 

    ART. 11 

    In case there is information regarding the customers provided for under art. 9 and 

10, namely that the transaction is not performed in own account, natural and legal 

entities specified under art. 8 shall take measures in order to obtain data about the 

actual identity of the person in the interest or behalf of whom these customers act, 

including from the Office. 

 

    ART. 12 

    (1) The identification requirements shall not be imposed on the insurance and re-

insurance companies specified under art. 8, in terms of life insurance policies, if the 

insurance premium or the annual payment rates are lower than or equal to the 

amount of Euro 1,000 or the single insurance premium paid is, in the RON 

equivalent, up to Euro 2,500. If the regular premium rates or the annual payment 

amounts are or will be increased so that they exceed the limit of the amount of Euro 

1,000, respectively of Euro 2,500, in the RON equivalent, one shall require the 

customers‟ identification. 

    (2) Customers‟ identification requirements are not compulsory in the case of 

subscription of insurance policies issued by the pension funds, obtained under an 

employment contract or because of the insured person‟s profession, provided that 

the policy cannot be repurchased before the due date and cannot be used as 

guarantee or collateral for contracting a loan. 

    (3) Customers‟ identification requirements shall not be required if it was set for the 

payment to be made by debiting an account opened in the customer‟s name with a 

Romanian credit or financial institution, from a European Union Member State or to a 

subsidiary from a European Union Member State of a credit or financial institution 

from a third. 
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    (4) Customers‟ identification requirements shall not be required if this is not a 

Romanian credit or financial institution, from a European Union Member State, a 

branch from a European Union Member State of a credit or financial institution from a 

third country or, as the case may be, a credit or financial institution from a third 

country, requiring identification requirements similar to those provided for by the 

Romanian law. 

 

    ART. 13 

    (1) In each case where the identity is required according to the provisions hereof, 

the legal or natural entity provided for under art. 8, which is bound to identify the 

customer, shall keep a copy of the document, as an identity proof, or identity 

references, for a period of 5 years, as of the date when the relationship with the 

customer was ended. 

    (2) The entities provided for under art. 8 shall keep secondary or operational 

records and the registrations of all financial operations subject hereto, for a period of 

5 years as of the performance of each operation, in an appropriate form, in order to 

be used as evidence in court. 

 

    ART. 14 

    (1) Legal entities provided for under art. 8 shall appoint one or more persons with 

responsibilities in the enforcement hereof, whose names shall by communicated to 

the Office, as well as the nature and specified responsibility limits. 

    (1^1) Financial institutions shall be bound to appoint an office at the management 

level, to have attributions regarding: 

    a) the development of internal policies, procedures and control, in order to ensure 

high standards upon the personnel‟s employment; 

    b) the development  of professional training programs; 

    c) the implementation of control procedures for the system testing. 

    (2) The persons designated under paragraph (1) and (1^1) are liable for the 

fulfillment of the tasks set out for the enforcement hereof. 

 

    ART. 15 

    The persons designated under art. 14 paragraph (1) and entities provided for 

under art. 8 shall prepare for each suspicious transaction a written report, under the 

form set out by the Office, to be immediately sent to the latter. 

 

    ART. 16 

    (1) Legal entities provided for under art. 8, as well as the management bodies of 

independent legal professional shall set out proper internal control procedures and 

methods, in order to prevent and avid money laundering and terrorism financing, and 
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shall ensure the employees‟ training for the recognition of operations which an be 

related to money laundering or terrorism financing and immediately taking the 

measures required under such circumstances. 

    (1^1) Management bodies of independent legal professionals shall conclude with 

the Office, within 60 days as of the enforcement hereof, cooperation protocols. 

    (2) The Office shall be involved in special training programs for the representatives 

of the entities provided for under art. 8. 

 

    ART. 17 

    (1) The authorities entrusted with the financial control, under the law, and those for 

the prudential supervision of the entities provided for under art. 8 shall be checked 

and controlled, within the professional attributions, the way for the application of the 

provisions hereof, and when from the date obtained it results the existence of 

suspicions of money laundering, terrorism financing or other types of breach of the 

provisions hereof, we shall immediately inform the Office. 

    (2) The Office may perform the ordinary check and control with the authorities 

provided for under paragraph (1) to the persons specified under art. 8. 

    (3) The obligation provided for under paragraph (1) shall also apply to the National 

Securities Authority regarding the persons crossing the Romanian state border with 

cash or securities on them, exceeding the equivalent of Euro 10,000. 

 

    ART. 18 

    (1) The Office personnel shall be bound not to disclose the information received 

during their activity but under legal terms. The obligation shall remain valid also 

following removal from offices, for a period of 5 years. 

    (2) The entities provided for under art. 8 and their employees shall be bound not to 

disclose, outside the legal terms, the information in their possession regarding the 

money laundering and terrorism financing and not to warn customers about the 

Office notice. 

    (3) It shall be forbidden for the Office‟s employees and for the entities provided for 

under art. 8 to use, for personal interest purposes, the information received both 

during their activity and after their activity cessation. 

 

    CHAPTER 3 

    The National Office for Money Laundering Prevention and Control 

 

    ART. 19 

    (1) The Office shall operate as a specialized body with legal personality subor-

dinated to the Government, located in Bucharest. 
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    (2) The Office has as scope of business the of money laundering and terrorism 

financing prevention and control, for which purpose it receives, analyzes, processes 

information and refers it, under the terms of art. 6 paragraph (1), to the prosecutor‟s 

Office with the High Court of Cassation and Justice. 

    (3) In order to exercise their attributions, the Office has set up its own body, at the 

central level, whose organization chart shall be approved by Government decision. 

    (4) The Office shall be run by a chairman, appointed by the Government among 

the member of the Office plenary meeting, which has the capacity of credit principal 

officer, assisted by 3 councilors. 

    (5) The Office plenary meeting stands for the deliberative and decision-making 

body, consisting in one representative for each of the following: the Ministry of Public 

Finance, the Ministry of Justice, the Ministry of the Interior, the Prosecutor‟s Office 

with the High Court of Justice, the National Bank of Romania, the National Audit 

Office and the Romanian Banking Association, appointed for a period of 5 years, by 

Government decision. 

    (6) In exercising its attributions, the Office plenary meeting shall make decisions 

with the vote of majority of its members. 

    (7) The members of the Office plenary meeting should meet, on the appointment 

date, the following conditions: 

    a) to be licensed and to have at least 10 years of professional experience in an 

economic or legal position; 

    b) to have his/her domicile in Romania; 

    c) to have the Romanian citizenship; 

    d) to exercise his/her civil and political rights; 

    e) to have a high unimpaired professional and moral competence. 

    (8) It shall be forbidden for the Office plenary meeting members to be a member of 

political parties or to perform public political activities. 

    (9) The position of Office plenary meeting member is incompatible with any other 

public or private position, except for the positions of university professors. 

    (10) The Office plenary meeting members shall be bound to immediately notify in 

writing the Office chairman of the occurrence of any incompatibility case. 

    (11) During their office, the Office plenary meeting members shall be transferred, 

respectively their work relation shall be suspended, and following their office 

cessation, they shall resume to the previously filled in position. 

    (12) In case of a position vacancy within the Office plenary meeting, the manager 

of the competent authority shall propose another person to the Government, within 

30 days as of the job vacancy. 

    (13) The mandate of Office plenary meeting member shall cease under the 

following circumstances: 

    a) upon the expiry of the terms for which  he/she was appointed; 
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    b) by resignation; 

    c) by death; 

    d) by failure to exercise the mandate for a period of more than 6 months; 

    e) upon occurrence of an incompatibility; 

    f) by dismissal by the appointing authority. 

    (14) The Office personnel cannot fill in any position within any of the legal entities 

provided for under art. 8 at the same time with the performance of activity of Office 

employee. 

    (15) For the operation of the Office, the Government shall send the former for 

management purposes the required real assets – lands and buildings – from the 

public and private domain, within 60 days as of the application registration date. 

    (16) The Office may get involved in the activities of international specialized bodies 

and may be a member of the latter. The Office plenary meeting shall decide on the 

opportunity of getting involved in such activities. 

 

    ART. 20 

    (1) The wage of the Office plenary meeting members and personnel, the position 

nomenclature, the seniority conditions and the education for the personnel 

employment and promotion shall be specified in the appendix which is integral part 

hereof. 

    (2) The Office plenary meeting members and personnel have all rights and 

obligations provided for by the legal regulations specified in the appendix hereof. 

    (3) The entities which, under the law, manage classified information shall enjoy a 

bonus of 25% granted for classified data and information management. 

 

    CHAPTER 4 

    Responsibilities and penalties 

 

    ART. 21 

    The breach of the provisions hereof entails, as the case may be, the civil, 

disciplinary, tort or criminal liability. 

 

    ART. 22 

    (1) The following actions shall be deemed to be an offence: 

    a) failure to comply with the obligations provided for under art. 3 paragraphs (1), 

(6) and (7) and under art. 4; 

    b) failure to comply with the obligations provided for under art. 5 paragraph (2), art. 

9, art. 11, art. 13-15, art. 16 paragraph (1) and under art. 17. 

    (2) Offences provided for under paragraph (1) letter a) shall be sanctioned by fine 

ranging from ROL 100,000,000 to 300,000,000, and offences provided for under 
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paragraph (1) letter b) shall be sanctioned by fine ranging from ROL 150,000,000 to 

500,000,000. 

    (3) Penalties provided for under paragraph (2) shall also apply to legal entities. 

    (4) Offences shall be ascertained and the fine shall be charged by the personnel 

designed within the Office and of the authorities provided for under art. 17. 

    (5) The provisions hereof regarding offences shall be accordingly supplemented by 

the provisions of the Government Ordinance no. 2/2001 regarding the legal status of 

offences, endorsed with its amendments and supplementations by Law no. 

180/2002, with its subsequent amendments, except for art. 28 and 29. 

 

    ART. 23 

    (1) The following shall be deemed to be a money laundering offence and shall be 

punished by imprisonment from 3 to 12 years: 

    a) assets change or transfer, being aware of the fact that by committing offences, 

in order to conceal or dissimulate the illicit origin of these assets or in order to help 

the person having committed the offence the assets come from to elude the legal 

proceeding, the trail or sentence execution; 

    b) the concealing or dissimulation of the true nature of the origin, location, 

placement, circulation or of the ownership if assets or rights over the latter, being 

aware of the fact that the assets come from the commission of offences; 

    c) acquisition, possession or use of assets, being aware of the fact that they are 

the result of an offence commission. 

    (2) Repealed. 

    (3) The attempt shall be punished. 

 

    ART. 24 

    Failure to comply with the obligations provided for under art. 18 shall be deemed to 

be an offence and shall be punished by imprisonment from 2 to 7 years. 

 

    ART. 24^1 

    If one committed a money laundering or terrorism financing offence, it is necessary 

to take the required measures. 

 

    ART. 25 

    (1) In case of money laundering and terrorism financing offences the provisions of 

art. 118 of the Criminal Code regarding the asset seizure shall apply. 

    (2) If the assets subject to seizure cannot be found, their cash equivalent or the 

assets acquired instead of the former shall be seized. 

    (3) The income or other material benefits obtained from the assets provided for 

under paragraph (2) shall be seized. 
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    (4) If the assets subject to seizure cannot be individualized as compared from the 

legally acquired assets, assets shall be seized up to the limit of the value of assets 

subject seizure. 

    (5) The provisions of paragraph (4) shall accordingly apply to the income or other 

material benefits obtained from the assets subject to seizure, which cannot be 

individualized as compared to the legally acquired assets. 

    (6) In order to grant the fulfillment of the action related to the asset seizure, it is 

necessary to take the required measures provided for by the Criminal Procedure 

Code. 

 

    ART. 26 

    In case of offences provided for under art. 23 and 24, as well as in case of 

terrorism financing offences, the bank and professional secret shall not be binding on 

the criminal investigation bodies or to the law courts. Data and information required 

by the prosecutor or law court shall be communicated by the entities provided for 

under art. 8, upon the written request of the criminal investigation bodies, with the 

authorization of the prosecutor or of the court. 

 

    ART. 27 

    (1) When there are serious grounds for the commission of the money laundering or 

terrorism financing offence, for the evidence collection or for the perpetrator‟s 

identification the following measures can be ordered: 

    a) the supervision of bank account and of their assimilated accounts; 

    b) the call supervision, interception or registration; 

    c) access to IT systems. 

    (2) The measure provided for under paragraph (1) letter a) may be order by the 

prosecutor for a period of 30 days at the most. For grounded reasons, this measure 

can be extended by the prosecutor by justified ordinance, but each extension cannot 

exceed 30 days. The maximum duration of the measure is of 4 months. 

    (3) The measures provided for under paragraph (1) letters b) and c) can be 

ordered by the judge, according to the provisions of art. 91^1 -91^6 of the Criminal 

Procedure Code, to be accordingly applied. 

    (4) The Prosecutor may order the submittal of instruments, bank, financial or 

accounting documents, under the terms provided for under paragraph (1). 

 

    ART. 27^1 

    If there are serious and actual grounds for the commission or preparation of a 

money laundering or terrorism financing offence, which cannot be identified or whose 

perpetrators cannot be identified by other means, can be used, in order to collect the 
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data regarding the existence of the office and the perpetrators identification, under-

cover investigators, under the terms provided for by the Criminal Procedure Code. 

 

   CHAPTER 5 

    Final provisions 

 

    ART. 28 

    The customers‟ identification, under art. 9, shall be performed as of the effective 

date hereof. 

 

    ART. 29 

    The minimum limit of the operation provided for under art. 9 paragraph (2) and the 

maximum limit of the amounts provided for under art. 12 paragraph (1) may be 

modified by Government decision, upon the Office proposal. 

 

    ART. 30 

    Within 30 days as of the effective date hereof, the Office shall submit to the 

Government for approval its organization and operating regulation. 

 

    ART. 31 

    Law no. 21/1999 regarding the prevention and punishment of money laundering, 

published in the Romanian Official Gazette, 1
st
 part, issue 18 as of January 21, 1999, 

with its subsequent amendments, shall be repealed. 

   This law was passed by the Senate in the session of November 21, 2002, in com-

pliance with the provisions of art. 74 paragraph (1) of the Constitution of Romania. 
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4. DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of THE EUROPEAN UNION  

on the prevention of the use of the financial system for the 
purpose 

of money laundering, and terrorist financing 
 

Brussels, August 9, 2005 

 

Chapter I 

Subject-matter, scope and definitions 

 

Article 1 

 

1. Member States shall ensure that money laundering and terrorist financing are 

prohibited. 

2. For the purposes of this Directive, the following conduct, when committed 

intentionally, shall be regarded as money laundering: 

(a) the conversion or transfer of property, knowing that such property is derived from 

criminal activity or from an act of participation in such activity, for the purpose of con-

cealing or disguising the illicit origin of the property or of assisting any person who is in-

volved in the commission of such activity to evade the legal consequences of his action; 

(b) the concealment or disguise of the true nature, source, location, disposition, 

movement, rights with respect to, or ownership of property, knowing that such pro-

perty is derived from criminal activity or from an act of participation in such activity; 

(c) the acquisition, possession or use of property, knowing, at the time of receipt, 

that such property was derived from criminal activity or from an act of participation in 

such activity; 

(d) participation in, association to commit, attempts to commit and aiding, abetting, 

facilitating and counselling the commission of any of the actions mentioned in the 

foregoing points. 

3. Money laundering shall be regarded as such even where the activities which 

generated the property to be laundered were carried out in the territory of another 

Member State or in that of a third country. 

4. For the purposes of this Directive, "terrorist financing" means the provision or 

collection of funds, by any means, directly or indirectly, with the intention that they 

should be used or in the knowledge that they are to be used, in full or in part, in order 

to carry out any of the offences within the meaning of Articles 1 to 4 of Council 

Framework Decision 2002/475/JHA of 13 June 2002 on combating terrorism
21

. 

                                                 
21
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5. Knowledge, intent or purpose required as an element of the activities mentioned in 

paragraphs 2 and 4 may be inferred from objective factual circumstances. 

 

Article 2 

 

1. This Directive shall apply to: 

(1) credit institutions; 

(2) financial institutions; 

(3) the following legal or natural persons acting in the exercise of their professional 

activities: 

(a) auditors, external accountants and tax advisors; 

(b) notaries and other independent legal professionals, when they participate, 

whether by acting on behalf of and for their client in any financial or real estate 

transaction, or by assisting in the planning or execution of transactions for their client 

concerning the: 

(i) buying and selling of real property or business entities; 

(ii) managing of client money, securities or other assets; 

(iii) opening or management of bank, savings or securities accounts; 

(iv) organisation of contributions necessary for the creation, operation or 

management of companies; 

(v) creation, operation or management of trusts, companies or similar 

structures; 

(c) trust or company service providers not already covered under points (a) or (b); 

(d) real estate agents; 

(e) other natural or legal persons trading in goods, only to the extent that pay-

ments are made in cash in an amount of EUR 15 000 or more, whether the tran-

saction is executed in a single operation or in several operations which appear to be 

linked; 

(f) casinos. 

2. Member States may decide that legal and natural persons who engage in a 

financial activity on an occasional or very limited basis and where there is little risk of 

money laundering or terrorist financing occurring do not fall within the scope of Article 

3(1) or (2). 

 

Article 3 

 

For the purposes of this Directive the following definitions shall apply: 

(1) "credit institution" means a credit institution, as defined in the first subparagraph 

of Article 1(1) of Directive 2000/12/EC of the European Parliament and of the Council 

of 20 March 2000 relating to the taking up and pursuit of the business of credit 
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institutions
22

, including branches within the meaning of Article 1(3) of that Directive 

located in the Community of credit institutions having their head offices inside or 

outside the Community; 

(2) "financial institution" means: 

(a) an undertaking other than a credit institution which carries out one or more of 

the operations included in points 2 to 12 and point 14 of Annex I to Directive 

2000/12/EC, including the activities of currency exchange offices (bureaux de 

change) and of money transmission or remittance offices; 

(b) an insurance company duly authorised in accordance with Directive 

2002/83/EC of the European Parliament and of the Council of 5 November 2002 

concerning life assurance
23

, insofar as it carries out activities covered by that 

Directive; 

(c) an investment firm as defined in Article 4(1) of Directive 2004/39/EC of the 

European Parliament and of the Council of 21 April 2004 on markets in financial 

instruments
24

; 

(d) a collective investment undertaking marketing its units or shares; 

(e) an insurance intermediary as defined in Article 2(5) of Directive 2002/92/EC of 

the European Parliament and of the Council of 9 December 2002 on insurance 

mediation
25

, with the exception of intermediaries as mentioned in Article 2(7) of 

that Directive, when they act in respect of life insurance and other investment 

related services; 

(f) branches, when located in the Community, of financial institutions as referred to 

in points (a) to (e), whose head offices are inside or outside the Community; 

(3) "property" means assets of every kind, whether corporeal or incorporeal, movable 

or immovable, tangible or intangible, and legal documents or instruments in any form 

including electronic or digital, evidencing title to or an interest in such assets.  

(4) "criminal activity" means any kind of criminal involvement in the commission of a 

serious crime. 

(5) "serious crimes" means, at least: 

(a) acts as defined in Articles 1 to 4 of Framework Decision 2002/475/JHA; 

(b) any of the offences defined in Article 3(1)(a) of the 1988 United Nations Con-

vention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances; 

(c) the activities of criminal organisations as defined in Article 1 of Council Joint 

Action 98/733/JHA of 21 December 1998 on making it a criminal offence to parti-

cipate in a criminal organisation in the Member States of the European Union
26

; 
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(d) fraud, at least serious, as defined in Article 1(1) and Article 2 of the Convention 

on the Protection of the European Communities' Financial Interests
27

; 

(e) corruption; 

(f) all offences which are punishable by deprivation of liberty or a detention order 

for a maximum of more than one year or, as regards those States which have a mini-

mum threshold for offences in their legal system, all offences punishable by 

deprivation of liberty or a detention order for a minimum of more than six months, 

(6) "beneficial owner" means the natural person(s) who ultimately owns or controls 

the customer and/or the natural person on whose behalf a transaction or activity is 

being conducted. The beneficial owner shall at least include: 

(a) in the case of corporate entities: 

(i) the natural person(s) who ultimately owns or controls a legal entity through 

direct or indirect ownership or control over a sufficient percentage of the shares or 

voting rights in that legal entity, including through bearer share holdings, other than a 

company listed on a regulated market that is subject to disclosure requirements con-

sistent with Community legislation or subject to equivalent international standards; a 

percentage of 25% plus one share shall be deemed sufficient to meet this criterion; 

(ii) the natural person(s) who otherwise exercises control over the management 

of a legal entity; 

(b) in the case of legal entities, such as foundations, and legal arrangements, 

such as trusts, which administer and distribute funds: 

(i) where the future beneficiaries have already been determined, the natural 

person(s) who is the beneficiary of 25% or more of the property of a legal 

arrangement or entity; 

(ii) where the individuals that benefit from the legal arrangement or entity have 

yet to be determined, the class of persons in whose main interest the legal 

arrangement or entity is set up or operates; 

(iii) the natural person(s) who exercises control over 25% or more of the 

property of a legal arrangement or entity; 

(7) "trust and company service providers" means any natural or legal person which 

by way of business provides any of the following services to third parties: 

(a) forming companies or other legal persons; 

(b) acting as or arranging for another person to act as a director or secretary of a com-

pany, a partner of a partnership, or a similar position in relation to other legal persons; 

(c) providing a registered office, business address, correspondence or admi-

nistrative address and other related services for a company, a partnership or any 

other legal person or arrangement; 

                                                 
27
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(d) acting as or arranging for another person to act as a trustee of an express trust 

or a similar legal arrangement; 

(e) acting as or arranging for another person to act as a nominee shareholder for 

another person other than a company listed on a regulated market that is subject to 

disclosure requirements in conformity with Community legislation or subject to 

equivalent international standards; 

(8) "politically exposed persons" means natural persons who are or have been 

entrusted with prominent public functions and immediate family members, or persons 

known to be close associates, of such persons; 

(9) "business relationship" means a business, professional or commercial relationship 

which is connected with the professional activities of the institutions and persons 

covered by this Directive and which is expected, at the time when the contact is 

established, to have an element of duration; 

(10) "shell bank" means a credit institution, or an institution engaged in equivalent acti-

vities, incorporated in a jurisdiction in which it has no physical presence, involving mea-

ningful mind and management, and which is unaffiliated with a regulated financial group. 

 

Article 4 

 

1. Member States shall ensure that the provisions of this Directive are extended in 

whole or in part to professions and to categories of undertakings, other than the 

institutions and persons referred to in Article 2(1), which engage in activities which 

are particularly likely to be used for money laundering or terrorist financing purposes. 

2. Where a Member State decides to extend the provisions of this Directive to 

professions and to categories of undertakings other than those referred to in Article 

2(1), it shall inform the Commission thereof. 

 

Article 5 

 

The Member States may adopt or retain in force stricter provisions in the field 

covered by this Directive to prevent money laundering and terrorist financing. 
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Chapter II 

Customer due diligence 

 

SECTION 1 

GENERAL PROVISIONS 

 

Article 6 

 

Member States shall prohibit their credit and financial institutions from keeping 

anonymous accounts or anonymous passbooks. By way of derogation from Article 

9(6), Member States shall in all cases require that the owners and beneficiaries of 

existing anonymous accounts or anonymous passbooks be made the subject of 

customer due diligence measures as soon as possible and in any event before such 

accounts or passbooks are used in any way. 

 

Article 7 

 

The institutions and persons covered by this Directive shall apply customer due 

diligence measures in the following cases: 

(a) when establishing a business relationship; 

(b) when carrying out occasional transactions amounting to EUR 15 000 or more, 

whether the transaction is carried out in a single operation or in several operations 

which appear to be linked; 

(c) when there is a suspicion of money laundering or terrorist financing, regardless 

of any derogation, exemption or threshold; 

(d) when there are doubts about the veracity or adequacy of previously obtained 

customer identification data. 

 

Article 8 

 

1. Customer due diligence measures shall comprise: 

(a) identifying the customer and verifying the customer's identity on the basis of 

documents, data or information obtained from a reliable and independent source; 

(b) identifying, where applicable, the beneficial owner and taking risk-based and 

adequate measures to verify his identity so that the institution or person covered by this 

Directive is satisfied that it knows who the beneficial owner is, including, as regards 

legal persons, trusts and similar legal arrangements, taking risk-based and adequate 

measures to understand the ownership and control structure of the customer; 

(c) obtaining information on the purpose and intended nature of the business 

relationship; 
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(d) conducting ongoing monitoring of the business relationship including scrutiny 

of transactions undertaken throughout the course of that relationship to ensure that 

the transactions being conducted are consistent with the institution's or person's 

knowledge of the customer, the business and risk profile, including, where neces-

sary, the source of funds and ensuring that the documents, data or information held 

are kept up-to-date. 

2. The institutions and persons covered by this Directive shall apply each of the 

customer due diligence requirements set out in paragraph 1, but may determine the 

extent of such measures on a risk-sensitive basis depending on the type of customer, 

business relationship, product or transaction. The institutions and persons covered 

by this Directive shall be able to demonstrate to the competent authorities mentioned 

in Article 37, including self-regulatory bodies, that the extent of the measures is 

appropriate in view of the risks of money laundering and terrorist financing. 

 

Article 9 

 

1. Member States shall require that the verification of the identity of the customer and 

the beneficial owner takes place before the establishment of a business relationship 

or the carrying out of the transaction. 

2. By way of derogation from paragraph 1, Member States may allow the verification 

of the identity of the customer and the beneficial owner to be completed during the 

establishment of a business relationship if this is necessary not to interrupt the 

normal conduct of business and where there is little risk of money laundering or 

terrorist financing occurring. In such situations these procedures shall be completed 

as soon as practicable after the initial contact. 

3. By way of derogation from paragraphs 1 and 2, Member States may, in relation to 

life insurance business, allow the verification of the identity of the beneficiary under 

the policy to take place after the business relationship has been established. In that 

case, verification shall take place at or before the time of payout or at or before the 

time the beneficiary intends to exercise rights vested under the policy. 

4. By way of derogation from paragraphs 1 and 2, Member States may allow the 

opening of a bank account provided that there are adequate safeguards in place to 

ensure that transactions are not carried out by the customer or on its behalf until full 

compliance with the aforementioned provisions is obtained. 

5. Member States shall require that, where the institution or person concerned is 

unable to comply with points (a), (b) and (c) of Article 8(1), it may not carry out a 

transaction through a bank account, establish a business relationship or carry out the 

transaction, or shall terminate the business relationship, and shall consider making a 

report to the financial intelligence unit (FIU) in accordance with Article 22 in relation 

to the customer. 
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Member States shall not be obliged to apply the previous subparagraph in situations 

when notaries, independent legal professionals, auditors, external accountants and 

tax advisors are in the course of ascertaining the legal position for their client or 

performing their task of defending or representing that client in, or concerning judicial 

proceedings, including advice on instituting or avoiding proceedings. 

6. Member States shall require that institutions and persons covered by this Directive 

apply the customer due diligence procedures not only to all new customers but also 

at appropriate times to existing customers on a risk-sensitive basis. 

 

Article 10 

 

1. Member States shall require that all casino customers be identified and their 

identity verified if they purchase or exchange gambling chips with a value of EUR 

2000 or more. 

2. Casinos subject to State supervision shall be deemed in any event to have satis-

fied the customer due diligence requirements if they register, identify and verify the 

identity of their customers immediately on or before entry, regardless of the amount 

of gambling chips purchased. 

 

SECTION 2 

SIMPLIFIED CUSTOMER DUE DILIGENCE 

 

Article 11 

 

1. By way of derogation from Articles 7(a), (b) and (d), 8 and 9(1), the institutions and 

persons covered by this Directive shall not be subject to the requirements provided 

for in those Articles where the customer is a credit or financial institution covered by 

this Directive, or a credit or financial institution situated in a third country which im-

poses requirements equivalent to those laid down in this Directive and supervised for 

compliance with those requirements. 

2. By way of derogation from Articles 7(a), (b) and (d), 8 and 9(1) Member States 

may allow the institutions and persons covered by this Directive not to apply cus-

tomer due diligence in respect of: 

(a) listed companies whose securities are admitted to trading on a regulated 

market within the meaning of Directive 2004/39/EC in one or more Member States 

and listed companies from third countries which are subject to disclosure require-

ments consistent with Community legislation; 

(b) beneficial owners of pooled accounts held by notaries and other independent 

legal professionals from the Member States, or from third countries provided that 

they are subject to requirements to combat money laundering or terrorist financing 
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consistent with international standards and are supervised for compliance with those 

requirements and provided that the information on the identity of the beneficial owner 

is available, on request, to the institutions that act as depository institutions for the 

pooled accounts; 

(c) domestic public authorities, or in respect of any other customer representing a 

low risk of money laundering or terrorist financing which meets the technical criteria 

established in accordance with Article 40(1)(b). 

3. In the cases mentioned in paragraphs 1 and 2, institutions and persons covered by 

this Directive shall in any case gather sufficient information to establish if the 

customer qualifies for an exemption as mentioned in these paragraphs. 

4. The Member States shall inform each other and the Commission of cases where 

they consider that a third country meets the conditions laid down in paragraphs 1 or 2 

or in other situations which meet the technical criteria established in accordance with 

Article 40(1)(b). 

5. By way of derogation from Articles 7(a), (b) and (d), 8 and 9(1), Member States 

may allow the institutions and persons covered by this Directive not to apply custo-

mer due diligence in respect of: 

(a) life insurance policies where the annual premium is no more than EUR 1 000 

or the single premium is no more than EUR 2 500; 

(b) insurance policies for pension schemes if there is no surrender clause and the 

policy cannot be used as collateral; 

(c) a pension, superannuation or similar scheme that provides retirement benefits 

to employees, where contributions are made by way of deduction from wages and 

the scheme rules do not permit the assignment of a member's interest under the 

scheme; 

(d) electronic money, as defined in Article 1(3)(b) of Directive 2000/46/EC of the 

European Parliament and of the Council of 18 September 2000 on the taking up, 

pursuit of and prudential supervision of the business of electronic money 

institutions
28

, where, if the device cannot be recharged, the maximum amount stored 

in the device is no more than EUR 150, or where, if the device can be recharged, a 

limit of EUR 2500 is imposed on the total amount transacted in a calendar year, 

except when an amount of EUR 1 000 or more is redeemed in that same calendar 

year by the bearer as referred to in Article 3 of Directive 2000/46/EC, or in respect of 

any other product or transaction representing a low risk of money laundering or 

terrorist financing which meets the technical criteria established in accordance with 

Article 40(1)(b). 
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Article 12 

 

Where the Commission adopts a decision pursuant to Article 40(4), the Member 

States shall prohibit the institutions and persons covered by this Directive from 

applying simplified due diligence to credit and financial institutions or listed com-

panies from the third country concerned or other entities following from situations 

which meet the technical criteria established in accordance with Article 40(1)(b). 

 

SECTION 3 

ENHANCED CUSTOMER DUE DILIGENCE 

 

Article 13 

 

1. Member States shall require the institutions and persons covered by this Directive 

to apply, on a risk-sensitive basis, enhanced customer due diligence measures, in 

addition to the measures referred to in Articles 7, 8 and 9(6), in situations which by 

their nature can present a higher risk of money laundering or terrorist financing, and 

at least in the situations set out in paragraphs 2, 3, 4 and in other situations 

representing a high risk of money laundering or terrorist financing which meet the 

technical criteria established in accordance with Article 40(1)(c). 

2. Where the customer has not been physically present for identification purposes, 

Member States shall require those institutions and persons to take specific and 

adequate measures to compensate for the higher risk, for example by applying one 

or more of the following measures: 

(a) ensuring that the customer's identity is established by additional documents, data 

or information; 

(b) supplementary measures to verify or certify the documents supplied, or requiring 

confirmatory certification by a credit or financial institution covered by this Directive; 

(c) ensuring that the first payment of the operations is carried out through an account 

opened in the customer's name with a credit institution. 

3. In respect of cross-frontier correspondent banking relationships with respondent in-

stitutions from third countries, Member States shall require their credit institutions to: 

(a) gather sufficient information about a respondent institution to understand fully 

the nature of the respondent's business and to determine from publicly available 

information the reputation of the institution and the quality of supervision; 

(b) assess the respondent institution's anti-money laundering and anti-terrorist 

financing controls; 

(c) obtain approval from senior management before establishing new 

correspondent banking relationships; 

(d) document the respective responsibilities of each institution; 
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(e) with respect to payable-through accounts, be satisfied that the respondent 

credit institution has verified the identity of and performed ongoing due diligence on 

the customers having direct access to accounts of the correspondent and that it is 

able to provide relevant customer due diligence data to the correspondent institution, 

upon request. 

4. In respect of transactions or business relationships with politically exposed 

persons residing in another Member State or in a third country, Member States shall 

require those institutions and persons covered by this Directive to: 

(a) have appropriate risk-based procedures to determine whether the customer is 

a politically exposed person; 

(b) have senior management approval for establishing business relationships with 

such customers; 

(c) take adequate measures to establish the source of wealth and source of funds 

that are involved in the business relationship or transaction; 

(d) conduct enhanced ongoing monitoring of the business relationship. 

5. Member States shall prohibit credit institutions from entering into or continuing a 

correspondent banking relationship with a shell bank and shall require that credit in-

stitutions take appropriate measures to ensure that they do not engage in or continue 

correspondent banking relationships with a bank that is known to permit its accounts 

to be used by a shell bank. 

6. Member States shall ensure that the institutions and persons covered by this Directive 

pay special attention to any money laundering or terrorist financing threat that may arise 

from products or transactions that might favour anonymity, and take measures, if 

needed, to prevent their use for money laundering or terrorist financing  purposes. 

 

SECTION 4 

PERFORMANCE BY THIRD PARTIES 

 

Article 14 

 

Member States may permit the institutions and persons covered by this Directive to 

rely on third parties to meet the requirements laid down in Article 8(1)(a) to (c). 

However, the ultimate responsibility for meeting those requirements shall remain with 

the institution or person covered by this Directive which relies on the third party. 

 

Article 15 

 

1. Where a Member State permits credit and financial institutions referred to in Article 

2(1)(1) or (2) situated in its territory to be relied on as a third party domestically, that 

Member State shall in any case permit institutions and persons referred to in Article 
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2(1) situated in its territory to recognise and accept, in accordance with the provisions 

laid down in Article 14, the outcome of the customer due diligence requirements laid 

down in Article 8(1)(a) to (c), carried out in accordance with this Directive by an 

institution referred to in Article 2(1)(1) or (2) in another Member State, with the 

exception of currency exchange offices and money transmission or remittance 

offices, and meeting the requirements laid down in Articles 16 and 18, even if the 

documents or data on which these requirements have been based are different to 

those required in the Member State to which the customer is being referred. 

2. Where a Member State permits currency exchange offices and money trans-

mission or remittance offices referred to in Article 3(2)(a) situated in its territory to be 

relied on as a third party domestically, that Member State shall in any case permit 

them to recognise and accept, in accordance with Article 14, the outcome of the 

customer due diligence requirements laid down in Article 8(1)(a) to (c), carried out in 

accordance with this Directive by the same category of institution in another Member 

State and meeting the requirements laid down in Articles 16 and 18, even if the docu-

ments or data on which these requirements have been based are different to those 

required in the Member State to which the customer is being referred. 

3. Where a Member State permits persons referred to in Article 2(1)(3)(a) to (c) 

situated in its territory to be relied on as a third party domestically, that Member State 

shall in any case permit them to recognise and accept, in accordance with Article 14, 

the outcome of the customer due diligence requirements laid down in Article 8(1)(a) 

to (c), carried out in accordance with this Directive by a person referred to in Article 

2(1)(3)(a) to (c) in another Member State and meeting the requirements laid down in 

Articles 16 and 18, even if the documents or data on which these requirements have 

been based are different to those required in the Member State to which the 

customer is being referred.  

 

Article 16 

 

1. For the purposes of this Section, "third parties" shall mean institutions and persons 

who are listed in Article 2, or equivalent institutions and persons situated in a third 

country, who meet the following requirements: 

(a) they are subject to mandatory professional registration, recognised by law; 

(b) they apply customer due diligence requirements and record keeping 

requirements as laid down or equivalent to those laid down in this Directive and their 

compliance with the requirements of this Directive is supervised in accordance with 

Section 2 of Chapter V, or they are situated in a third country which imposes equi-

valent requirements to those laid down in this Directive. 

2. Member States shall inform each other and the Commission of cases where they 

consider that a third country meets the conditions laid down in paragraph 1(b). 
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Article 17 

 

Where the Commission adopts a decision pursuant to Article 40(4), Member States 

shall prohibit the institutions and persons covered by this Directive from relying on 

third parties from the third country concerned to meet the requirements laid down in 

Article 8(1)(a) to (c). 

 

Article 18 

 

1. Third parties shall make information requested in accordance with the require-

ments laid down in Article 8(1)(a) to (c) immediately available to the institution or 

person covered by this Directive to which the customer is being referred. 

2. Relevant copies of identification and verification data and other relevant documen-

tation on the identity of the customer or the beneficial owner shall immediately be 

forwarded, on request, by the third party to the institution or person covered by this 

Directive to which the customer is being referred. 

 

Article 19 

 

This Section shall not apply to outsourcing or agency relationships where, on the 

basis of a contractual arrangement, the outsourcing service provider or agent is to be 

regarded as part of the institution or person covered by this Directive. 

 

Chapter III 

Reporting obligations 

 

SECTION 1 

GENERAL PROVISIONS 

 

Article 20 

 

Member States shall require that the institutions and persons covered by this Direc-

tive pay special attention to any activity which they regard as particularly likely, by its 

nature, to be related to money laundering or terrorist financing and in particular 

complex or unusually large transactions and all unusual patterns of transactions 

which have no apparent economic or visible lawful purpose. 
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Article 21 

 

1. Each Member State shall establish a FIU in order effectively to combat money 

laundering and terrorist financing. 

2. That FIU shall be established as a central national unit. It shall be responsible for 

receiving (and to the extent permitted, requesting), analysing and disseminating to 

the competent authorities, disclosures of information which concern potential money 

laundering, potential terrorist financing or are required by national legislation or 

regulation. It shall be provided with adequate resources in order to fulfil its tasks. 

3. Member States shall ensure that the FIU has access, directly or indirectly, on a 

timely basis, to the financial, administrative and law enforcement information that it 

requires to properly fulfil its tasks. 

 

Article 22 

 

1. Member States shall require the institutions and persons covered by this Directive, 

and where applicable their directors and employees, to cooperate fully: 

(a) by promptly informing the FIU, on their own initiative, where the institution or 

person covered by this Directive knows, suspects or has reasonable grounds to 

suspect that money laundering or terrorist financing is being or has been committed 

or attempted; 

(b) by promptly furnishing the FIU, at its request, with all necessary information, in 

accordance with the procedures established by the applicable legislation. 

2. The information referred to in paragraph 1 shall be forwarded to the FIU of the 

Member State in whose territory the institution or person forwarding the information is 

situated. The person or persons designated in accordance with the procedures 

provided for in Article 34 shall normally forward the information. 

 

Article 23 

 

1. By way of derogation from Article 22(1), Member States may, in the case of the 

persons referred to in Article 2(1)(3)(a) and (b), designate an appropriate self-

regulatory body of the profession concerned as the authority to be informed in the 

first instance in place of the FIU. Without prejudice to paragraph 2, the designated 

self-regulatory body shall in such cases forward the information to the FIU promptly 

and unfiltered. 

2. Member States shall not be obliged to apply the obligations laid down in Article 

22(1) to notaries, independent legal professionals, auditors, external accountants and 

tax advisors with regard to information they receive from or obtain on one of their 

clients, in the course of ascertaining the legal position for their client or performing 



 172 

their task of defending or representing that client in, or concerning judicial 

proceedings, including advice on instituting or avoiding proceedings, whether such 

information is received or obtained before, during or after such proceedings. 

 

Article 24 

 

1. Member States shall require the institutions and persons covered by this Directive 

to refrain from carrying out transactions which they know or suspect to be related to 

money laundering or terrorist financing until they have completed the necessary 

action in accordance with Article 22(1)(a). In conformity with the legislation of the 

Member States, instructions may be given not to carry out the transaction. 

2. Where such a transaction is suspected of giving rise to money laundering or 

terrorist financing and where to refrain in such manner is impossible or is likely to 

frustrate efforts to pursue the beneficiaries of a suspected money laundering or 

terrorist financing operation, the institutions and persons concerned shall inform the 

FIU immediately afterwards. 

 

Article 25 

 

1. Member States shall ensure that if, in the course of inspections carried out in the 

institutions and persons covered by this Directive by the competent authorities 

referred to in Article 37, or in any other way, those authorities discover facts that 

could be related to money laundering or terrorist financing, they shall promptly inform 

the FIU. 

2. Member States shall ensure that supervisory bodies empowered by law or 

regulation to oversee the stock, foreign exchange and financial derivatives markets 

inform the FIU if they discover facts that could be related to money laundering or 

terrorist financing. 

 

Article 26 

 

The disclosure in good faith as foreseen in Articles 22(1) and 23 by an institution or 

person covered by this Directive or by an employee or director of such an institution 

or person of the information referred to in Articles 22 and 23 shall not constitute a 

breach of any restriction on disclosure of information imposed by contract or by any 

legislative, regulatory or administrative provision, and shall not involve the institution 

or person or its directors or employees in liability of any kind. 
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Article 27 

 

Member States shall take all appropriate measures in order to protect employees of 

the institutions or persons covered by this Directive who report suspicions of money 

laundering or terrorist financing either internally or to the FIU from being exposed to 

threats or hostile action. 

 

SECTION 2 

PROHIBITION OF DISCLOSURE 

 

Article 28 

 

1. The institutions and persons covered by this Directive and their directors and emplo-

yees shall not disclose to the customer concerned or to other third persons the fact that 

information has been transmitted in accordance with Articles 22 and 23 or that a 

money laundering or terrorist financing investigation is being or may be carried out. 

2. The prohibition laid down in paragraph 1 shall not include disclosure to the 

competent authorities referred to in Article 37, including the self-regulatory bodies, or 

disclosure for law enforcement purposes. 

3. The prohibition laid down in paragraph 1 shall not prevent disclosure between 

institutions from Member States, or from third countries provided that they meet the 

conditions laid down in Article 11(1), belonging to the same group as defined by 

Article 2(12) of Directive 2002/87/EC of the European Parliament and of the Council 

of 16 December 2002 on the supplementary supervision of credit institutions, 

insurance undertakings and investment firms in a financial conglomerate
29

. 

4. The prohibition laid down in paragraph 1 shall not prevent disclosure between 

persons referred to in Article 2(1)(3)(a) and (b) from Member States, or from third 

countries which impose requirements equivalent to those laid down in this Directive, 

who perform their professional activities, whether as employees or not, within the 

same legal person or a network. For the purposes of this Article, a "network" means 

the larger structure to which the person belongs and which shares common 

ownership, management or compliance control. 

5. For institutions or persons referred to in Article 2(1)(2) and (3)(a) and (b) in cases 

related to the same customer and the same transaction involving two or more 

institutions or persons, the prohibition laid down in paragraph 1 shall not prevent dis-

closure between the relevant institutions or persons provided that they are situated in 

a Member State, or in a third country which imposes requirements equivalent to 

those laid down in this Directive, and that they are from the same professional 

                                                 
29

 OJ L 35, 11.2.2003, p. 1. 



 174 

category and are subject to equivalent obligations as regards professional secrecy 

and personal data protection. The information exchanged shall be used exclusively 

for the purposes of the prevention of money laundering and terrorist financing. 

6. Where the persons referred to in Article 2(1)(3)(a) and (b) seek to dissuade a client 

from engaging in illegal activity, this shall not constitute a disclosure within the 

meaning of the paragraph 1. 

7. The Member States shall inform each other and the Commission of cases where they 

consider that a third country meets the conditions laid down in paragraphs 3, 4 or 5. 

 

Article 29 

 

Where the Commission adopts a decision pursuant to Article 40(4), the Member 

States shall prohibit the disclosure between institutions and persons covered by this 

Directive and institutions and persons from the third country concerned. 

 

Chapter IV 

Record keeping and statistical data 

 

Article 30 

 

Member States shall require the institutions and persons covered by this Directive to 

keep the following documents and information for use in any investigation into, or 

analysis of, possible money laundering or terrorist financing by the FIU or by other 

competent authorities in accordance with national law: 

(a) in the case of the customer due diligence, a copy or the references of the 

evidence required, for a period of at least five years after the business relationship 

with their customer has ended; 

(b) in the case of business relationships and transactions, the supporting evidence 

and records, consisting of the original documents or copies admissible in court 

proceedings under the applicable national legislation for a period of at least five years 

following the carrying-out of the transactions or the end of the business relationship. 

 

Article 31 

 

1. Member States shall require the credit and financial institutions covered by this 

Directive to apply, where applicable, in their branches and majority-owned subsi-

diaries located in third countries measures at least equivalent to those laid down in 

this Directive with regard to customer due diligence and record keeping. Where the 

legislation of the third country does not permit application of such equivalent mea-
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sures, the Member States shall require the credit and financial institutions concerned 

to inform the competent authorities of the relevant home Member State accordingly. 

2. Member States and the Commission shall inform each other of cases where the 

legislation of the third country does not permit application of the measures required 

under the first subparagraph of paragraph 1 and coordinated action could be taken to 

pursue a solution. 

3. Member States shall require that, where the legislation of the third country does 

not permit application of the measures required under the first subparagraph of para-

graph 1, credit or financial institutions take additional measures to effectively handle 

the risk of money laundering or terrorist financing. 

 

Article 32 

 

Member States shall require that their credit and financial institutions have systems in 

place that enable them to respond fully and rapidly to enquiries from the FIU, or from 

other authorities, in accordance with their national law, as to whether they maintain or 

have maintained during the previous five years a business relationship with specified 

natural or legal persons and on the nature of that relationship. 

 

Article 33 

 

1. Member States shall ensure that they are able to review the effectiveness of their 

systems to combat money laundering or terrorist financing by maintaining compre-

hensive statistics on matters relevant to the effectiveness of such systems. 

2. Such statistics shall as a minimum cover the number of suspicious transaction 

reports made to the FIU, the follow-up given to these reports and indicate on an 

annual basis the number of cases investigated, the number of persons prosecuted, 

the number of persons convicted for money laundering or terrorist financing offences 

and how much property has been frozen, seized or confiscated. 

3. Member States shall ensure that a consolidated review of these statistical reports 

is published. 
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Chapter V 

Enforcement measures 

 

SECTION 1 

INTERNAL PROCEDURES, TRAINING AND FEEDBACK 

 

Article 34 

 

1. Member States shall require that the institutions and persons covered by this 

Directive establish adequate and appropriate policies and procedures of customer 

due diligence, reporting, record keeping, internal control, risk assessment, risk 

management, compliance management and communication in order to forestall and 

prevent operations related to money laundering or terrorist financing. 

2. Member States shall require that credit and financial institutions covered by this 

Directive communicate relevant policies and procedures where applicable to 

branches and majority-owned subsidiaries in third countries. 

 

Article 35 

 

1. Member States shall require that the institutions and persons covered by this 

Directive take appropriate measures so that their relevant employees are aware of 

the provisions in force on the basis of this Directive. These measures shall include 

participation of their relevant employees in special ongoing training programmes to 

help them recognise operations which may be related to money laundering or 

terrorist financing and to instruct them as to how to proceed in such cases. Where a 

natural person falling within any of the categories listed in Article 2(1)(3) performs his 

professional activities as an employee of a legal person, the obligations in this 

Section shall apply to that legal person rather than to the natural person. 

2. Member States shall ensure that the institutions and persons covered by this Directive 

have access to up-to-date information on the practices of money launderers and terrorist 

financers and on indications leading to the recognition of suspicious transactions. 

3. Member States shall ensure that, wherever practicable, timely feedback on the 

effectiveness of and follow-up to reports of suspected money laundering or terrorist 

financing is provided. 
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SECTION 2 

SUPERVISION 

 

Article 36 

 

1. Member States shall provide that currency exchange offices and trust and 

company service providers shall be licensed or registered and casinos be licensed in 

order to operate their business legally. Without prejudice to future Community legis-

lation, Member States shall provide that money transmission or remittance offices 

shall be licensed or registered in order to operate their business legally. 

2. Member States shall require competent authorities to refuse licensing or regis-

tration of the entities referred to in paragraph 1 if they are not satisfied that the 

persons who effectively direct or will direct the business of such entities or the bene-

ficial owners of such entities are fit and proper persons. 

 

Article 37 

1. Member States shall require the competent authorities at least to effectively 

monitor and to take the necessary measures with a view to ensuring compliance with 

the requirements of this Directive by all the institutions and persons covered by this 

Directive. 

2. Member States shall ensure that the competent authorities have adequate powers, 

including the power to compel the production of any information that is relevant to 

monitoring compliance and perform checks, and have adequate resources to perform 

their functions. 

3. In the case of credit and financial institutions and casinos, competent authorities 

shall have enhanced supervisory powers, notably the possibility to conduct on-site 

inspections. 

4. In the case of the natural and legal persons referred to in Article 2(1)(3)(a) to (e), 

Member States may allow the functions referred to in paragraph 1 to be performed 

on a risk-sensitive basis. 

5. In the case of the persons referred to in Article 2(1)(3)(a) and (b), Member States 

may allow the functions referred to in paragraph 1 to be performed by self-regulatory 

bodies, provided that they comply with paragraph 2. 
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SECTION 3 

COOPERATION 

 

Article 38 

 

The Commission shall lend such assistance as may be needed to facilitate coordi-

nation, including the exchange of information between FIUs within the Community. 

 

SECTION 4 

Penalties 

 

Article 39 

 

1.Member States shall ensure that natural and legal persons covered by this 

Directive can be held liable for infringements of the national provisions adopted pur-

suant to this Directive. The penalties must be effective, proportionate and dissuasive. 

2. Without prejudice to the right of Member States to impose criminal penalties, 

Member States shall ensure, in conformity with their national law, that the appropriate 

administrative measures can be taken or administrative sanctions can be imposed 

againstcredit and financial institutions for infringements of the national provisions 

adoptedpursuant to this Directive. Member States shall ensure that these measures 

or sanctions areeffective, proportionate and dissuasive. 

3. In the case of legal persons, Member States shall ensure that at least they can be 

held liable for infringements referred to in paragraph 1 which are committed for their 

benefit by anyperson, acting either individually or as part of an organ of the legal 

person, who has a leading position within the legal person, based on: 

(a) a power of representation of the legal person, 

(b) an authority to take decisions on behalf of the legal person, or 

(c) an authority to exercise control within the legal person. 

4. In addition to the cases already provided for in paragraph 3, Member States shall 

ensure that legal persons can be held liable where the lack of supervision or control 

by a person referred to in paragraph 3 has made possible the commission of the 

infringements referred to in paragraph 1 for the benefit of a legal person by a person 

under its authority. 
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Chapter VI 

Implementing measures 

 

Article 40 

 

1. In order to take account of technical developments in the fight against money laun-

dering or terrorist financing and to ensure uniform implementation of this Directive, 

the Commission may, in accordance with the procedure referred to in Article 41(2), 

adopt the following implementing measures: 

(a) clarification of the technical aspects of the definitions in Article 3(2)(a) and (d), (6), 

(7), (8), (9) and (10); 

(b) establishment of technical criteria for assessing whether situations represent a low 

risk of money laundering or terrorist financing as referred to in Article 11(2) and (5); 

(c) establishment of technical criteria for assessing whether situations represent a 

high risk of money laundering or terrorist financing as referred to in Article 13; 

(d) establishment of technical criteria for assessing whether, in accordance with 

Article 2(2), it is justified not to apply this Directive to certain legal or natural persons 

carrying out a financial activity on an occasional or very limited basis. 

2. In any event, the Commission shall adopt the first implementing measures to give 

effect to paragraphs 1(b) and 1(d) by …
*
. 

3. The Commission shall, in accordance with the procedure referred to in Article 

41(2), adapt the amounts referred to in Articles 2(1)(3)(e), 7(b), 10(1) and 11(5)(a) 

and (d) taking into account Community legislation, economic developments and 

changes in international standards.  

4. Where the Commission finds that a third country does not meet the conditions laid 

down in Article 11(1) or (2), Article 28(3), (4) or (5), or in the measures established in 

accordance with paragraph 1(b) of this Article or in Article 16(1)(b), or that the 

legislation of that third country does not permit application of the measures required 

under the first subparagraph of Article 31(1), it shall adopt a decision so stating in 

accordance with the procedure referred to in Article 41(2). 

 

Article 41 

 

1. The Commission shall be assisted by a Committee on the Prevention of Money 

Laundering and Terrorist Financing, hereinafter "the Committee". 

2. Where reference is made to this paragraph, Articles 5 and 7 of Decision 

1999/468/EC shall apply, having regard to the provisions of Article 8 thereof and 

provided that the implementing measures adopted in accordance with this procedure 

                                                 
* 6 months following the date of entry into force of this Directive. 
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do not modify the essential provisions of this Directive. The period laid down in Article 

5(6) of Decision 1999/468/EC shall be set at three months. 

3. The Committee shall adopt its Rules of Procedure. 

4. Without prejudice to the implementing measures already adopted, the imple-

mentation of the provisions of this Directive concerning the adoption of technical 

rules and decisions in accordance with the procedure referred to in paragraph 2 shall 

be suspended four years after the entry into force of this Directive. On a proposal 

from the Commission, the European Parliament and the Council may renew the pro-

visions concerned in accordance with the procedure laid down in Article 251 of the 

Treaty and, to that end, shall review them prior to the expiry of the four-year period. 

 

Chapter VII 

Final provisions 

 

Article 42 

 

By ...
*
, and at least at three-yearly intervals thereafter, the Commission shall draw up 

a report on the implementation of this Directive and submit it to the European 

Parliament and the Council. For the first such report, the Commission shall include a 

specific examination of the treatment of lawyers and other independent legal 

professionals. 

 

Article 43 

 

By ...
**
, the Commission shall present a report to the European Parliament and to the 

Council on the threshold percentages in Article 3(6), paying particular attention to the 

possible expediency and consequences of a reduction of the percentage in points 

(a)(i), (b)(i) and (b)(iii) of Article 3(6) from 25% to 20%. On the basis of the report the 

Commission may submit a proposal for amendments to this Directive. 

 

Article 44 

 

Directive 91/308/EEC is hereby repealed. References made to the repealed Directive 

shall be construed as being made to this Directive and should be read in accordance 

with the correlation table set out in the Annex. 

 

                                                 
* Four years following the date of entry into force of this Directive. 
**
 Five years following the date of entry into force of this Directive. 
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Article 45 

 

1. Member States shall bring into force the laws, regulations and administrative 

provisions necessary to comply with this Directive by …
**
. They shall forthwith com-

municate to the Commission the text of those provisions together with a table 

showing how the provisions of this Directive correspond to the national provisions 

adopted. When Member States adopt those measures, they shall contain a reference 

to this Directive or be accompanied by such a reference on the occasion of their 

official publication. The methods of making such reference shall be laid down by 

Member States. 

2. Member States shall communicate to the Commission the text of the main pro-

visions ofnational law which they adopt in the field covered by this Directive. 

 

Article 46 

 

This Directive shall enter into force on the twentieth day after its publication in the 

Official Journal of the European Union. 

 

Article 47 

 

This Directive is addressed to the Member States. 

                                                 
**
 Two years after the date of entry into force of this Directive. 
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